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About One-Touch Join

Pexip Infinity's One-Touch Join (OTJ) feature integrates support for existing "click to join" videoconferencing endpoint workflows into
your Pexip Infinity deployment. With One-Touch Join, when users schedule a meeting in Microsoft Outlook or Google Calendar and
include in the meeting invitation a room that contains a supported Cisco or Poly endpoint, the endpoint will display a Join button just
before the meeting is scheduled to begin. Participants can then simply walk into the room and select the button, and the endpoint will
automatically dial in to the meeting.

One-Touch Join is available as an optional licensed feature within the Pexip Infinity platform.

In most cases, One-Touch Join will be implemented as a feature within a wider Pexip Infinity deployment, and run on Conferencing
Nodes alongside other Pexip Infinity services. However, you can also set up separate OTJ locations within your deployment that contain
Conferencing Nodes used solely for One-Touch Join. A third option appropriate in some situations is to implement a separate Pexip
Infinity deployment purely for One-Touch Join, for example if you are a Pexip Service customer wishing to use One-Touch Join, or you
are a large enterprise wishing to separate the resources used for your One-Touch Join deployment. For more information, see
Deploying a dedicated One-Touch Join platform.

Enabling One-Touch Join

All Conferencing Nodes are capable of running One-Touch Join, although the service will only come into active operation on a node
when the location the node is in is associated with a One-Touch Join Endpoint Group.

Enabling the Pexip One-Touch Join service within your Pexip Infinity deployment involves the following steps, each described in
separate topics:

1. Permitting the One-Touch Join service to access the calendars used for One-Touch Join. How this is achieved depends on which
calendar/email service is used in your environment:
o For Google Workspace, you create a service account and share OTJ calendars with the service account. This service account

authenticates to Google Workspace with a private key using 2-legged OAuth. For full details, see Configuring Google
Workspace for One-Touch Join.

@ We also offer an alternative means for Google Workspace environments where the recommended method of using a
service account is not desirable. This alternative method uses a domain user which authenticates to Google Workspace
using 3-legged OAuth. For full details, see Configuring Google Workspace for domain user authorization.

o For Exchange on premises, you create a service account that uses application impersonation to read the OTJ calendars. This
service account authenticates to Exchange using basic authentication. For full details, see Configuring Exchange on-premises

for One-Touch Join.

o For Office 365, you create an application registration in Azure for OTJ, and grant the application permission to read OTJ
calendars using Microsoft's Graph API. OTJ uses 2-legged OAuth to authenticate to Office 365 without the need of a service
account. For full details, see Configuring Office 365 using Graph for One-Touch Join.

@ We continue to support existing One-Touch Join deployments for Office 365 that used a service account with application
impersonation to read OTJ calendars. This service account authenticated using OAuth and used the EWS API to access
mailboxes. However, the EWS APl is being deprecated by Microsoft, so for new One-Touch Join deployments in Office
365 environments you should instead use the Graph API to provide access to room resource mailboxes. For information
on managing these existing deployments, see Configuring Office 365 using EWS for One-Touch Join.

2. Configuring Pexip Infinity for One-Touch Join

3. Configuring endpoints to support One-Touch Join

4. Viewing One-Touch Join status

For an overview of the process and general deployment and network considerations for One-Touch Join, see One-Touch Join process
and deployment overview.

For a guide for end users, see Scheduling and joining meetings using One-Touch Join.

For help with troubleshooting your One-Touch Join deployment, see Troubleshooting One-Touch Join.
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Supported Google Workspace editions

Pexip One-Touch Join is supported in the following Google Workspace environments:

e Google Workspace Basic
e Google Workspace Business

e Google Workspace Enterprise

Supported Exchange environments

Pexip One-Touch Join is supported in the following Microsoft Exchange environments:

Exchange servers

o Office 365

o Exchange 2013 (with the latest updates)
e Exchange 2016 (with the latest updates)
e Exchange 2019 (with the latest updates)

Outlook clients

Meetings scheduled in all Outlook clients are supported. Note that different third-party Outlook add-ins for different Outlook versions
may format the join details for some meeting types slightly differently.

Supported endpoints

Endpoints used for One-Touch Join must not also be registered to the calendaring service on other systems such as the cloud-based
Webex Hybrid Calendar Service, or Cisco TMS XE.
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Cisco OBTP

Pexip Infinity One-Touch Join is supported on Cisco VTC endpoints that support Cisco One Button to Push (OBTP) and are running TC,
CE, or RoomOS software. This includes:

Cisco Webex Room series (Room, Room Kit)

Cisco C series (C20, C40, C60, C90)

Cisco DX series (DX70, DX80)

Cisco EX series (EX60, EX90)

Cisco MX series (MX200, MX300, MX700, MX800)

Cisco SX series (SX10, SX20, SX80)

Webex Desk Series (Webex Desk, Webex Desk Pro, Webex Desk Mini)

There are two ways in which One-Touch Join can be implemented for these endpoints, depending on whether or not the endpoint is on
the same network as the OTJ Conferencing Nodes.

If the endpoint is on the same network as the OTJ Conferencing Node, the Conferencing Node will connect directly to the endpoint
to provide it with the necessary meeting information. When setting up these endpoints in Pexip Infinity, you assign them an
Endpoint type of Cisco OBTP.

For more information on how to configure these endpoints, see Configuring Cisco OBTP endpoints for OTJ.

If the endpoint is not on the same network as the OTJ Conferencing Node (for example if it is located in a home office) but is
registered to Webex or Webex Edge for Devices, the Conferencing Node will connect to Webex Cloud, which will in turn connect
to the endpoint to provide it with the necessary meeting information. When setting up these endpoints in Pexip Infinity, you
assign them an Endpoint type of Webex Cloud registered.

For more information on how to configure these endpoints, see Configuring Cisco Webex Cloud registered endpoints.

Poly OTD

Pexip Infinity One-Touch Join is supported on Poly VTC endpoints that support Poly One Touch Dial (OTD). This includes:

Poly RealPresence Group series v5.0.0 or later
Poly Trio series

Poly HDX series (unless Pexip Infinity has been deployed in a secure mode of operation - for more information, see Poly
authentication); must be running a software version that supports NTLMv2 for calendaring, e.g. 3.1.11 or later

Poly Studio X series
Poly G7500 series

Poly Debut series

For information on how to configure these endpoints to support Pexip One-Touch Join, see Configuring Poly OTD endpoints for OTJ.
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Supported meeting types

This release of Pexip One-Touch Join can be used to join the following types of meetings:

e Pexip Infinity meetings (i.e. those scheduled using the VIVIR Scheduling for Exchange feature)

o Pexip Service meetings (i.e. those scheduled using the plugin available to Pexip Service users)
o Google Meet (for Google Workspace integrations only)

e Microsoft Teams

o Skype for Business

e Webex

e Zoom

e Blueleans

¢ GoToMeeting

You can also create your own meeting processing rules for meeting types not listed above. For more information, see One-Touch Join
meeting types and transforms.

Supported number of endpoints and Conferencing Nodes

The One-Touch Join feature will support up to 4,000 room resource calendars and associated endpoints. This applies to One-Touch Join
both when integrated with a Pexip Infinity deployment (i.e. when running on Conferencing Nodes alongside other Pexip Infinity
services), and as a deployment dedicated to One-Touch Join.

For integrated One-Touch Join deployments (i.e. where OTJ is being implemented as a feature within a wider Pexip Infinity
deployment), a Pexip Infinity deployment with a single Conferencing Node per location should also support up to 170 OTJ room
resource calendars and associated endpoints (although you may wish to include one or more additional Conferencing Nodes for
redundancy). For large or busy deployments, you may need to add additional Conferencing Nodes per location to provide the
additional capacity required when One-Touch Join is implemented — we recommend that you consult your Pexip authorized support
representative for advice on your particular deployment.

These recommendations apply to Pexip Infinity deployments with one or two One-Touch Join Integrations. For deployments with
multiple OTJ Integrations (for example, when implemented by service providers with multiple customers) we recommend a dedicated
One-Touch Join deployment.

For dedicated One-Touch Join deployments of all sizes (i.e. up to the supported 4,000 room resource calendars and associated
endpoints), we recommend one Conferencing Node for every 1,000 endpoints in a location (although you may wish to include one or
more additional Conferencing Nodes for redundancy).

Pexip Infinity server requirements

In most cases you will be enabling One-Touch Join within a new or existing Pexip Infinity deployment, and the One-Touch Join service
can be run alongside other Pexip Infinity services on each Conferencing Node. Enabling One-Touch Join within most Pexip Infinity
deployments (up to 170 endpoints — see Supported number of endpoints and Conferencing Nodes) will not significantly increase the
processing requirements of the Management Node or Conferencing Nodes, therefore our standard server design guidelines still apply.
However, if your deployment is expected to be particularly large or busy, we recommend that you consult your Pexip authorized

support representative for advice.

For dedicated One-Touch Join deployments, see Minimum hardware requirements.

In both cases, we recommend that each Conferencing Node runs on a different VM host and uses different storage.
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One-Touch Join process and deployment overview

This topic gives an overview of the process used by One-Touch Join to extract calendar information and provide it to endpoints, along
with information on general deployment and network considerations.

Process overview

The general process from setting up One-Touch Join through to having the endpoint display a Join button at the start of a meeting is as
follows:

Administrator configures OT)J

1. The administrator configures their Google Workspace, Exchange on-premises or Office 365 deployment to support Pexip Infinity
One-Touch Join, and ensures that each physical meeting room that contains an endpoint to be used for One-Touch Join has an
associated email address.

2. The administrator then configures One-Touch Join on the Pexip Infinity Management Node. This configuration is automatically
replicated to the One-Touch Join service that runs on each Conferencing Node in the Pexip Infinity deployment.

3. Finally, the administrator configures their endpoints to support One-Touch Join.

End user sends invitation

When an end user wants to use a One-Touch Join room for a meeting, they create a meeting invitation in their usual way, using their
usual client, ensuring that the room resource is added to the invitation.

@ Generally, rooms are added to a meeting invitation as a room resource, but One-Touch Join will also work if the room resource's
email address is included in the list of invitees, or as a location.

OTJ provides endpoint with meeting information

1. Each meeting room resource has one Conferencing Node which will be its primary node. Periodically, One-Touch Join on the
Conferencing Node connects to Google Workspace or Microsoft Exchange and reads the calendars of each room resource for
which it is the primary node. For each room resource, One-Touch Join finds all meetings to which the room has been invited. By
default, it does this for all meetings with a scheduled start time from one day in the past up to seven days in the future, but this
range is configurable.

2. One-Touch Join parses the meeting invitation (in accordance with the relevant meeting processing rule) to obtain information
about the meeting, which it uses to generate the alias that the endpoint will dial in order to join the meeting.

3. One-Touch Join then provides the meeting information to the endpoint that is associated with the room resource:

o for Cisco endpoints, One-Touch Join pushes the meeting information to the endpoint - either directly (for endpoints on the
same network) or via Webex Cloud (for endpoints on a different network)
o for Poly endpoints, the endpoint registers to the OTJ calendaring service on the Conferencing Node and periodically requests
updated meeting information from the Conferencing Node.
@ More than one endpoint can be associated with a single room resource; in this case, all the endpoints will receive the same
meeting information.

4. When the meeting is about to start, the endpoint will display a Join button; participants in the room simply click the button and
the endpoint will dial in to the meeting.

The flow of information between the calendar/email service, One-Touch Join and the endpoint is shown in the following diagram (using
Google Workspace and a Cisco endpoint as the example):
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Frequency and limitations on calendar requests

The length of time taken for a meeting booked via Exchange or Google calendar to appear on the corresponding room endpoint
depends on a number of factors, but is largely due to the number of endpoints in your deployment.

In general, for deployments of around 170 endpoints or fewer, the One-Touch Join service will poll room resource calendars with a
maximum frequency of every 30 seconds. (It does not poll any more frequently than this to avoid impacting the performance of
Conferencing Nodes.)

» Cisco endpoints will be updated after each poll if a meeting change is detected, and meetings are re-pushed to Cisco endpoints
once per hour.

* Poly endpoints will generally connect to the Conferencing Node to get updates every minute, but this will depend on the Poly
configuration.

As you add more endpoints, One-Touch Join will reduce the frequency of requests correspondingly. For a deployment of 4,000
endpoints (the maximum supported number), endpoints will be updated around every 12 minutes. This is because both Microsoft
Exchange and Google limit the number of API requests that can be made to their calendar services in a 24-hour period. It is possible to
change the 24-hour quota to increase the frequency of endpoint updates in larger deployments, but note that doing so may impact the
performance of the Conferencing Nodes, so you may need to consider deploying a dedicated One-Touch Join platform. We recommend
you discuss larger deployments with your Pexip authorized support representative first.

o For Google Workspace deployments, you can change the 24-hour quota by Requesting an increase to API limits and then
increasing the Maximum Google Workspace API requests, but this is a paid-for service.

e For Exchange deployments, you can change the 24-hour quota by increasing the Find Items Request Quota.
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Locations, Conferencing Nodes and redundancy

Conferencing Nodes

All Conferencing Nodes in your deployment are capable of running One-Touch Join. However, the service will be in active operation on
only those nodes that belong to a location that has been associated with a OTJ Endpoint Group (and when that Endpoint Group has
been associated with an OTJ profile).

Within each such location, a maximum of five Conferencing Nodes will actively read room resource calendars and process meeting
information. Responsibility for each room resource is spread across these nodes in order to balance the workload and provide
redundancy. Should one node become unavailable (for example, if it is put into maintenance mode or loses connectivity), the other
nodes will take over responsibility for its room resources.

However, if there are one or more Poly endpoints in the location, the One-Touch Join service on all nodes within the location will
handle requests from Poly endpoints. Therefore round-robin DNS records are required for all nodes in a location that has Poly
endpoints.

You can use existing system locations for One-Touch Join, in which case up to five Conferencing Nodes in that location will be actively
operating One-Touch Join in addition to their core functions. Alternatively, you can set up system locations that will be used specifically
for One-Touch Join. These can be in the same physical locations as your existing Conferencing Nodes, but their resources will be
dedicated to One-Touch Join.

The concept of media overflow locations does not apply to One-Touch Join (overflow locations relate specifically to the handling of call
media). Therefore if you want to provide redundancy, this can only be done by providing additional Conferencing Nodes within a given
location. For the same reason, if you put all Conferencing Nodes in a One-Touch Join location into maintenance mode, then none of
the endpoints in the associated Endpoint Groups will receive any updates.

Management Node

As with other Pexip Infinity services, the One-Touch Join service will continue to function if the Management Node goes offline,
although you will not be able to make any changes to the configuration of the service during this time.

For deployments using OAuth, the Management Node periodically refreshes OAuth tokens on behalf of Conferencing Nodes, so
eventually (after some weeks) these nodes may become unable to authenticate with Exchange / Google Workspace.

Network architecture, firewalls and web proxy

Conferencing Nodes

Each Conferencing Node used for One-Touch Join requires a persistent connection to one of Google Workspace, on-premises Microsoft
Exchange server; Office 365; or the Microsoft Graph API (depending on the calendar service you are integrating with), either directly or
via a web proxy*.

If you are using OAuth (i.e. you are using an OTJ Google Workspace Integration, an OTJ Graph Integration, or an OTJ Exchange
integration with OAuth enabled), each Conferencing Node must be able to reach the OAuth token endpoint, either directly or via a web
proxy*.

Each Conferencing Node must be able to access the Cisco One-Touch Join endpoints within its location (using the endpoints' APIs),

either directly or via a web proxy*.

If you have Webex-registered endpoints, each Conferencing Node must be able to access the Webex OAuth token endpoint, and
Webex cloud.

Poly endpoints must be able to connect directly to the Conferencing Nodes in their location.

* Web proxies are enabled on a system location basis. When enabled, all One-Touch Join-related outbound requests from
Conferencing Nodes in that location will use the web proxy. It is possible to bypass use of the web proxy for connections to endpoints
on the local network, or for EWS connections to the Exchange server; for further information, please contact your Pexip authorized
support representative.
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Management Node

As with all Pexip Infinity deployments, the Management Node must be able to contact each Conferencing Node.

In addition, if your One-Touch Join deployment is using OAuth (within an Exchange integration, a Google Workspace integration with
domain user authorization, or where your deployment includes Webex-registered endpoints on a different network to your
Conferencing Nodes), the Management Node will send requests to the OAuth token endpoint, both during the initial set up, and
periodically thereafter in order to refresh the OAuth tokens. These requests will be sent either directly or via the web proxy (if one has
been configured for the Management Node).

Port usage

The following table lists the ports/protocols required for communication between the components of Pexip One-Touch Join:

Source address Source Destination address Dest. Protocol
port port

Management 55000- Web proxy (if configured for the Management Node) 8080 * TCP

Node 65535

Management 55000 OAuth token endpoint (for Exchange integrations connecting to 0365 using 443 1 TCP (HTTPS)

Node 65535 OAuth for the service account; or Google Workspace integrations; or

Webex-registered endpoints) ¢

o for Exchange/0365 service account authorization:
login.microsoftonline.com

o for Google Workspace domain user authorization:
oauth2.googleapis.com/token

o for Webex-registered endpoints: webexapis.com

Conferencing 55000 Web proxy (if configured for the system location to which the Conferencing 8080 * TCP

Node 65535 Node belongs)

Conferencing 55000— graph.microsoft.com (for 0365 Graph Integrations) ¢ 443 t TCP (HTTPS)
Node 65535

Conferencing 55000— Exchange on-premises or Office 365 (for Exchange Integrations or 0365 443 % TCP (HTTPS)
Node 65535 EWS Integrations) ¢

Conferencing 55000 Exchange Server (only required if the 0365 Autodiscover URL lookup has 801 TCP (HTTP)
Node 65535 otherwise failed) ¢

Conferencing 55000—- OAuth token endpoint (for Exchange Integrations connecting to 0365, or 443 TCP (HTTPS)
Node 65535 0365 Graph Integrations, or Google Workspace integrations, or Webex-

registered endpoints) ¢
o for 0365: login.microsoftonline.com

« for Google Workspace service account authorization:
googleapis.com/oauth2/v4/token

o for Google Workspace domain user authorization:
oauth2.googleapis.com/token

o for Webex-registered endpoints: webexapis.com

Conferencing 55000- googleapis.com (for Google Workspace Integrations) ¢ 443 TCP (HTTPS)
Node 65535

Conferencing 55000 Cisco endpoint API ¢ 80/443 t TCP

Node 65535 (HTTP/HTTPS)
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Source address Source Destination address Dest. Protocol
port port

Conferencing 55000— Webex cloud: webexapis.com ¢ 443 TCP (HTTPS)

Node 65535

Poly endpoint <any> Conferencing Node 443 TCP (HTTPS)

T Configurable by the administrator.
¥ Determined by Exchange.
O Does not apply if a web proxy has been configured.

Note also that the ephemeral port range (55000-65535) is subject to change.

The diagram below summarizes the connectivity required between the components of Pexip One-Touch Join, using Microsoft Exchange

as an example.

Pexip Infinity Exchange
Deployment Deployment

Management Node -9

Location A

Cisco Endpomt %

Conferencing Node

va @8 Exchange

Room Resource
Calendar

Cisco Endpomt

Room Resource
Calendar

Location B

Poly Endpomt Room Resource

Com‘erencmg Node 1155 calendar

Poly Endpomt

- ] ]

Note in most cases, and particularly for a dedicated One-Touch Join deployment, all Conferencing Nodes should remain within the
internal network, and not in the DMZ.

Permitting the service account to access calendars

Exchange integrations

For Exchange on-premises integrations, the One-Touch Join service account must be able to impersonate the calendar of each OT)J
room resource (or a user's personal calendar, if you wish to Use OTJ with personal endpoints and calendars). This is achieved by adding
the email address to a specific OTJ Distribution Group, and giving the service account application impersonation rights to that group.
For instructions on how to do this, see Configuring Application Impersonation on the service account.
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@ Existing Office 365 One-Touch Join deployments that were set up to use the EWS API also use application impersonation; see
Configuring Application Impersonation on the service account. However, the EWS APl is being deprecated by Microsoft, so for new

One-Touch Join deployments in Office 365 environments you should instead use the Graph API to provide access to room resource
mailboxes.

The use of Exchange impersonation is common in business applications that work with mail, when a single account needs to access
many accounts.

The following information from Microsoft provides further background on the use of impersonation in Exchange:

o https://docs.microsoft.com/en-us/exchange/client-developer/exchange-web-services/impersonation-and-ews-in-exchange for

guidelines on when to use impersonation in your Exchange service applications.

e https://blogs.msdn.microsoft.com/exchangedev/2009/06/15/exchange-impersonation-vs-delegate-access/ for information on the
differences between impersonation and delegate access.

Google Workspace integrations

For Google Workspace integrations, the One-Touch Join service account (or the authentication user, if using 3-legged OAuth) must be
able to access the calendar of each room resource. This is achieved by sharing the room resource's calendar (or the user's personal
calendar, if you wish to Use OTJ with personal endpoints and calendars) with the service account. For instructions on how to do this,

see Sharing individual calendars with the service account.

Note that the Google calendar API limits the number of calendars that can be shared within a 24 hour period to 750 (for more
information, see https://support.google.com/a/answer/2905486?hl=en). This means that if you have more than 750 room resources
that you wish to use for One-Touch Join, they will need to be set up over a period of days.

Using One-Touch Join with personal endpoints and calendars

Some users in your enterprise may have their own personal endpoints on their desk or in their office, which they want to integrate
with their personal calendars so that they can simply use the "Join" button to connect to any video meetings that appear in their
calendar.

To achieve this, you use the user's own email address as the room resource email address when configuring One-Touch Join. You must
also ensure that the One-Touch Join service can access the user's calendar. In Exchange environments this is achieved by adding the
personal email address to the distribution group used for One-Touch Join; in Google Workspace environments the calendar must be
shared with the service account.
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Configuring Exchange on-premises for One-Touch Join

This topic describes how to implement Pexip Infinity's One-Touch Join feature in a Microsoft Exchange on-premises environment, by
using a service account authenticated using basic authentication to enable the One-Touch Join service to access calendars used for OTJ.

The process involves the following steps, described in detail in the sections that follow:

1. Creating a service account for One-Touch Join. This service account will be used by One-Touch Join to read each room resource's
calendar.

@ This should be a different service account to that used for VMR Scheduling for Exchange, because the configuration will be
different.

2. Configuring Application Impersonation on the service account.

@ For more information and guidelines on the use of application impersonation in Exchange, see Permitting the service account

to access calendars.

3. Enabling the authentication method used for the service account — either NTLMv2 or basic authentication.

4. Configuring calendar processing within Exchange.

Creating an associated Exchange integration on Pexip Infinity.

Prerequisites

Before you begin, ensure that the following configuration is complete:

1. Ensure each physical room that will have a One-Touch Join endpoint in it has an associated room resource with an email address.

2. Enable auto calendar processing for each room resource, so that the room will automatically accept meeting requests if it is
available, and automatically decline an invitation if it is already booked.

3. We recommend that if you are using Safe Links, you modify your Safe Links policy so that URLs are not rewritten in any meeting
invitations sent to room resources used by One-Touch Join endpoints.

4. Ensure you have access to your Exchange Admin Center (EAC) web interface, and access to Exchange Management PowerShell.

5. If your Exchange server does not use a globally trusted certificate, you must upload a custom CA certificate.

Creating a service account

In this step, you create a service account that will be used to log in to Exchange to access the calendars of the room resources being
used for One-Touch Join.

This service account should only be used with One-Touch Join. However, you can use the same Exchange service account for multiple
One-Touch Join integrations.

You can create a new service account using either EAC or PowerShell, as follows:
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EAC

1. Loginto your Exchange Admin Center as an administrator and
go to recipients > mailboxes.

2. Add a new mailbox for the service account by selecting the +
icon and then User mailbox.

3. Complete the fields as appropriate.
4. Uncheck the Require password change on next logon box.

new user mailbox

pexip

Existing user

© New user
First name
Pexip

Initials:

Last name
Exchange Service
*Display name:
Pexip Exchange Service
*Mame
Pexip Exchange Service
Organizational unit
browse.

*User logon name

ar

pexip @ | rd.pexip.com

*Mew

Require f

vord change on next logon

Maore options,

save cancel

5. Select Save.

PowerShell

@ The first command lets the administrator type in a password for
the service account as a secure string. This password variable is
then used in the second command to create a mailbox for the
service account. The third command ensures the password of
the service account will not expire.

Spassword

Read-Host "Enter password" -AsSecureString

New-Mailbox -Name "<Account Name>" -UserPrincipalName "<UPN>" -
Password $password -Alias "<Account Alias>" -FirstName "<Account
First Name>" -LastName "<Account Last Name>" -DisplayName "<Account
Name>"

Set-ADUser -Identity "<UPN>" -PasswordNeverExpires S$true
For example:

New-Mailbox -Name "Pexip OTJ Service Account" -UserPrincipalName
pexip-otj-svc@example.com -Password $password -Alias pexip-otj-svc
-FirstName "Pexip OTJ" -LastName "Service Account" -DisplayName
"Pexip OTJ Service Account"

Set-ADUser -Identity pexip-otj-svc@example.com -
PasswordNeverExpires $true

Configuring Application Impersonation on the service account

In this step, you create a new Distribution Group, and add the rooms to be used for One-Touch Join to the group. You then use
PowerShell commands to make it so that the service account will only be able to impersonate members of that Group.

Configuring Application Impersonation in this way means that if rooms are added or removed from the group, this automatically

updates whether or not the service account can impersonate them.

Creating a new Distribution Group

1. Login to your Exchange Admin Center as an administrator and go to recipients > groups.

2. Select the +icon and select add a new Distribution Group.

3. Add the rooms you want to impersonate to the group.
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Note that the service account should not be added as a member of this distribution group. Instead, this step allows the service
account to impersonate any member of this distribution group (i.e. any of the room resources).

4. Make sure to uncheck the option to make the group owner a group member. Otherwise the service account will be able to
impersonate your account.

5. Also make sure to lock the group down so people cannot accidentally add themselves as group members. Do this by selecting
Closed: Members can be added / removed only by the group owners.

Configuring application impersonation

We recommend that you use combined PowerShell commands to configure application impersonation for the service account. This
allows you to use variables, thus reducing possible copy and paste errors.

1. Configure the following variables with the values you actually want to use:
© otj group id:the email of the distribution list whose members you want to be impersonated.
© otj service account:the email of the service account you want to grant impersonation to.
© management scope to create:the name you want the newly created management scope to have.
© impersonation role name to create:the name you want the newly created impersonation role to have.

For example:

Sotj_group_id = "otjrooms@example.com"

Sotj_service account = "pexip-otj-svc@example.com"
Smanagement_scope_to_create = "OTJ Management Scope"
Simpersonation_role name to_create = "OTJ Impersonation"

2. Create the management scope:

Sotj_group = Get-DistributionGroup -Identity S$otj group id

Sotj_group dn = $otj group.DistinguishedName

Srestriction filter = "MemberOfGroup -eq ""$otj_group_dn"""

New-ManagementScope -Name $management_ scope to_create -RecipientRestrictionFilter $restriction filter

Example output:

Name ScopeRestrictionType Exclusive RecipientRoot RecipientFilter

OTJ Management Scope RecipientScope False MemberOfGroup -eq 'CN=0OTJ Rooms2111430164340,0U..

3. Set up application impersonation using the previously created management scope:

New-ManagementRoleAssignment -Name $impersonation_role name to_create -Role ApplicationImpersonation -User $Sotj_service
account -CustomRecipientWriteScope $management_ scope_to_create

Example output:

Name Role RoleAssigneeName RoleAssigneeType AssignmentMethod EffectiveUserName

OTJ Impersonation ApplicationImp... pexip-otj-svc User Direct

4. Verify that the above commands worked as expected. In the following command, replace <resource_email> with the email of the
room resource mailbox you want to test. If it is a room which is a member of the distribution list, it should show the OTJ
Impersonation in the returned roles. If it is anything else outside of the distribution list, it should not have the OTJ Impersonation
listed, which means the OTJ service account does not have permission to impersonate that user.

Get-ManagementRoleAssignment -Role ApplicationImpersonation -WritableRecipient "<resource email>" | Format-List Name, Role,
RoleAssignee, CustomRecipientWriteScope

Expected output:

Name : OTJ Impersonation
Role : ApplicationImpersonation
RoleAssignee : pexip-otj-svc

Enabling authentication

In this step you enable your Exchange on-premises deployment to support your chosen authentication method for the service account.
One-Touch Join uses basic authentication by default, but you can elect to use NTLMv2 authentication instead.

For both forms of authentication, Pexip Infinity stores the credentials in encrypted form and all authentication is carried out over a
secure TLS channel.
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NTLMv2 authentication

In most on-premises Exchange deployments, NTLMv2 authentication is enabled by default. To confirm that it has been enabled in your

environment:

L A

Basic authentication

From the top right options select Tools > Local Security Policy.

Open Server Manager and select the server on which Exchange is installed.

On the tree on the left, expand Local Policies then select Security Options.
Scroll down to Network security: Restrict NTLM: Incoming NTLM traffic.
Ensure this is either left to the default value of Not Defined, or set to Allow All.

If you are using basic authentication with on-prem Exchange you need to ensure it is enabled for both Autodiscover and Exchange Web

Services (EWS).

You can do this using either Windows Service Manager or PowerShell, as follows:

Windows Service Manager

To enable basic authentication for Autodiscover:

1. Go tothe Windows server on which Exchange is installed and
open the Service Manager.

2. Select the server on which Exchange is installed, and right-click
to select Computer Management.

3. From the panel on the left, select Services and Applications >
Internet Information Services (11S) Manager.

4. Expand the options and select Sites > Default Web Site >
Autodiscover.

5. Select the Authentication button in the main pane.

6. Find Basic Authentication in the list and ensure it is Enabled. (If
not, right-click and select Enable.)

7. Select Save.

To enable basic authentication for EWS:

1. Go tothe Windows server on which Exchange is installed and
open the Service Manager.

2. Select the server on which Exchange is installed, and right-click
to select Computer Management.

3. From the panel on the left, select Services and Applications >
Internet Information Services (11S) Manager.

4. Expand the options and select Sites > Default Web Site > EWS.
Select the Authentication button in the main pane.

6. Find Basic Authentication in the list and ensure it is Enabled. (If
not, right-click and select Enable.)

7. Select Save.

PowerShell

This command enables basic authentication for Autodiscover on a
specific server:

Set-AutodiscoverVirtualDirectory -Identity "<server>\Autodiscover
(Default Web Site)" -BasicAuthentication $true

For example, if your server name is PEXCHANGE then:

Set-AutodiscoverVirtualDirectory -Identity "PEXCHANGE\Autodiscover
(Default Web Site)" -BasicAuthentication $true

This command enables basic authentication for EWS on a specific
server:

Set-WebServicesVirtualDirectory -Identity "<server>\EWS (Default
Web Site)" -BasicAuthentication $true

For example, if your server name is PEXCHANGE then:

Set-WebServicesVirtualDirectory -Identity "PEXCHANGE\EWS (Default
Web Site)" -BasicAuthentication Strue

Configuring calendar processing on room resource mailboxes

In this step, you change the calendar processing settings for room resources from the default to those required to support One-Touch

Join.
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Recommended configuration

To take full advantage of the functionality offered by One-Touch Join, we recommend that, for One-Touch Join room resources, you
change the following calendar processing options from the default:

1. The meeting invite body is deleted by default. If you want One-Touch Join to parse meeting details from the body then you must
set the DeleteComments property to False. If you leave this set to True, only those rules that process information in the calendar
headers can be used (because the body will be deleted).

2. When a meeting invite is received by a resource mailbox, by default the meeting subject is deleted and is replaced with the name
of the organizer (for more information, see https://support.microsoft.com/en-gh/help/2842288/resource-mailbox-s-calendar-
shows-the-organizer-s-name-instead-of-the).

Because One-Touch Join accesses the meeting invites through the resource mailboxes, this default behavior means it won't have
access to the original subject. You can choose to leave the default behavior for privacy reasons, or you can modify the calendar
processing options for each mailbox so that the meeting subject is available and thus can be displayed on the meeting room
endpoints.

3. The private flag is cleared by default. If you want meetings that are marked as private by the organizer to remain marked as
private in the room mailbox, you must set the RemovePrivateProperty flag to False.

4. Room resources created using PowerShell commands may by default have AutomateProcessing set to AutoUpdate. In these cases
it should be changed to AutoAccept.

PowerShell command

To modify the calendar processing on a room from the default settings to those we recommend for One-Touch Join, connect to
Exchange Online PowerShell and use the following PowerShell command (replacing <resource_email> with the address of the room
resource whose processing you want to change):

Set-CalendarProcessing -Identity <resource_email> -DeleteComments $False -DeleteSubject $False -AddOrganizerToSubject $False -
RemovePrivateProperty $False -AutomateProcessing "AutoAccept"

Optional configuration

Hiding invitation details from other users

In order for One-Touch Join to function fully, the service account must be able to access the body of the invitation (which is why we
recommend that you set the DeleteComments property to False). However, this means that all other users in your deployment with
access to the room resource calendar may also be able to view the body of the invitation (depending on your deployment's other
policies). If you want to prevent this, you can use the following PowerShell command to restrict what users can see by default, without
restricting what the service account can access.

In the following command, replace resource_name with the name of the room resource, and replace role with one of the following
roles:

» AvailabilityOnly: users can view the room's availability, but nothing else.

o LimitedDetails: users can view the room's availability and the meeting subject and location, but not the body of the invitation.

Set-MailboxFolderPermission "resource_name:\Calendar" -User Default -AccessRights role

Allowing forwarding of external invitations

Below is some recommended configuration to enable external invitations to be forwarded to your internal OTJ room resources so that
the meetings can be joined from those endpoints. In all cases, we recommend that you consult your Exchange administrator to
determine what is appropriate in your environment.
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o If you want to enable users to forward invitations from other organizations to your OTJ room resources, you must set the
ProcessExternalMeetingMessages flag to True. Note that this will allow any users external to your organization to invite the
resource directly. To prevent this, you can use an Exchange transport rule similar to the example shown below so that only users
internal to your organization can forward external invitations to OTJ meeting rooms.

Block external invites to OTJ rooms, allow internal
forwarding

Conditions Settings

Name *

l Block external invites to OTJ rooms, allow internal forwarding ‘

Apply this rule if *

‘ The recipient v ‘ is a member of this group ‘ —+ w
The recipient is a member of ‘otj.rooms@pexample.com’ Vi
And

include the message type i

The message properties v ‘

The message type is ‘Calendaring’ V4
And

The sender v l l is external/internal v [E
The sender is located 'NotInOrganization' Vi

Do the following *

Block the message v ‘ reject the message and i.. | - [i

Reject the message with the explanation V4
‘This room does not accept bookings from an external account.’

And

Block the message v l reject the message with t... ~ | [i]
Reject the message with the enhanced status code '5.7.1" Vi
Except if
‘ The message headers... v ‘ includes any of these wo... =+ Ty
‘Sender' message header includes ‘pexample.com’ V4

m G

» If your Microsoft Exchange environment uses a security application (such as Office 365 ATP, or Mimecast) to re-write URLs, this
may prevent OTJ from being used to join external Microsoft Teams meetings (for example, when a user inside your organization
forwards an external Microsoft Teams meeting invitation to an OTJ room resource in order to join the meeting from that
endpoint). To enable users to join these meetings using OTJ, you must ensure that the security application's URL re-write rules
include an exception for any URL starting with the domain https:\\teams.microsoft.com\

Checking calendar processing settings

The following PowerShell command can be used to check calendar processing settings on all of the rooms in the Distribution Group
that was created for One-Touch Join.

We recommend copying and saving this as a file and running it from within PowerShell.

Before running, ensure that you edit sotj group id = "otjrooms@example.com" to use the email of the Distribution Group used in your
own deployment.

$deleted_subjects = @()

© 2023 Pexip AS Version 32.a June 2023 Page 21 of 123



] pexip [ Pexip One-Touch Join Deployment Guide Configuring Exchange on-premises for One-Touch Join

$organizer_added = @()

$deleted_bodies = @()
$private_flag_reset = @()
$not_auto_accept = @()
$process_external = @()

$otj_group_id = "otjrooms@example.com”

Get-DistributionGroupMember -Identity $otj_group_id -ResultSize Unlimited | ForEach-Object {

Write-Host "Checking room '$($_.name)'"

$processing = Get-CalendarProcessing -Identity $_.name

$pass = $true

if ($processing.DeleteSubject) {
Write-Host "WARNING: The room ‘$($_.name)' is deleting the meeting subject" -ForegroundColor Red
$deleted_subjects += $_.name
$pass = $false

}

if ($processing.AddOrganizerToSubject) {
Write-Host "WARNING: The room ‘$($_.name)' is adding the organizer to the meeting subject" -ForegroundColor Red
$organizer_added += $_.name
$pass = $false

}

if ($processing.DeleteComments) {
Write-Host "WARNING: The room '$($_.name)' is deleting the meeting body" -ForegroundColor Red
$deleted_bodies += $_.name
$pass = $false

}

if ($processing.RemovePrivateProperty) {
Write-Host "WARNING: The room '$($_.name)' is clearing the private flag on meetings" -ForegroundColor Red
$private_flag_reset += $_.name
$pass = $false

}

if ($processing.AutomateProcessing -ne "AutoAccept”) {
Write-Host "WARNING: The room '$($_.name)' is not configured to Auto Accept. Processing='$($processing.AutomateProcessing)

ForegroundColor Red

$not_auto_accept += $_.name
$pass = $false

}

# Optional permission for allowing the external invites

if ($processing.ProcessExternalMeetingMessages) {
Write-Host "The room '$($_.name)' is configured to process external (forwarded) meetings"
$process_external += $_.name

}
if ($pass) {

Write-Host "INFO: All checks passed for room '$($_.name)'" -ForegroundColor Green
}

Write-Host "Summary:"
Write-Host "There are $($deleted_subjects.count) rooms deleting the meeting subject"
if ($deleted_subjects) {
Write-Host $deleted_subjects -Separator
Write-Host ""

}
Write-Host "There are $($organizer_added.count) rooms adding the organizer to the meeting subject"”
if ($organizer_added) {
Write-Host $organizer_added -Separator “, "
Write-Host ""
}
Write-Host "There are $($deleted_bodies.count) rooms deleting the meeting body"
if ($deleted_bodies) {
Write-Host $deleted_bodies -Separator
Write-Host ""

}
Write-Host "There are $($private_flag_reset.count) rooms clearing the private flag on meetings"
if ($private_flag_reset) {
Write-Host $private_flag_reset -Separator
Write-Host ""

>

}
Write-Host "There are $($not_auto_accept.count) rooms not configured to Auto Accept"
if ($not_auto_accept) {
Write-Host $not_auto_accept -Separator ", "
Write-Host ""
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}
Write-Host "There are $($process_external.count) rooms configured to process external (forwarded) meetings"
if ($process_external) {
Write-Host $process_external -Separator ", "
Write-Host ""

Adding a One-Touch Join Exchange integration on Pexip Infinity

In this step you log in to the Pexip Infinity Administrator interface and add details of the Exchange deployment you are integrating
with, including details of the service account username and password (based on the configuration you have just set up in Exchange).

From the Pexip Infinity Administrator interface, go to One-Touch Join > OTJ Exchange Integrations.

Option Description

Name The name of this One-Touch Join Exchange integration.

Description An optional description of this One-Touch Join Exchange integration.

Service account username The username of the service account to be used by the One-Touch Join Exchange integration.

If you are using NTLMv2, this must be in the format name@domain.
Otherwise, the format may be either domain\name or name@domain, depending on your domain.
Enable OAuth Leave this option disabled. (OAuth 2.0 is supported for Exchange in Office 365 only.)

Enable NTLM Enable this option to authenticate the service account using NTLMv2. (This option is only supported for
Exchange on-premises.) Leave this option disabled to authenticate the service account using basic
authentication.

Service account password (Available if OAuth has not been enabled)
The password of the service account to be used by the One-Touch Join Exchange integration.
Advanced options
Find Items Request Quota The number of Find Item requests that can be made by OTJ to your Exchange Server in a 24-hour period.

The default of 1,000,000 should be sufficient for most deployments — for more information, see
Frequency and limitations on calendar requests.

We do not recommend increasing this quota unless you have deployed a dedicated One-Touch Join

platform, because it will impact the performance of the Conferencing Nodes.
OTJ Exchange Autodiscover URLs

@ This section is optional and will generally only be required if the Autodiscover URLs in your deployment do not use a standard location.

Name The name of this Exchange Autodiscover URL.
Description An optional description of this Exchange Autodiscover URL.
Autodiscover URL The URL used to connect to the Autodiscover service on the Exchange deployment.

If you are using Office 365, you may need to enter your autodiscover URL manually, particularly if you are
using a hybrid Exchange deployment. If your OTJ room resources and service account are hosted on 0365,
then you should enter https://autodiscover-s.outlook.com/autodiscover/autodiscover.svc as the
Autodiscover URL.

@ The URL must end in .svc; URLs ending in .xml are not supported.
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Next steps

You must now configure the remainder of the One-Touch Join components on Pexip Infinity, as described in Configuring Pexip Infinity

for One-Touch Join.
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Configuring Office 365 using Graph for One-Touch Join

This topic describes how to implement Pexip Infinity's One-Touch Join feature in a Microsoft Office 365 environment, by configuring
Microsoft Azure and the Exchange Graph API to enable the One-Touch Join service to access calendars used for OTJ.

@ We continue to support existing One-Touch Join deployments for Office 365 that used a service account with application
impersonation to read OTJ calendars. This service account authenticated using OAuth and used the EWS API to access mailboxes.
However, the EWS APl is being deprecated by Microsoft, so for new One-Touch Join deployments in Office 365 environments you
should instead use the Graph API to provide access to room resource mailboxes.

The process involves the following steps, described in detail in the sections that follow:

Creating and configuring a new App registration in Azure.

Restricting the scope of the App registration.

1
2
3. Configuring calendar processing within Exchange.
4

Creating an associated Exchange integration on Pexip Infinity.

Prerequisites

Before you begin, ensure that the following configuration is complete:

1. Ensure each physical room that will have a One-Touch Join endpoint in it has an associated room resource with an email address.

2. Enable auto calendar processing for each room resource, so that the room will automatically accept meeting requests if it is
available, and automatically decline an invitation if it is already booked.

3. We recommend that if you are using Safe Links, you modify your Safe Links policy so that URLs are not rewritten in any meeting
invitations sent to room resources used by One-Touch Join endpoints.

4. Ensure you have access to the Azure portal, using an account that can grant admin consent.
Ensure you have admin access to your Office 365 web interface, and access to the Microsoft Exchange Online and Azure Active
Directory Modules for Windows PowerShell. (If you are connecting from your Windows PC for the first time, you may need to
install these modules. See these Microsoft articles about connecting to Exchange online and Microsoft 365 with PowerShell for
more information.)

Creating and configuring a new App registration in Azure

In this step, you create an App registration in Azure for the OTJ service, and grant it permission to read calendars. (In a subsequent step
you will restrict the app to read OTJ calendars only.)

1. Loginto the Azure portal at aad.portal.azure.com as an admin user.

2. From the main panel on the left, select Azure Active Directory.

3. Select App Registrations and then New registration:
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4.

Azure Active Directory admin center

E B & *

&

Dashboard » Pexip Docs

I

Pexip Docs | App registrations

o
Azure Active Directory

+ New registration

Endpoints ﬂ Troubleshooting O Refresh

@ overview

All applications
Preview features 27 appeations

Owned applicaticns Deleted applications

# Diagnose and solve problems

A Start typing a display name to filter these results

Manage

5 applications found
& vsers Display name T
M2 Groups

8E External Identities
& Roles and administrators

Administrative units

&8 Enterprise applications

&% App registrations

&) Identity Governance

.

Annliration nrar

Application (client) ID

B

In the Register an application panel, enter the following options:

&

Name: this can be anything you wish. In our example we have used Pexip OTJ.

Application (client) 1D starts with <

Rl SRR

admin@pexample.com
PEXIP DOCS (PEXAMPLE COM)

o

i Download [l Praview features

T Add filters

Created on T  Certificates & secrets

Supported account types: select the option most appropriate for your environment. In most cases, the default Accounts in
this organizational directory only can be used.

Redirect URI: leave this blank.

Dashbeard > Pexip Docs >

Register an application

admin@pexample.com @

PEXIP DOCS (PEXAMPLECOM) @0

* Name

The user-facing display name for this application (this can be changed later).

| Pexip OTJ

Suppoerted account types

© Accounts in this arganizational directory only (Pexip Docs only -

Single tenant)

T e T e e ST

O Accounts in any organizational directory (Any Azure AD directery - Multitenant) and personal Microsoft accounts (e.g, Skype, Xbax)

O Personal Microsaft accounts only

Help me choose...

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

Select 3 platform

A | | e.g. https://example.com/auth

Reqgister an app you're working on here, Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies !

5. Select Register.
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6.

You can now configure your application.

From the panel on the left, select API permissions and then Add a permission.

7. Select Microsoft Graph:

Azure Active Directory admin center

admin@pexample.com §
PEXIP DOCS (PEXAMPLECOM)

* Dashboard > Pexip Docs » Pexip OT)

B Overview

*
>
A 4 Quickstart

I

f;‘ Integration assistant

Manage
EE Branding & properties

-3 Authentication

Certificates & secrets

Xpose an
Ei App roles

—- Pexip OTJ | APl permissions  #

2 Search (Ctrl+) «

Select an API

O Refresh F’J? Got feedbac

Microsoft APls

Configured permissions Commonly used Microsoft APIs

Request API permissions

APls my organization uses

My APls

Applications are authorized to call ,

of configured permissions should it Microsoft Graph

single endpoint.

~ Microsoft Graph (1)

Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePaint, Planner, and more through a

\
4‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
<4

User.Read Delegate
Azure Communication

£ Services
Rich communication experiences with
the same seeure CPaa$ platform used
by Microsoft Teams

I Ta view and manage permissions al

Allow validated users to read and write
protected content

(") Azure Rights Management

B soviees &, Azure Service Management

Programmatic access to much of the
functionality available through
the Azure portal

8. Select Application Permissions. Scroll down to Calendars, expand it, and select Calendars.Read. Then select Add Permissions:

admin@pexample.com §

» Dashboard » Pexip Docs > |

- Pexip OTJ | Al

* £ Search (Ctrl

> B overview

& Quickstart

7;' Integration assistant

Manage

B Branding & properties

§) Authentication
Certificates & secrets

:,l' Token configuration

-2 API permissions

G Expose an AP

L App roles

& Owners

&. Roles and administrators

m

Manifest
Support + Troubleshooting

ﬁ Troubleshooting

& New support request

Request API permissions

CAll APIs
Microsoft Graph
@ https://graph.microsoft.com/ Deocs =

PEXIP DOCS (PEXAMPLE cOM) @0

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Application permissions
Vour application runs a= & background service or dasmon without 3
signed-in user.

Select permissions

expand all

A2 Start typing a permission to filter these results

Permission

Admin consent required

N Calendars (1)

. Calendars.Read @
- Read calendars in all mailboxes
D Calendars.Readwrite (O

Read and write calendars in all mailboxes

Yes

9. Select Grant admin consent for <your tenant>:
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Azure Active Directory admin center

admin@pexample.com
PEXIP DOCS (PEXAMPLE COM)

» Dashboard » Pexip Docs > Pexip OTJ

B . ..
= Pexip OTJ | APl permissions % - X
* ‘ £ Search (Ctrl+/) | “@ O Refresh F’R_‘" Got feedback?
1 3 .
B ovenview A\ Vou are editing permission(s) to your application, users will have to consent sven if they've alresdy done 5o previously.
ﬂ & Quickstart
m . ) .
= #  Integration assistant Configured permissions
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list
Manage of configured permissiap i jscj & application needs. Learn more about permissions and consent
B Branding & properties
2 Authentication
Admin consentr... Status
Certificates & secrets
mn ~ Microsoft Graph (2)
il Token configuration
Calendars.Read Application  Read calendars in all mailboxes  Yes A\ Notgranted for P
& API permissions
User.Read Delegated  Sign in and read user profile No
@ Expose an AP|
4 3
Hi App roles
& Owners To view and manage permissions and user consent, try Enterprise applications.
4. Roles and administrators
il Manifest

Suppert + Troubleshooting

Next you need to obtain the client secret.

10.
11.

Azure Active Directory admin center

From the panel on the left, select Certificates & secrets and then New client secret.

@pexample.com

2 Dashboard » Pexip Docs > Pexip OTJ

Pexip OTJ | Certificates & secrets =

|P Search (Ctrl+/)

‘«

&

EBe & *

&

#

Overview
Quickstart

Integration assistant

Manage

=

5)

Branding & properties

Authentication

(PEXAMPLECONM) WP

Add a client secret X

Description | Pexip OTJ client secret |

}!{j Got feedback?

Expires | Recommended: 6 months

Credentials enable confides
web addressable location {1
(instead of a client secret) a

Certificates (0) Clien

A secret string that the ap
application password.

Certificates & secrets

oken configuration

-2 API permissians

& Expose an API

4

App roles

+ New dlient secret

Description

No client secrets have bee

Enter a Description. Under Expires select a duration in accordance with your organization's security policies, and select Add:

12. The new client secret will appear in the list at the bottom of the page. You must copy the Value now, before you navigate away
from the page:
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pexample.com
PEXAMPLE COM)

e Directory admin center

& Dashboard > Pexip Docs > Pexip OT)

- » Pexip OTJ | Certificates & secrets = - P
* ‘P Search (Ctrl+/) | « 27 Got feedback?

L3 B overview - R
A & Quickstart @ Gotasecond to give us some feedback? = *

i

7.' Integration assistant
Credentials enzble confidential applications to identify themselves to the authentication service when receiving tokens at a
Manage web addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate
(instead of a client secret) as a credential.
B2 Branding & properties

-3 Authentication
Certificates () Client secrets (1) Federated credentials (0)
Certificates & secrets —_—
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as
application password.

Token configuration

-2 API permissions
+ Mew client secrat
@ Expose an API

Description Expires Value @ Secret ID

App roles
Pexip OTJ client secret 9/2/2022 SXETQ-~fcOnSzBmhTure.. [ M057fea-c010-44bc-ab.. [y [H]

-

Owners

@ You must enter this as the Client secret when adding an 0365 Graph integration on Pexip Infinity.

13. Go to the overview page for the App registration you have just created and copy the Application (client) ID:

admin@pexample.com @
PEXIP DOCS (PEXAMPLECOM) ‘&0

Azure Active Directory admin center

Dashboard > Pexip Docs >

ER = i '
)
o= Pexip OTJ
L ;i
* s [ Delete @ endpoints &4 Preview features
B overview -
2 ~
= Display name Client credentials
- Fd Integration assistant Pexip OT) 0 certificate, 1 secret
Application (client) ID Redirect URIs
Manage 9e7cf412-e384-40c0-3a2e- 402223433222 Add 5 Redirect URI
B Branding & properties s wivg Application 1D URI
i o T [ Add an Application ID URI
2 Authentication o
Directory (tenant) 1D Managed application in local directory
Certificates & secrets AT - T Pexip O

Supperted account types

i -
It Token configuration iy orqanization orl

@ You must enter this as the Client ID when adding an 0365 Graph integration on Pexip Infinity.
14. Select the Endpoints tab and copy the OAuth 2.0 token endpoint (v2) value:

admin@pexample.com @

Azure Active Directory admin center

PEXIP DOCS (PEXAMPLE COM) 8P

»  Dashboard > Pexip Docs > Endpoints %
.
Pexip OT) =
- L
OAuth 2.0 autherization endpoint (v2)
* 0 Search (Cirl+/) « 1§ pelete & Endpoints [ Wips:/ioginmiciosoTaniine com/ASRaNt- FHE-1 Kl ie—IR TR caut i V2 0 authorize @
13 B
B overview N ) OAuth 2.0 token endpoint (v2)
a & Quickstart ‘ hittps://login.microsoftonline.com /i msoms = &1 Lo -i-il=-S5 1 s 00PE/0auth2/v2.0/token i) ‘
= Display name
= # Integration assistant Pexip OT) OAuth 2.0 authorization endpoint (v1)
Application (client) ID ‘ hittps://login.microsoftonline.conm /=it -5 1 LI--i=-S801 Hs M2 /oauth2/authorize D ‘
Manage 9e7cf412-384-40¢0-2a2e-4
OAuth 2.0 token endpoint (v1
B2 erancing & properties Object ID point (1)
debs5034-afsf-4dca-ocal-2 | httpsy//loginmicrosoftonline com/-rfaiies it &4 g dkaky s34 S Ba/oauth2/token D]

D Authentication
Directory (tenant) ID OpenlD Connect metadata document

4ccf3020-7997-41b2-840e-4
Certificates & secrets [ ttps://login.microsoftonline, com//dsssci- P i Nl i #3 sbd Ssbi L 8 well-known/openid-configuration D]
- supported account types
1!’ Token configuration e o

© You must enter this as the OAuth 2.0 token endpoint URL when adding an 0365 Graph integration on Pexip Infinity.

Restricting the scope of the App registration
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In this step, you create a group for the room resources to be used for One-Touch Join, and then restrict the App to only read these
calendars.

Creating a Distribution Group

1. Goto admin.microsoft.com and log in as the administrator.
2. From the menu on the left hand side, select Active teams & groups and then Add a group.
3. For the Group Type, select Mail-enabled security. Select Next.
4. Enter a Name and Description. Select Add.
5. Enter a Group email address. Leave the Communication checkbox clear.
Select Next.
6. Select Create Group.

Navigate back to Active teams & groups, select the Mail-enabled security tab, and then select the group you have just created.
From the panel on the right, select the Members tab and then View all and manage members.

8. Add as members of the group the resources to be used for One-Touch Join. These will be the only calendars that the OTJ App will
be able to read.

Restricting access

Open up a remote PowerShell connection to Office 365 and import an Exchange session. For example see
https://docs.microsoft.com/en-us/powershell/exchange/connect-to-exchange-online-powershell?view=exchange-ps

Run the following command, using the following values:

e nppr1d: the Application (client) ID that was generated by Azure when you created the OTJ Graph APl application.
e PpolicyscopeGroupid: the email of the distribution group containing the One-Touch Join resources.

e npescription: a description of the access policy.

For example:

New-ApplicationAccessPolicy -Appld e7ed4dbfc-046f-4074-9b3b-2ae8f144f59b -PolicyScopeGroupIld otjrooms@pexample.com -AccessRight
RestrictAccess -Description "Restrict this app to members of distribution group otjrooms."

Configuring calendar processing on room resource mailboxes

In this step, you change the calendar processing settings for room resources from the default to those required to support One-Touch
Join.

Recommended configuration

To take full advantage of the functionality offered by One-Touch Join, we recommend that, for One-Touch Join room resources, you
change the following calendar processing options from the default:

1. The meeting invite body is deleted by default. If you want One-Touch Join to parse meeting details from the body then you must
set the DeleteComments property to False. If you leave this set to True, only those rules that process information in the calendar
headers can be used (because the body will be deleted).

2. When a meeting invite is received by a resource mailbox, by default the meeting subject is deleted and is replaced with the name

of the organizer (for more information, see https://support.microsoft.com/en-gb/help/2842288/resource-mailbox-s-calendar-
shows-the-organizer-s-name-instead-of-the).

Because One-Touch Join accesses the meeting invites through the resource mailboxes, this default behavior means it won't have
access to the original subject. You can choose to leave the default behavior for privacy reasons, or you can modify the calendar
processing options for each mailbox so that the meeting subject is available and thus can be displayed on the meeting room
endpoints.

3. The private flag is cleared by default. If you want meetings that are marked as private by the organizer to remain marked as
private in the room mailbox, you must set the RemovePrivateProperty flag to False.
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4. Room resources created using PowerShell commands may by default have AutomateProcessing set to AutoUpdate. In these cases
it should be changed to AutoAccept.

PowerShell command

To modify the calendar processing on a room from the default settings to those we recommend for One-Touch Join, connect to
Exchange Online PowerShell and use the following PowerShell command (replacing <resource_email> with the address of the room
resource whose processing you want to change):

Set-CalendarProcessing -Identity <resource_email> -DeleteComments $False -DeleteSubject $False -AddOrganizerToSubject $False -
RemovePrivateProperty $False -AutomateProcessing "AutoAccept”

Optional configuration

Hiding invitation details from other users

In order for One-Touch Join to function fully, the service account must be able to access the body of the invitation (which is why we
recommend that you set the DeleteComments property to False). However, this means that all other users in your deployment with
access to the room resource calendar may also be able to view the body of the invitation (depending on your deployment's other
policies). If you want to prevent this, you can use the following PowerShell command to restrict what users can see by default, without
restricting what the service account can access.

In the following command, replace resource_name with the name of the room resource, and replace role with one of the following
roles:

¢ AvailabilityOnly: users can view the room's availability, but nothing else.

o LimitedDetails: users can view the room's availability and the meeting subject and location, but not the body of the invitation.

Set-MailboxFolderPermission "resource_name:\Calendar" -User Default -AccessRights role

Allowing forwarding of external invitations

Below is some recommended configuration to enable external invitations to be forwarded to your internal OTJ room resources so that
the meetings can be joined from those endpoints. In all cases, we recommend that you consult your Exchange administrator to
determine what is appropriate in your environment.

» If you want to enable users to forward invitations from other organizations to your OTJ room resources, you must set the
ProcessExternalMeetingMessages flag to True. Note that this will allow any users external to your organization to invite the
resource directly. To prevent this, you can use an Exchange transport rule similar to the example shown below so that only users
internal to your organization can forward external invitations to OTJ meeting rooms.
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Block external invites to OTJ rooms, allow internal
forwarding

Conditions Settings

Name *

i Block external invites to OTJ rooms, allow internal forwarding ‘

Apply this rule if *

‘ The recipient v‘ is a member of this group ‘ —+ w
The recipient is a member of ‘otj.rooms@pexample.com' V4
And

The message properties v ‘ include the message type @

The message type is ‘Calendaring’ V4
And

The sender v ‘ l is external/internal v @
The sender is located "NotinOrganization' Va

Do the following *

reject the message and i... + ]E

Block the message v ‘

Reject the message with the explanation V4
‘This room does not accept bookings from an external account.

And

Block the message v l l reject the message with t... ~ | [i]
Reject the message with the enhanced status code '5.7.1' Vi
Except if
‘ The message headers... v ‘ includes any of these wo... =+ iy
‘Sender’ message header includes ‘pexample.com’ V4

m e

» If your Microsoft Exchange environment uses a security application (such as Office 365 ATP, or Mimecast) to re-write URLs, this
may prevent OTJ from being used to join external Microsoft Teams meetings (for example, when a user inside your organization
forwards an external Microsoft Teams meeting invitation to an OTJ room resource in order to join the meeting from that
endpoint). To enable users to join these meetings using OTJ, you must ensure that the security application's URL re-write rules
include an exception for any URL starting with the domain https:\\teams.microsoft.com\

Checking calendar processing settings

The following PowerShell command can be used to check calendar processing settings on all of the rooms in the Distribution Group
that was created for One-Touch Join.

We recommend copying and saving this as a file and running it from within PowerShell.

Before running, ensure that you edit sotj group id = "otjrooms@example.com" to use the email of the Distribution Group used in your
own deployment.

$deleted_subjects = @()
$organizer_added = @()
$deleted_bodies = @()
$private_flag_reset = @()
$not_auto_accept = @()
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$process_external = @()
$otj_group_id = "otjrooms@example.com”

Get-DistributionGroupMember -Identity $otj_group_id -ResultSize Unlimited | ForEach-Object {

Write-Host "Checking room '$($_.name)'"

$processing = Get-CalendarProcessing -Identity $_.name

$pass = $true

if ($processing.DeleteSubject) {
Write-Host "WARNING: The room '$($_.name)' is deleting the meeting subject" -ForegroundColor Red
$deleted_subjects += $_.name
$pass = $false

}

if ($processing.AddOrganizerToSubject) {
Write-Host "WARNING: The room '$($_.name)' is adding the organizer to the meeting subject" -ForegroundColor Red
$organizer_added += $_.name
$pass = $false

}

if ($processing.DeleteComments) {
Write-Host "WARNING: The room '$($_.name)' is deleting the meeting body" -ForegroundColor Red
$deleted_bodies += $_.name
$pass = $false

}

if ($processing.RemovePrivateProperty) {
Write-Host "WARNING: The room '$($_.name)' is clearing the private flag on meetings" -ForegroundColor Red
$private_flag_reset += $_.name
$pass = $false

}

if ($processing.AutomateProcessing -ne "AutoAccept") {
Write-Host "WARNING: The room '$($_.name)' is not configured to Auto Accept. Processing='$($processing.AutomateProcessing)'" -

ForegroundColor Red

$not_auto_accept += $_.name
$pass = $false

}

# Optional permission for allowing the external invites

if ($processing.ProcessExternalMeetingMessages) {
Write-Host "The room '$($_.name)' is configured to process external (forwarded) meetings"
$process_external += $_.name

}
if ($pass) {

Write-Host "INFO: All checks passed for room '$($_.name)'" -ForegroundColor Green
}

Write-Host "Summary:"
Write-Host “There are $($deleted_subjects.count) rooms deleting the meeting subject"
if ($deleted_subjects) {
Write-Host $deleted_subjects -Separator ", "
Write-Host ""
}
Write-Host "There are $($organizer_added.count) rooms adding the organizer to the meeting subject"
if ($organizer_added) {
Write-Host $organizer_added -Separator ", "
Write-Host ""
}
Write-Host "There are $($deleted_bodies.count) rooms deleting the meeting body"
if ($deleted_bodies) {
Write-Host $deleted_bodies -Separator ", "
Write-Host ""
}
Write-Host "There are $($private_flag_reset.count) rooms clearing the private flag on meetings"
if ($private_flag_reset) {
Write-Host $private_flag_reset -Separator
Write-Host ""

}
Write-Host "There are $($not_auto_accept.count) rooms not configured to Auto Accept”
if ($not_auto_accept) {
Write-Host $not_auto_accept -Separator
Write-Host ""

>

}
Write-Host "There are $($process_external.count) rooms configured to process external (forwarded) meetings"
if ($process_external) {
Write-Host $process_external -Separator
Write-Host ""
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Adding a One-Touch Join 0365 Graph integration on Pexip Infinity

In this step you log in to the Pexip Infinity Administrator interface and add details of the Graph APl application you have just

configured.

Configuring the 0365 Graph integration

From the Pexip Infinity Administrator interface, go to One-Touch Join > OTJ Graph Integrations.

Option
Name
Description

Client ID

Client secret

OAuth 2.0 token endpoint URL

Advanced options

Maximum Graph API requests

Graph API FQDN

Next steps

Description
The name of this One-Touch Join 0365 Graph integration.
An optional description of this One-Touch Join 0365 Graph integration.

The Application (client) ID which was generated by Azure when you created the OTJ Graph API application
(see Creating and configuring a new App registration in Azure).

@ Thisis available in Azure under App Registrations, by selecting the application and viewing the
Essentials section.

The client secret of the OTJ Graph API application.
@ fyoudidn't copy this at the time the registration was created, you'll need to generate a new one.
The URL of the OAuth 2.0 (v2) token endpoint for this OTJ Graph APl application.

@ This is available in Azure under App Registrations, by selecting the application and then selecting the
Endpoints tab.

The maximum number of API requests that can be made by OTJ to the Microsoft Graph API in a 24-hour
period.

The default of 1,000,000 should be sufficient for most deployments — for more information, see
Frequency and limitations on calendar requests.

We do not recommend increasing this quota unless you have deployed a dedicated One-Touch Join

platform, because it will impact the performance of the Conferencing Nodes.

The FQDN to use when connecting to the Graph API.

You must now configure the remainder of the One-Touch Join components on Pexip Infinity, as described in Configuring Pexip Infinity

for One-Touch Join.
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Configuring Office 365 using EWS for One-Touch Join

This topic describes how to implement Pexip Infinity's One-Touch Join feature in a Microsoft Office 365 environment, by using a service
account authenticated using OAuth and the EWS API to enable the One-Touch Join service to access calendars used for OTJ.

@ The EWS APl is being deprecated by Microsoft, so for new One-Touch Join deployments in Office 365 environments you should
instead use the Graph API to provide access to room resource mailboxes. This topic is intended as a reference for existing
deployments.

The process involves the following steps, described in detail in the sections that follow:

1. Creating a service account for One-Touch Join. This service account will be used by One-Touch Join to read each room resource's
calendar.

@ This should be a different service account to any used for VMR Scheduling for Exchange, because the configuration will be
different.

2. Configuring Application Impersonation on the service account.

© For more information and guidelines on the use of application impersonation in Exchange, see Permitting the service account
to access calendars.

w

Configuring calendar processing within Exchange.

»

Enabling OAuth authentication for the service account.

5. Creating an associated Exchange integration on Pexip Infinity.

Prerequisites

Before you begin, ensure that the following configuration is complete:

1. Ensure each physical room that will have a One-Touch Join endpoint in it has an associated room resource with an email address.

2. Enable auto calendar processing for each room resource, so that the room will automatically accept meeting requests if it is
available, and automatically decline an invitation if it is already booked.

3. We recommend that if you are using Safe Links, you modify your Safe Links policy so that URLs are not rewritten in any meeting
invitations sent to room resources used by One-Touch Join endpoints.

4. Ensure that you have a Microsoft license available for the service account; this is required for the service account to access
Exchange.

5. Ensure you have admin access to your Office 365 web interface, and access to the Microsoft Exchange Online and Azure Active
Directory Modules for Windows PowerShell. (If you are connecting from your Windows PC for the first time, you may need to
install these modules. See these Microsoft articles about connecting to Exchange online and Microsoft 365 with PowerShell for
more information.)

Ensure you have access to your Exchange Admin Center (EAC) web interface, and access to Exchange Management PowerShell.

If your Exchange server does not use a globally trusted certificate, you must upload a custom CA certificate.

Creating a service account

In this step, you create a dedicated service account to use to log in to Exchange to access the calendars of the room resources being
used for One-Touch Join. After creating the service account, you must assign it an appropriate Exchange license, such as Office 365
Enterprise E1, Office 365 Business Basic (formerly Essentials) or one of the Exchange Online plans.

This service account should only be used with One-Touch Join. However, you can use the same Exchange service account for multiple
One-Touch Join integrations.

If the service account is subject to a password rotation policy or uses multi-factor authentication (MFA), then each time the password
changes or the MFA is refreshed, you must sign in to the service account again via the Pexip Infinity Administrator interface.

You can create a new service account using either the Office 365 admin portal or PowerShell, as follows:
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1. Go to portal.office.com and log in as the administrator.

2. Go to the admin portal by selecting the Admin tile (this takes
you to
https://portal.office.com/adminportal/home#/homepage).

3. From the Users section, select Add a user and complete the
necessary fields:

a. Inthe Password section:
B Select Let me create the password.
®  Uncheck Make this user change their password when
they first sign in.
b. Inthe Product licenses section, assign an appropriate
product license from the available list.

Pexip Exchange Service

pexip@pexipl.onmicrosoft.com

First name Last name
Pexip [l | Exchange Service
Display name *
Pexip Exchange Service
User name * Domain
pexip @ pexipl.onmicrosoft.com N
Location

Norway ¥

~ Contact information

Password Admin-created

Auto-generate password

©  Let me create the password
P d*

Strong
Make this user change their password when they first sign in
~ Roles

User (no administrator acoess)

~ Product licenses * Office 365 Enterprise E3 De...

4. Select Add to create the user.

Cancel

PowerShell
You must run Powershell as administrator.
Establishing a remote connection

To use PowerShell for Office 365 you first need to connect remotely.
These commands install the required PowerShell modules (if they are
not already installed) and then connects to Exchange Online:

#If not installed, install Exchange Online Module

Install-Module ExchangeOnlineManagement

#If not installed, install Azure AD Module
Install-Module -Name AzureAD

#Connect to Exchange Online and AzureAD, works also with a MFA
enabled account
Connect-ExchangeOnline

Creating the service account

The first command lets the administrator type in a password for the
service account as a secure string. This password variable is then
used in the second command to create a mailbox for the service
account. The remaining commands log you into Azure AD and then
set the password of the service account to never expire.

#Capture password for service account

S$password = Read-Host "Enter password" -AsSecureString

# Create service account and mailbox

New-Mailbox -Name "<Account Name>" -MicrosoftOnlineServicesID
"<UPN>" -Password $password -Alias "<Account Alias>" -FirstName
"<Account First Name>" -LastName "<Account Last Name>" -DisplayName
"<Account Name>"

#Connect to AzureAD
Connect-AzureAD

#Set password policy
Set-AzureADUser -ObjectId "<UPN>" -PasswordPolicies
DisablePasswordExpiration

Example new-Mailbox command:

New-Mailbox -Name "Pexip OTJ Service Account" -
MicrosoftOnlineServicesID pexip-otj-svc@example.com -Password
S$password -Alias pexip-otj-svc -FirstName "Pexip OTJ" -LastName
"Service Account" -DisplayName "Pexip OTJ Service Account"

Example set-azureapuser command:

Set-AzureADUser -ObjectId pexip-otj-svc@Rexample.com -
PasswordPolicies DisablePasswordExpiration

Assigning a license to the service account

You must now assign an appropriate license to the service account.

See https://docs.microsoft.com/en-us/powershell/azure/active-

directory/enabling-licenses-sample for information on how to do
this.

Configuring Application Impersonation on the service account

In this step, you create a new Distribution Group, and add the rooms to be used for One-Touch Join to the group. You then use

PowerShell commands to make it so that the service account will only be able to impersonate members of that Group.

Configuring Application Impersonation in this way means that when a room is added to the group, the service account will
automatically be able to impersonate it. Likewise, when a room is removed, the service account will no longer be able to impersonate

it.
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Creating a new Distribution Group

1
2
3.
4

Go to admin.microsoft.com and log in as the administrator.

From the menu on the left hand side, select Groups > Add a group.

For the Group Type, select Distribution List. Enter a name, email address and description and select Add.

Add as members of the Group the rooms to be used for One-Touch Join. These will be the rooms that the service account will
impersonate.

Note that the service account should not be added as a member of this distribution group. Instead, this step allows the service
account to impersonate any member of this distribution group (i.e. any of the room resources).

Open up a remote PowerShell connection to Office 365 and import an Exchange session. For example see
https://docs.microsoft.com/en-us/powershell/exchange/connect-to-exchange-online-powershell ?view=exchange-ps

Configuring application impersonation

We recommend that you use combined PowerShell commands to configure application impersonation for the service account. This
allows you to use variables, thus reducing possible copy and paste errors.

1.

You may need to enable customization, if this has not already been done within your organization:
Enable-OrganizationCustomization
Configure the following variables with the values you actually want to use:

© otj group id:the email of the distribution list whose members you want to be impersonated.

© otj service account:the email of the service account you want to grant impersonation to.

© management scope to create:the name you want the newly created management scope to have.

© impersonation role name to create:the name you want the newly created impersonation role to have.
For example:

Sotj_group_id = "otjrooms@example.com"

Sotj_service account = "pexip-otj-svc@example.com"
Smanagement_scope_to_create = "OTJ Management Scope"
Simpersonation_role_name_to_create = "OTJ Impersonation"

Create the management scope:

Sotj_group = Get-DistributionGroup -Identity $otj_group_id

Sotj_group _dn = $otj_group.DistinguishedName

Srestriction filter = "MemberOfGroup -eq ""$otj group dn"""

New-ManagementScope -Name Smanagement scope_to_create -RecipientRestrictionFilter S$restriction_ filter

Example output:

Name ScopeRestrictionType Exclusive RecipientRoot RecipientFilter

OTJ Management Scope RecipientScope False MemberOfGroup -eq 'CN=0OTJ Rooms2111430164340,0U..

Set up application impersonation using the previously created management scope:

New-ManagementRoleAssignment -Name Simpersonation_role name_ to_create -Role ApplicationImpersonation -User $otj_service_
account -CustomRecipientWriteScope S$management_scope to_create

Example output:

OTJ Impersonation ApplicationImp... pexip-otj-svc User Direct

Verify that the above commands worked as expected. In the following command, replace <resource_email> with the email of the
room resource mailbox you want to test. If it is a room which is a member of the distribution list, it should show the OTJ
Impersonation in the returned roles. If it is anything else outside of the distribution list, it should not have the OTJ Impersonation
listed, which means the OTJ service account does not have permission to impersonate that user.

Get-ManagementRoleAssignment -Role ApplicationImpersonation -WritableRecipient "<resource_email>" | Format-List Name, Role,
RoleAssignee, CustomRecipientWriteScope

Expected output:

Name : OTJ Impersonation
Role : ApplicationImpersonation
RoleAssignee : pexip-otj-svc
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Configuring calendar processing on room resource mailboxes

In this step, you change the calendar processing settings for room resources from the default to those required to support One-Touch
Join.

Recommended configuration

To take full advantage of the functionality offered by One-Touch Join, we recommend that, for One-Touch Join room resources, you
change the following calendar processing options from the default:

1. The meeting invite body is deleted by default. If you want One-Touch Join to parse meeting details from the body then you must
set the DeleteComments property to False. If you leave this set to True, only those rules that process information in the calendar
headers can be used (because the body will be deleted).

2. When a meeting invite is received by a resource mailbox, by default the meeting subject is deleted and is replaced with the name
of the organizer (for more information, see https://support.microsoft.com/en-gh/help/2842288/resource-mailbox-s-calendar-

shows-the-organizer-s-name-instead-of-the).

Because One-Touch Join accesses the meeting invites through the resource mailboxes, this default behavior means it won't have
access to the original subject. You can choose to leave the default behavior for privacy reasons, or you can modify the calendar
processing options for each mailbox so that the meeting subject is available and thus can be displayed on the meeting room
endpoints.

3. The private flag is cleared by default. If you want meetings that are marked as private by the organizer to remain marked as
private in the room mailbox, you must set the RemovePrivateProperty flag to False.

4. Room resources created using PowerShell commands may by default have AutomateProcessing set to AutoUpdate. In these cases
it should be changed to AutoAccept.

PowerShell command

To modify the calendar processing on a room from the default settings to those we recommend for One-Touch Join, connect to
Exchange Online PowerShell and use the following PowerShell command (replacing <resource_email> with the address of the room
resource whose processing you want to change):

Set-CalendarProcessing -Identity <resource_email> -DeleteComments $False -DeleteSubject $False -AddOrganizerToSubject $False -
RemovePrivateProperty $False -AutomateProcessing "AutoAccept"

Optional configuration

Hiding invitation details from other users

In order for One-Touch Join to function fully, the service account must be able to access the body of the invitation (which is why we
recommend that you set the DeleteComments property to False). However, this means that all other users in your deployment with
access to the room resource calendar may also be able to view the body of the invitation (depending on your deployment's other
policies). If you want to prevent this, you can use the following PowerShell command to restrict what users can see by default, without
restricting what the service account can access.

In the following command, replace resource_name with the name of the room resource, and replace role with one of the following
roles:

o AvailabilityOnly: users can view the room's availability, but nothing else.

o LimitedDetails: users can view the room's availability and the meeting subject and location, but not the body of the invitation.

Set-MailboxFolderPermission "resource_name:\Calendar" -User Default -AccessRights role
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Allowing forwarding of external invitations

Below is some recommended configuration to enable external invitations to be forwarded to your internal OTJ room resources so that

the meetings can be joined from those endpoints. In all cases, we recommend that you consult your Exchange administrator to
determine what is appropriate in your environment.

Block external invites to OTJ rooms, allow internal
forwarding

Conditions Settings

Name *

‘ Block external invites to OTJ rooms, allow internal forwarding

Apply this rule if *

‘ The recipient v ‘ is a member of this group l —+
The recipient is a member of ‘otj.rooms@pexample.com’ V4
And

include the message type | [i]

The message properties ‘

The message type is 'Calendaring’ Vi
And

The sender v ‘ is external/internal v
The sender is located ‘NotInOrganization' V4

Do the following *

Block the message v l [ reject the message and i.. | —+ [i

Reject the message with the explanation Vi
‘This room does not accept bookings from an external account.

And

Block the message v ‘ reject the message with t.. ~ | [il]
Reject the message with the enhanced status code '5.7.1" Vi
Except if
‘ The message headers... v ‘ [ includes any of these wo... ™ | — [i]
‘Sender’ message header includes ‘pexample.com’ ,f

“ e

Checking calendar processing settings

If you want to enable users to forward invitations from other organizations to your OTJ room resources, you must set the
ProcessExternalMeetingMessages flag to True. Note that this will allow any users external to your organization to invite the
resource directly. To prevent this, you can use an Exchange transport rule similar to the example shown below so that only users
internal to your organization can forward external invitations to OTJ meeting rooms.

If your Microsoft Exchange environment uses a security application (such as Office 365 ATP, or Mimecast) to re-write URLs, this
may prevent OTJ from being used to join external Microsoft Teams meetings (for example, when a user inside your organization
forwards an external Microsoft Teams meeting invitation to an OTJ room resource in order to join the meeting from that
endpoint). To enable users to join these meetings using OTJ, you must ensure that the security application's URL re-write rules
include an exception for any URL starting with the domain https:\\teams.microsoft.com\

The following PowerShell command can be used to check calendar processing settings on all of the rooms in the Distribution Group
that was created for One-Touch Join.

We recommend copying and saving this as a file and running it from within PowerShell.
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Before running, ensure that you edit sotj group id = "otjrooms@example.com" to Use the email of the Distribution Group used in your
own deployment.

$deleted_subjects = @()
$organizer_added = @()

$deleted_bodies = @()
$private_flag_reset = @()
$not_auto_accept = @()
$process_external = @()

$otj_group_id = "otjrooms@example.com”

Get-DistributionGroupMember -Identity $otj_group_id -ResultSize Unlimited | ForEach-Object {

Write-Host "Checking room '$($_.name)'"

$processing = Get-CalendarProcessing -Identity $_.name

$pass = $true

if ($processing.DeleteSubject) {
Write-Host "WARNING: The room ‘$($_.name)' is deleting the meeting subject"” -ForegroundColor Red
$deleted_subjects += $_.name
$pass = $false

}

if ($processing.AddOrganizerToSubject) {
Write-Host "WARNING: The room ‘$($_.name)' is adding the organizer to the meeting subject" -ForegroundColor Red
$organizer_added += $_.name
$pass = $false

}

if ($processing.DeleteComments) {
Write-Host "WARNING: The room '$($_.name)' is deleting the meeting body" -ForegroundColor Red
$deleted_bodies += $_.name
$pass = $false

}

if ($processing.RemovePrivateProperty) {
Write-Host "WARNING: The room '$($_.name)' is clearing the private flag on meetings" -ForegroundColor Red
$private_flag_reset += $_.name
$pass = $false

}

if ($processing.AutomateProcessing -ne "AutoAccept”) {
Write-Host "WARNING: The room '$($_.name)' is not configured to Auto Accept. Processing='$($processing.AutomateProcessing)

ForegroundColor Red

$not_auto_accept += $_.name
$pass = $false

if ($processing.ProcessExternalMeetingMessages) {
Write-Host "The room '$($_.name)' is configured to process external (forwarded) meetings"
$process_external += $_.name

}
if ($pass) {

Write-Host "INFO: All checks passed for room '$($_.name)'" -ForegroundColor Green
}

Write-Host "Summary:"
Write-Host "There are $($deleted_subjects.count) rooms deleting the meeting subject"
if ($deleted_subjects) {
Write-Host $deleted_subjects -Separator
Write-Host ""

}
Write-Host "There are $($organizer_added.count) rooms adding the organizer to the meeting subject"”
if ($organizer_added) {
Write-Host $organizer_added -Separator *, "
Write-Host ""
}
Write-Host "There are $($deleted_bodies.count) rooms deleting the meeting body"
if ($deleted_bodies) {
Write-Host $deleted_bodies -Separator
Write-Host ""

}
Write-Host “There are $($private_flag_reset.count) rooms clearing the private flag on meetings"
if ($private_flag_reset) {
Write-Host $private_flag_reset -Separator
Write-Host ""

>
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Write-Host "There are $($not_auto_accept.count) rooms not configured to Auto Accept”
if ($not_auto_accept) {
Write-Host $not_auto_accept -Separator ", "
Write-Host ""
}
Write-Host "There are $($process_external.count) rooms configured to process external (forwarded) meetings"
if ($process_external) {
Write-Host $process_external -Separator ", "
Write-Host ""

Enabling OAuth authentication

In this step, you enable OAuth authentication for the service account that One-Touch Join uses to log in to Exchange.

As of October 2022, Microsoft will stop supporting and fully decommission basic authentication for EWS to access Exchange Online (for
more information, see Microsoft's announcement). We therefore strongly recommend that for Office 365, all new deployments
authenticate the service account using OAuth 2.0, and all existing deployments are updated to enable this option as soon as possible.

To use OAuth for the service account, you must create an app registration in Azure and then use the settings from this app registration
when enabling and configuring the OAuth options within the One-Touch Join Exchange integration.
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Create a new App Registration in Azure

1. Loginto the Azure portal at aad.portal.azure.com.

2. From the main panel on the left, select Azure Active Directory.
3. Select App Registrations and then New registration:

Home > Pexip AS - App registrations

2 Pexip AS - App registrations 2 X

]
u
HES  azure Active Directory

N

‘ O Search (Ctrl+/) &£ App registrations (Legacy) O Got feedback?

@ overview

# Getting started

# Diagnose and solve problems O Start typing a name or Application ID to filter these results

Manage Display name Application (client) ID Created On Certificates & secrets

Users

& Groups

ational relationships

4. Roles and administrators
£ Enterprise applications

Devices

App registrations

) Identity Governance

Application prox,
% Licenses
> Azure AD Connect
k=] Custom domain names
4. Inthe Register an application panel, enter the following options:
a. Name: this can be anything you wish. In our example we have used Pexip OTJ App.
b. Supported account types: select Accounts in this organizational directory only.
c. Redirect URI: from the drop-down menu, select Public client/native (mobile and desktop). The URI must use the IP address
or FQDN of the Management Node, in the format
https://<Management Node Address>/admin/platform/mjxexchangedeployment/oauth_redirect/
In our example we have used https://infinity.example.com/admin/platform/mjxexchangedeployment/oauth_redirect/
You will need to enter this as the OAuth redirect URI when configuring a One-Touch Join Exchange integration.
@ The OAuth redirect URI is the page on the Administrator interface to which the Pexip Infinity administrator will be
returned after they have successfully signed in to the service account. Because it is a page on the Management Node, this
URI is internal to your deployment and only needs to be accessible from the administrator's web browser; you do not

need to make it externally accessible. This URI must be the same on Azure and Pexip Infinity in order for Azure to validate
the sign-in request.
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Home > Pexip AS - App registrations > Register an application

Register an application X

* Name

The user-facing display name for this application (this can be changed later).

Pexip OTJ app g

Supported account types

Who can use this application or access this API?

@ Accounts in this erganizational directory only (Pexip AS only - Single tenant)

() Acceunts in any erganizational directory (Any Azure AD directory - Multitenant)

O Accounts in any erganizational directory (Any Azure AD directery - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Public client/native (mobile ... ||| https://infinity.example.com/admin/platform/mjxexchangedeployment.”

By proceeding, you agree to the Microsoft Platform Policies '

5. Select Register.

A new panel will open where you can configure your application.
From the panel on the left, select API permissions.
Select Add a permission.

From the Request APl permissions panel, select APIs my organization uses, search for Office 365 Exchange Online and select it:
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Request API permissions

Select an API

Microsoft APls APls my organization uses

My APIs

Apps in your directory that expase APls are shown below

| L office

Name

Application (client) ID

Office 365 Exchange Online

00000002-0000-0ff1-ce00-000000000000

Office 365 Information Protection

Office 365 Management APls

Office 365 Search Service

Office 365 SharePoint Online

Office Agent Service

Office Delve

Office Hive

Office Personal Assistant at Work Service
Office Scripts Service

Office Shredding Service

213f02c9-5679-4a5¢-a605-0de55b07d135

c5393580-1805-4401-95e8-94b7abef2fc2

66a88757-258c-4c72-893¢c-3e8bed4d6899

00000003-0000-0ff1-ce00-000000000000

5225545c-3ebd-400f-b668-c8d78550d776

94c63fef-12a3-47hc-8074-75af8c65887a

166f1b03-5b19-416f-a04b-1d7aa2d247dc

28ec9756-deaf-48b2-84d5-2623b9%af263

621d1447-0ef3-4ab7-2956-7dd05232ecc

b97b6bd4-a49f-4a0c-af18-af507d1da76c

Office365 Zoom 0d38933a-0bbd-41ca-9ebd-28c4b5ba7ch?

OfficeServicesManager 9ed4a5442-a5c9-4fof-b03f-5h9fcaafz4b

9. Select Delegated permissions, and from the Select permissions list, expand EWS and select Access mailboxes as the signed-in
user via Exchange Web Services, and then select Add permissions:
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Request APl permissions b

Al APIs

. Office 365 Exchange Online
https://outlook-tdf-2.office.com/

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all

| O Start typing a reply url to filter these results

Permission Admin consent required
> Calendars

> Contacts

> Eas

N/ EWS (1)
EWS.AccessAsUser.All (D

Access mailboxes as the signed-in user via Exchange Web Services
> Exchange

Add permissions

Taking note of configuration

When you Configure the One-Touch Join Exchange integration and enable OAuth authentication for the service account, you'll need to
provide the following information from Azure:

o Application (client) ID: this was generated for you by Azure when you saved the App Registration:

Home > Pexip AS - App registrations > Pexip OTJ App

mE 1
i Pexip OTJ App =
| © Search (Ctrl+/) | « il Delete & Endpoints
Display name Supported account types
B Overview Pexip OTJ App My organization only
4% Quickstart Application (client) ID Redirect URIs
86714057-cfda-4a43-94cc-3fabdc5816c2 0 web, 1 public client
Manage Directory (tenant) Iy Application ID URI
983be362-1f4b-4a72-b5c5-ad805e211fa0 Add an Application ID URI
= Branding Object ID Managed application in local directory

3 Authentication _ 8710eaa3-f459-4ddb-bcad-bb079d84ds6c  PedipODAPP
R

Cartifiratas & sarrate

@ VYou can find this again in Azure under Azure Active Directory > App Registrations, under the Application (client) ID column.
You will need to enter this as the OAuth client ID when configuring the One-Touch Join Exchange integration.

¢ Redirect URI: this is the URI you entered when creating the App Registration.
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@ You can find this again in Azure under Azure Active Directory > App Registrations, clicking on the app registration, and then
clicking Redirect URls.

You will need to enter this as the OAuth redirect URI when configuring the One-Touch Join Exchange integration.
You will also need to know the OAuth Endpoints to use. To find this information:

1. Inthe Azure Portal, select Overview > Endpoints.
2. Copy the URL of the OAuth 2.0 authorization endpoint (v1).

@ Ensure that you use the URL for ... endpoint (v1), not ... endpoint (v2).

You will need to enter this as the OAuth authorization endpoint when configuring the One-Touch Join Exchange integration.
3. Copy the URL of the OAuth 2.0 token endpoint (v1)

@ Ensure that you use the URL for ... endpoint (v1), not ... endpoint (v2).

You will need to enter this as the OAuth token endpoint when configuring the One-Touch Join Exchange integration.

Fome > Pexip AS - App =gistiations > Pexip OT) App Endpoints x
is Pexip OTJ App
N Capy to clipboard
. OQAuth 2.0 aL endpoint (v2)
i ] De\etel @ endpoints I point ¢ - -
[ ttps:/fiogin mic 2-6eb0-40b9-3850-c9dbS5 Tcac 0 [ I
I # Overview I =
Display name : Pexip Sct
i Quickstart i " QAuth 2.0 token endpoint (v2)
Application (client) ID : 47072b5S ‘ hitps//loginmic 2_66b0-40b9-3850-c9db5 T cac! 2/2.0ftoken |E
Manage Directory (tenant) ID : bdd9e7b|
. OAuth 2.0 authorization endpaint (v1)
B Branding Object ID o519y ‘ https://login.micr 2-6eb0-4069-a850-c8db5 T cac! i |E
D Authentication OAuth 2.0 token endpoint (v1)
- hittps://login.mics 2-6eb0-4069-a850-c9db5 T cac! 2/tok
Certificates & secrets o et themen 2| ‘ | E
< APl permissions OpenlD Connect metadata document
[ httpsiloginmics 60-4059-a850-cAdb 5T cacS4e/v2 0/ well-known/openid-configuration ||
& Expose an API
. Call APIs Microsoft Graph AP| endpoint
. Owners
a ‘ https://graph.microsoft.com |E
Hl Manifest
Eﬂ Federation metadata document
Support + Troubleshaoting [ httpsiloginmics b0-40b9-a850-c9db5 Tcacsde federati data/2007 xml |m
X3 B
K Troubleshooting WS-Federation sign-on endpaint
2 New support request Build more powerful apps with ricl [ htpsi/loginmi 50-4059-2850-c8db 5 Tcacsde/wsfed =
from Micrasoft services and your ¢
sources. SAML-P sign-on endpoint
T [ hitps://toginmi b0-40b9-2850-cdb51 cacbde/sami2 | ]
SAML-P sign-out endpoint
[ hitps://toginmi b0-40b9-2850-cdb51 cacbde/sami2 |

Sign in users in 5 mint

rio A Th ul ,

Adding a One-Touch Join Exchange integration on Pexip Infinity

In this step you log in to the Pexip Infinity Administrator interface and add details of the Exchange deployment you are integrating
with, including details of the service account and OAuth access (based on the configuration you have just set up in Exchange). You must
then sign in to Exchange using the service account.

Configuring the Exchange integration

From the Pexip Infinity Administrator interface, go to One-Touch Join > OTJ Exchange Integrations.

Option Description

Name The name of this One-Touch Join Exchange integration.

Description An optional description of this One-Touch Join Exchange integration.

Service account username The username of the service account to be used by the One-Touch Join Exchange integration.

This is usually in the format name@domain.
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Option

Enable OAuth

Enable NTLM

OAuth client ID

OAuth redirect URI

OAuth authorization endpoint

OAuth token endpoint

Advanced options

Find Items Request Quota

Description

Enable this option to authenticate the service account using OAuth 2.0. (This option is only supported for
Exchange in Office 365.)

@ As of October 2022, Microsoft will stop supporting and fully decommission basic authentication for
EWS to access Exchange Online (for more information, see Microsoft's announcement). We therefore

strongly recommend that for Office 365, all new deployments authenticate the service account using
OAuth 2.0, and all existing deployments are updated to enable this option as soon as possible.

Leave this option disabled. (NTLM is supported for Exchange on-premises only.)

(Available if OAuth has been enabled)

The Application (client) ID which was generated by Azure when creating an App Registration in Azure
Active Directory (see Taking note of configuration).

(Available if OAuth has been enabled)
The redirect URI you entered when creating an App Registration in Azure Active Directory.

This must be in the format https://<Management Node
Address>/admin/platform/mjxexchangedeployment/oauth_redirect/

The OAuth redirect URI is the page on the Administrator interface to which the Pexip Infinity administrator
will be returned after they have successfully signed in to the service account. Because it is a page on the

Management Node, this URI is internal to your deployment and only needs to be accessible from the
administrator's web browser; you do not need to make it externally accessible. This URI must be the same
on Azure and Pexip Infinity in order for Azure to validate the sign-in request.

(Available if OAuth has been enabled)

The URL of the OAuth authorization endpoint (see Taking note of configuration).

Ensure that you use the URL for ... endpoint (v1), not ... endpoint (v2).

(Available if OAuth has been enabled)

The URL of the OAuth token endpoint (see Taking note of configuration).

@ Ensure that you use the URL for ... endpoint (v1), not ... endpoint (v2).

The number of Find Item requests that can be made by OTJ to your Exchange Server in a 24-hour period.

The default of 1,000,000 should be sufficient for most deployments — for more information, see Frequency
and limitations on calendar requests.

We do not recommend increasing this quota unless you have deployed a dedicated One-Touch Join

platform, because it will impact the performance of the Conferencing Nodes.

OTJ Exchange Autodiscover URLs

@ This section is optional and will generally only be required if the Autodiscover URLs in your deployment do not use a standard location.

Name

Description

The name of this Exchange Autodiscover URL.

An optional description of this Exchange Autodiscover URL.
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Option Description
Autodiscover URL The URL used to connect to the Autodiscover service on the Exchange deployment.

If you are using Office 365, you may need to enter your autodiscover URL manually, particularly if you are
using a hybrid Exchange deployment. If your OTJ room resources and service account are hosted on 0365,
then you should enter https://autodiscover-s.outlook.com/autodiscover/autodiscover.svc as the
Autodiscover URL.

@ The URL must end in .svc; URLs ending in .xml are not supported.

When you have completed the above fields, select Save. You will be returned to the main OTJ Exchange Integration page. You must
now sign in to the Exchange integration using the service account details you have just created.

Signing in to the service account

If you have enabled OAuth for the first time, you must sign in to the service account after saving the configuration of the One-Touch
Join Exchange integration.

You may also need to re-sign in to the service account if:

» the service account password has changed

» the service account uses multi-factor authentication (MFA) and the MFA is refreshed

you disable and then subsequently re-enable OAuth

e you update any of the following configuration for the One-Touch Join Exchange integration:
©  Service account username

©  OAuth client ID

o OAuth token endpoint

e the Management Node has been offline for more than 90 days.
To sign in to the service account:

1. Ensure you have signed out of all Microsoft accounts on your device, including the Microsoft Azure portal.

2. From the Management Node, go to One-touch Join > OTJ Exchange Integrations, select the Exchange integration you have just
created. At the bottom of the Change OTJ Exchange Integration page, select Sign in to service account:

I he redirect URI you entered when creating an App Kegistration in Azure Active Directory. It should be in th
OAuth authorization endpoint Currently: https:/infinity.example.com/admin/platform/otj/oauth_redirect/
Change: https://infinity.example.com/admin/platform/otj/oauth_redirect/

The URI of the OAuth authorization endpoint. This should be copied from the 'Endpoints’ section in Azure £

OAuth token endpoint Currently: https://infinity.example.com/admin/platform/otj/oauth_redirect/
Change: https://infinity.example.com/admin/platform/otj/oauth_redirect/

The URI of the OAuth token endpoint. This should be copied from the 'Endpoints' section in Azure Active D

m ‘ Save and add another ’ Sign in to service account

You will be taken to the Sign in to service account page.:
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] pexip[ Infinity Conferencing Platform

Status v History & Logs v  System v  Platform v  Call Control v Services v Users & Devices v One-Touch Join v  Utilities v

Sign in to service account
Please open the link below. It will take you to a Microsoft sign-in page where you must sign is as the service account with username test.

Warning: If you are already signed into a Microsoft account, you may not be prompted to enter a username. Please make sure you are not signed in to
a Microsoft account before opening the link.

Sign-in link

Sign in

https://infinity.example.com/admin/platform/otj/oauth_redirect/?state=2e546d1d-cb4f-46d1-b6c6-f7caf1d97f44&redirect_uri=

3. Copy the Sign in link and paste it into a new browser tab.
4. Sign in as the service account.

You are asked to permit the OTJ application to sign in as the service account, and to access the mailboxes that the service account
has been granted access to. (The service account will only have access to the mailboxes of the OTJ room resources, if you
completed the steps in Configuring Application Impersonation on the service account.)

B Microsoft
otj.service@pexample.com

Permissions requested

Pexip OTJ App
pexample.com

This application is not published by Microsoft.

This app would like to:
v Access your mailboxes

\~ Sign you in and read your profile

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

@ |If there is an option to Consent on behalf of your organization, do not select this — consent only needs to be given to the
service account.
5. Select Accept.
You are returned to the Management Node.
6. You may be asked to sign in to the Management Node again. If so, you must sign in to the Management Node (using your
Management Node credentials) to complete the process of signing in to the service account.

When complete, you are returned to the Sign in to service account page and see the message Successfully signed in.

Next steps

You must now configure the remainder of the One-Touch Join components on Pexip Infinity, as described in Configuring Pexip Infinity
for One-Touch Join.
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Configuring Google Workspace for One-Touch Join

This topic describes how to configure Google Workspace in order to implement Pexip Infinity's One-Touch Join feature in a Google
Workspace environment.

The process involves the following steps, described in more detail in the sections that follow:

Creating a Service Account to use for One-Touch Join.

Creating a room resource for each physical room that will have a One-Touch Join endpoint in it.

Configuring the room resource with the necessary permissions and settings to support One-Touch Join.

Updating the quota for the number of user requests per 100 seconds.

For larger deployments, Requesting an increase to API limits.

If you have already set up a One-Touch Join Google Workspace integration and simply wish to add an existing room to it, you need
only configure the room resource in Google Workspace and then add the endpoint to the Google Workspace integration in Pexip
Infinity.

1

2

3

4

5

6. Adding a One-Touch Join Google Workspace integration on Pexip Infinity.
i)

We recommend that you authorize One-Touch Join to access calendar information using a service account, as described in the
following steps. This method (sometimes referred to as two-legged OAuth) offers the easiest setup for One-Touch Join, and is
recommend by Google because it is designed for server-to-server applications (for more information, see
https://developers.google.com/identity/protocols/oauth2/service-account). Alternatively, you may need to use a Google Workspace
domain user for authorization (sometimes refered to as three-legged OAuth); for instructions on how to do this, see Configuring
Google Workspace for domain user authorization.

Prerequisites

In the deployment model described below, the service account will require access to the endpoints' calendars. Google Workspace
service accounts always use the iam.gserviceaccount.com domain rather than your own domain, so you will need to configure Google
Workspace to allow endpoint calendars to be shared externally. This does not in itself allow any external accounts to access the

calendars — each calendar must then also explicitly nominate the accounts with whom it is to be shared.

Some enterprises will require internal approval for this configuration, so you should confirm that it will be permitted within your
deployment. If not, you can consider Configuring Google Workspace for domain user authorization as an alternative.

Creating a service account

In this step, you create a project to use for One-Touch Join. You then create the service account that One-Touch Join will use to access
the room resources' calendars, and generate a private key that One-Touch Join will use to authenticate when signing in to Google
Workspace as the service account.

The service account belongs to the project you have created for OTJ. It can be used for multiple One-Touch JoinGoogle Workspace
integrations.

1. Creating a new project:

a. Goto https://console.developers.google.com (logged in as a Google Workspace administrator).

b. From the top left of the page, select the down arrow:

= Go gle APls  ge My First ijeE

c. Select New Project.

d. Enter a Project name (e.g. One-Touch Join) and select Create.
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2. Enabling the Calendar API for the project:

a. Go to https://console.developers.google.com

b. From the top left of the page, select the down arrow, select your newly-created project, and select Open. Your new project
should now be showing at the top left of the page:

= Google APIs 3o pexip 0TI w

c. From the navigation menu on the left of the screen, select APIs & Services > Library, then scroll down and select the Google
Calendar API tile:

Google Calendar API
Google

Integrate with Google Calendar
using the Calendar API.

d. Select Enable:
= Google APls 3 pexipoTy Q

< APILibrary

Google Calendar API

Google

Integrate with Google Calendar using the Calendar APL

3. Creating the service account:

TRYTHIS API 7

a. Go to https://console.developers.google.com

b. From the navigation menu on the left of the screen, select IAM & Admin > Service Accounts.

c. Select Create Service Account:

Google APIS 8o pexipoty w Q
I 8 1AM & Admin I Service accounts I + CREATE SERVICE ACCOUNT W DELETE
+8  |AM

Service accounts for project "Pexip OTJ"

a Identity & Organization A service account represents a Google Cloud service identity, such as code running on Compute Engin

&,  Policy Troubleshooter

= Filter table
= Dl 2 CICiES D Email Status Name 4 Description Key ID Ke
|=) Quotas No rows to display

o8  Service Accounts

Labels

€

£ Settings

d. Enter a name (e.g. One-Touch Join Calendar Reader) and select Create:
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= Google APIs % pexipoTJ Q
e IAM & Admin Create service account
7y B o Service account details — o Grant this service account access to project (optional)
a Identity & Organization
&, Policy Troubleshooter Service account details
Service account name
8 Organization Policies 0TJ calendar reader
|=) Quotas
Service account ID
od Service Accounts otj-calendar-reader @pexip-otj-270111.iam.gserviceaccount.com X
Y Labels
Service account description
& Settings
Describe what this service account will do
® Cryptographic Keys
= Identity-Aware Prox
= y b cREATE | CANCEL
- Roles

= Audit Logs

e. On the next page, which asks about permissions, select Cancel (the account does not need any of these permissions):

= Google APls 8o pexipoT) + qQ
e IAM & Admin Create service account
B 0 Service account details — e Grant this service account access to project (op
(2] Identity & Organization
%, Policy Troubleshooter Service account permissions (optional)
Grant this service account access to Pexip OTJ so that it has permission to complete
8 Organization Policies . . . .
specific actions on the resources in your project. Learn more
l=) Quotas Condition -
Select arole v Add condition .
o Service Accounts
@ Labels -+ ADD ANOTHER ROLE
o 3 Settings
CONTINUE CANCEL
®  Cryptographic Keys ——
= Identity-Aware Proxy

4. Generating a key file:
a. From the Service accounts page, select the service account.

Take note of the service account's Email address here - you will need it in later steps:
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Google APIs 8 pexipoTd w Q

O 1AM &Admin

< QOTJ calendar reader /" EDIT @ DELETE

+2  |AM . .
Service account details
(2] Identity & Organization Name
OTJ calendar reader
\\ Policy Troubleshooter
8 Organization Policies Description
=] Quotas Email
otj-calendar-reader@pexip-0tj-270111.iam.gserviceaccount.com
od Service Accounts
Unique ID
®  Labels 104368448542965592436
R  Settings
b. From the Service account details page, select Edit, then Create Key:
= Google APls 8 pexipoTy w Q
B IAM & Admin & OTJ calendar reader # EDIT W DELETE
+2  |AM . .
Service account details
(2] Identity & Organization Name
OTJ calendar reader
94,  Policy Troubleshooter
8 Organization Policies Description
[=] Quotas Email
ofj-calendar-reader@pexip-otj-270111.iam.gserviceaccount.com
o Service Accounts
Unique ID
®  Labels 104368448542965592436
£ Settings 3
Service account status
® Cryptographic Keys Disabling your account allows you to preserve your policies without having to delete it.
i Identity-Aware Proxy QAccuunl currently active
= Roles DISABLE SERVICE ACCOUNT
—_ ; v SHOW DOMAIN-WIDE DELEGATION
= Audit Logs

-+ CREATE KEY

3 -

c. Select a Key type of JSON and select Create:
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Create private key for "OTJ calendar reader"

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type
@ JSON

Recommended

O P12

For backward compatibility with code using the P12 format

CANCEL I CREATE

This will download a JSON file containing the private key. This key will be required when Adding a One-Touch JoinGoogle
Workspace integration.

For more information on using OAuth 2.0 to authenticate the service account, see
https://developers.google.com/identity/protocols/OAuth2ServiceAccount.

Creating a room resource

(Required only if your room resources do not already exist - otherwise you can skip this step.)

In this step, you create a room resource in Google Workspace for each physical room that is to be used for One-Touch Join. Google
Workspace will automatically assign an email address to the room.

1. If a building for the room resource does not already exist, create one as follows:

a. Goto https://admin.google.com (logged in as a Google Workspace administrator).

b. Select the Buildings and resources tile, and then from the Resource management section select Open:

= Goog|e Admin Q, Search for users, groups or settings

Buildings and resources

Resource management (7]

m Buildings and
resources

Manage and create resources (e.g. meeting rooms), features and buildings

OPEN

Room Insights Dashboard (7]

Learn about usage and booking rates of meeting rooms

OPEN

From the drop-down along the top left of the screen, select Buildings:
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— Google Admin Q, Search for users, groups or se

Buildings and resources > Resource management > [ Buildings | -

Resources

Buildings Buildings

+ S —

\—/ Id Name

c. Select +to Add new building:

= Google Admin Q, Search for users, groups or settings

Buildings and resources > Resource management > | Buildings | +

Buildings
-
\._-/Wd Name Floors Address
*
Y 0sl0 Oslo 12,3 Address not set
o
ruscombe Ruscombe G, 1 Ruscombe, GB

d. Enter a Name and the list of Floors, and select Add Building.
2. Create the room resource:

a. Go back to the Resources page and Select + to Add new resource:

= Google Admin Q, Search for users, groups or settings

Buildings and resources > Resource management > | Resources | v

Buildings < Resources
+
Search tree Ny 4 _Add a filter
! Bulk upload resources
~ Al bmldlngs N Resources Building Floor
Building not set
Bullseye Ruscombe 1
Oslo
Ruscombe Carl-desk Ruscombe 1
Demo Room Oslo 1
Juliet EX60 Ruscombe 1
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b. For the Category, select Meeting space (room, phone booth,...).

c. Select the Building and Floor in which the room is located, enter a Name and the room's Capacity, then select Add Resource:

Add resource

Meetlng; jaace (room, phone booth,...) r_'n:eieting room

Oslo * 2 .' Floor section
B_oard room 20 .
[—n— features first to add the

Add description (internal)

* indicates a required field

n Setting resource information, such as building, floor or capacity, affects the auto-generated resource names and room search. Leamn
more.

CANCEL | ADD RESOURCE

The resource will be created and added to the list. You can click on the new resource to view information about it, such as the email
address it was automatically assigned.

@ For more information on setting up buildings and other resources in Google Workspace, including how to add buildings and
resource in bulk and using CSV imports, see https://support.google.com/a/answer/1033925.

Configuring the room resource

In these steps, you permit the One-Touch Join service account to access the calendar of each room resource that you want to use for
One-Touch Join, and then set the calendar to auto-accept invitations. We also recommend that you make the calendar available to all
users in your domain in such a way that allows them to book meetings using the resource, without being able to view the details of any
other meetings in the resource's calendar.

Sharing calendars externally

In this step, you configure Google Workspace to permit endpoint calendars within your domain to be shared externally. This
permission is required because the service account uses the external iam.gserviceaccount.com domain and is therefore considered an
"outsider". Granting this permission does not in itself allow any external accounts to access the calendars — each calendar must then
be shared with the service account. For more information, see Prerequisites.

To enable calendars to be shared externally:

1. Go to https://admin.google.com/ (logged in as a Google Workspace administrator) and select Apps > Google Workspace >
Calendar.
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2. Inthe Sharing settings section, ensure that External sharing options for primary calendars is set to Share all information, and
outsiders can change calendars:

Q, Search for users, groups or settings

Norkspace » Settings for Calendar > Sharing settings

Showing settings for users in devtesting1.pexip.com
I calendar
Sharing settings A
Users v
o . External sharing options for Outside devtesting1.pexip.com - set user ability for primary calendars
o primary calendars Share all information, and outsiders can change calendars
deviesting1.pexip.com
Organizational Units ~
Search for organizational units Inl‘emal sharing options for Within devtesting1.pexip.com - set default
primary calendars Share all information
~ deviestingl.pexip.com Applied at ‘devtestingl pexip.com
NonHangouts

Video conferencing Make Google Meet the default video conferencing provider when available Learn
d ting1.pexip.c

more

3. Inthe General Settings section, under External sharing options for secondary calendars, select Share all information, and
outsiders can change calendars:

Goog| e Admin Q, Search for users, groups or settings

Apps > G Vorkspace > Settings for Calendar > General settings

General settings ~

[ calendar

External sharing options for Outside devtesting1.pexip.com - set user ability
secondary calendars Share all information, and outsiders can change calendars

r secondary calendars

Internal sharing options for Within devtesting1.pexip.com - set default

secondary calendars Share all information

Resource booking permissions rs to book resources that are shared as "See only free/busy” Learn more

@ Selecting these options to ... and outsiders can change calendars will enable users to use One-Touch Join to join all meetings,
including private meetings. If you will not be using One-Touch Join with private meetings in your deployment, both these options
can be set to ... but outsiders cannot change calendars.

Sharing individual calendars with the service account

Note that the Google calendar API limits the number of calendars that can be shared within a 24 hour period to 750 (for more
information, see https://support.google.com/a/answer/29054867?hl=en). This means that if you have more than 750 room resources
that you wish to use for One-Touch Join, they will need to be set up over a period of days.

For deployments with more than around 50 rooms, we have developed a Python script that can be used to share your room resource
calendars with the service account, and create a CSV that can be used to import endpoint configuration to One-Touch Join. You must
be familiar with Python in order to use this script; contact your Pexip authorized support representative for more information.

To share calendars with the service account:
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1. Goto https://calendar.google.com (logged in as a Google Workspace administrator so that you have permission to share the
calendars).

2. From the left-hand panel, select the + next to Other calendars and then select Browse resources.

3. Expand the sections if necessary, and tick the boxes of all the room resources whose calendars you want to share with the service
account.

This

will add the room resources to the Settings for other calendars section in the left-hand panel.

4. For each of the rooms:

a.
b.

C.

From the Settings for my calendars section, select the room resource and then select Share with specific people.
Select Add people.

In the Share with specific people dialog, enter the email address of the One-Touch Join service account. Ensure the
Permissions are set to either:

®  Make changes to events (if you want users to be able to use OTJ to join all meetings, including private meetings, from
this endpoint)
B See all event details (if you don't want to offer OTJ for private meetings on this endpoint).

If the option to Make changes to events is grayed out, then check that you have selected the options to Share all
information, and outsiders can change calendars when Sharing calendars externally.

If your deployment includes personal endpoints that are associated with a user's personal calendar, then either you or the
end user will need to ensure that their calendar allows the One-Touch Join service account to Make changes to events if they
wish to use OTJ to join their own private meetings from their endpoint.

& Settings
General
Share with specific people
Add calendar ~
otj-calendar-reader@pexip-otj-270111.iam.gserviceaccount. Make changestoevents ~ X
Import & export
+ Add people

Settings for my calendars

Learn more about sharing your calendar with someone

Alex Morson

Birthdays o

calendar-reader@obtp-2471... Event notifications
Oslo-1-Demo Room (4) + Add notification

Ruscombe-1-Carl-desk (1)
Ruscombe-1-desk-juliet_test...
) All-day event notifications
Ruscombe-1-Juliet EX.. ~

Calendar settings + Add netification

Auto-accept invitations

@ For more information on sharing room and resource calendars in Google Workspace, see
https://support.google.com/a/answer/1034381.

Auto-accepting invitations

By default, when creating room resources in Google Workspace, calendar processing is set to Auto-accept invitations that do not
conflict. You must ensure you keep this setting for all room resources, so that the room will automatically accept meeting requests if it

is available, and automatically decline an invitation if it is already booked.

To check this setting:
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1. Goto https://calendar.google.com (logged in as a Google Workspace administrator so that you have permission to share the
calendars).

2. From the left-hand panel, select the room resource and select Settings and sharing.

3. Inthe Auto-accept invitations section, ensure that Auto-accept invitations that do not conflict is selected:

& Settings
General Calendar settings
Add calendar v Name

Ruscombe-1-Juliet EX60 (1)

Import & export

Description
Settings for my calendars
@® Alex Morson
® Birthdays o Time zone B

(GMT+00:00) United Kingdom Time
calendar-reader@obtp-2471...

Organization
devtesting1.pexip.com
@® Oslo-1-Demo Room (4)

@® Ruscombe-1-Carl-desk (1) Export calendar
Learn more about exparting your calendar

@® Ruscombe-1-desk-juliet_test...

Ruscombe-1-Juliet EX... ~

| calendar settings Auto-accept invitations
Auto-accept invitations Auto-accept invitations that do not conflict <
Access permissions Calendars for resources can auto-accept invitations. Learn more about auto-accept invitations

Share with specific people

Allowing users to book resources

We recommend that you configure your Google Workspace calendar settings to allow end users to book a room resource without
seeing details of the room's other bookings. To do this, you configure the room resource's calendar so that all users in your domain
have permission to see its free/busy status, without being able to see the invitation details. You then on a global basis permit users to
book resources to which they have free/busy access.

To do this:

1. Go to https://calendar.google.com (logged in as a Google Workspace administrator so that you have permission to share the
calendars).

2. From the left-hand panel, select the room resource and select Settings and sharing.

3. Inthe Access permissions section, select Make available for <your domain>, and ensure that See only free/busy (hide details) is
selected:
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Auto-accept invitations
Auto-accept invitations that do not conflict -

Calendars for resources can aute-accept invitations. Learn more about auto-accept invitations

Access permissions

Secalleventdetails ~

Make available for devtesting1.pexip.com See only free/busy (hide details) ~

Get shareable link

Learn more about sharing your calendar

Share with specific people
otj-calendar-reader@pexip-otj-270111.iam.gserviceaccount.co.. See all event details ~ X

+ Add peocple

Learn more about sharing your calendar with someone
Go to admin.google.com (logged in as a Google Workspace administrator).

From the left-hand menu, select Apps > Google Workspace > Calendar.

Scroll down to General Settings and select Resource Booking Permissions.

N o u s

Ensure that Allow users to book resources that are shared as See only free/busy is set to ON:

General settings ~

7 calendar

External sharing options for Outside devtesting1.pexip.com - set user ability for secondary calendars
secondary calendars

Share all information, and outsiders can change calendars

Internal sharing options for Within deviestingl.pexip.com - set default

secondary calendars Share all information

Resource booking permissions Allow users to book resources that are shared as "See only free/busy” Learn more
ON

Updating the per-user request quota

In this step you increase the limit on the number of queries per 100 seconds per user to the Google Calendar API.

© 2023 Pexip AS Version 32.a June 2023 Page 60 of 123


http://admin.google.com/

] pexip [ Pexip One-Touch Join Deployment Guide Configuring Google Workspace for One-Touch Join

The default number of queries per 100 seconds per user is 500. In this context, the "user" is the service account. In deployments with
fewer than around 180 rooms, each room resource calendar is queried every 30 seconds by two conferencing nodes (both using the
same service account), resulting in 5,760 queries per room per day. (In larger deployments, room resource calendars are queried less
frequently.)

We recommend that you increase the number of queries per 100 seconds per user to 10,000 to provide sufficient processing overhead
and room for expansion (there is currently no additional cost to this increase).

To increase this quota to 10,000:

1. Go to https://console.developers.google.com (logged in as a Google Workspace administrator).

2. From the top left of the page, select the project you created for One-Touch Join:

= Google APIs) 8 pexip 0Ty =

From the navigation menu at the top left of the page, select IAM & Admin > Quotas.

4. From the Quotas page, select Edit Quotas and then select Google Calendar API - Queries per 100 seconds per user.
You will be taken to the Google Calendar API > Quotas page.

5. Change Queries per 100 seconds per user to 10,000:

APIs & Services

Google Calendar AP Quotas

Il Overview
0 Request more guota limits or view quotas for your other services on the Quotas page, found in IAM & admin.

] Metrics

Daily quotas reset at midnight Pacific Time (PT)
uotas .
CR Queries
o Credentials Queries per day ~ 2
Quota limit
800K
600K
400K
- | n
May 31 Jun? Jun 14 Jun21
Quota Name Limit
Queries per day 1,000000 4
| Queries per 100 seconds per user 10,000 Vi |

<l

@ You may also need to request an increase to the number of Queries per day for larger deployments - for more information,
see Requesting an increase to API limits.

Requesting an increase to API limits

This optional step applies to larger deployments only (more than around 170 room resources), and should be performed if you wish to
reduce the amount of time taken for endpoints to be updated with additions or changes to their corresponding room resource
calendar.

The maximum frequency with which an endpoint will be updated with meeting information is every 30 seconds. For deployments with
more than around 170 endpoints, this frequency will decrease in line with the number of endpoints (up to around 20 minutes for
deployments with around 6,000 endpoints). This is due to a limit on the number of Calendar API requests permitted by Google in a 24-
hour period — for more information, see https://developers.google.com/calendar/pricing.

To reduce the time taken to update endpoints in these larger deployments, you can request an increase to the number of Calendar API
requests One-Touch Join can make.
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@ When your request has been implemented by Google, you must then increase the Maximum Google Workspace API requests on
Pexip Infinity in order to take advantage of the increase.

To request an increase to the API limits:

1. If you do not already have one, create a Cloud Billing Account (note that this is different from a Google Workspace billing account).

Full instructions are available via https://cloud.google.com/billing/docs/how-to/manage-billing-account#create_a_new_billing_
account.

2. Link the Cloud Billing Account to the project you created when Creating a service account:

a. Goto https://console.developers.google.com (logged in as a Google Workspace administrator).

b. Ensure that the project shown in the top left corner is the one you created for One-Touch Join when Creating a service
account.

c. Select the burger menu from the top left of the page and select Billing. When the following message appears, select Link a
billing account:

Billing
This project has no billing account

This project is not linked to a billing account

(N ENIEEREGT @M or Manage billing accounts

d. Select the account to link to:

Set the billing account for project “Quickstart”

Billing account
There is only one billing account currently available to link this project to

My Eilling Account

CANCEL SET ACCOUNT

3. Request an increase to your quota:
a. From the navigation menu at the top left of the page, select IAM & admin > Quotas.
b. From the Quotas page, select Edit Quotas and then select Google Calendar API.

In the panel that appears on the right, enter the New quota limit that you wish to request, and in the Request description
field, enter the reason for requesting the increase:
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e IAM & admin Quotas

‘2 1AM

Policy

Identity & Organization

X 1 quota selected

DIT QUOTAS

Quota type Service Metric Location

Al quotas ~ | Allsenices ~ | Allmetics ~ || Alllocations ~ | | Clear Google Calendar API

— Service Location Current Usage 7Day Peak Usage ~ Limit Quota: Queries per day

(=)
Q
=]

& quotas

I

Labels

Settings

L]

®

Roles

Audit Logs

[oR

Organization policies

Service accounts

Cryptographic keys

Identity-Aware Proxy

Global 5058 ‘ 23,377 1,000,000 New quota limit

~ Google Calendar API
Queries per day

Grmail API
Queries per day

provider.

Global 0 0 1,000,000,000

[ 2000007]

Enter a new quota limit. A imit above 1,000,000 will require approval from your service:

Grmail API
Queries per 100 seconds

Global 0 0 2000000

Request description
Required

Gmail API .
Discovery requests per 100 seconds

Global 0 0 17,000

Y
Global -

Google Calendar AP
Queries per 100 seconds per user

100,000,000

Done  Cancel

Gmail API
Queries per 100 seconds per user

Global - 25000

Select Submit request.

Quota increase requests typically take two business days to process.

Adding a One-Touch Join Google Workspace integration on Pexip Infinity

In this step you configure Pexip Infinity with details of the Google Workspace deployment configured above, including details of the
service account used to access calendars.

From the Pexip Infinity Administrator interface, go to One-Touch Join > OTJ Google Workspace Integrations.

Option
Name
Description

Account email

Enable user
authorization

Private key

Advanced options

Maximum Google
Workspace API
requests

Google OAuth 2.0
endpoint

Description

The name of this One-Touch JoinGoogle Workspace integration.
An optional description of this One-Touch JoinGoogle Workspace integration.

If you are authorizing using a service account, enter the email address of the service account that One-Touch Join will
use to log in to Google Workspace.

If you are authorizing using a Google Workspace domain user, enter the email address of the user.

If you are authorizing using a service account — the recommended method — this should be left blank.

Select this option only if you will be authorizing using a Google Workspace domain user.

(Available when authorizing using a service account, i.e. user consent authorization has not been enabled)

The private key used by One-Touch Join to authenticate the service account when logging in to Google Workspace. For
instructions on how to obtain this, see Generating a key file.

This must include all the text in the file between (and including) -----Becn prIVATE KEY----- @and ----- END PRIVATE KEY--

The maximum number of API requests that can be made by One-Touch Join to your Google Workspace Domain in a 24-
hour period.

We recommend you set this value to 90% of your total permitted requests. Google's default is 1,000,000 so by default
this is set to 900,000 on Pexip Infinity. If you increase the number of APl requests, you should also increase this setting
to 90% of that number.

For more information, see Frequency and limitations on calendar requests.

The URI of the Google OAuth 2.0 endpoint.
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Option Description
Google The URI of the Google authorization server.
authorization
server
Next steps

You must now configure the remainder of the One-Touch Join components on Pexip Infinity, as described in Configuring Pexip Infinity
for One-Touch Join.
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Configuring Pexip Infinity for One-Touch Join

This topic describes how to configure Pexip Infinity when enabling the One-Touch Join feature. It covers configuration of the various
Pexip Infinity components, each described in detail in the sections that follow:

Adding a One-Touch Join profile

Adding One-Touch Join endpoint groups

1
2
3. Adding One-Touch Join endpoints
4

Adding One-Touch Join meeting processing rules

The diagram below shows (in blue) the components that are configured on Pexip Infinity and how they are related to each other. It also
shows (in orange) how the Pexip Infinity components are associated with your calendar/email service — in this example we have used
Google Workspace, with support for Google Meet and Pexip Service meeting types:

OTJ G Suite Integration Service account

Room
resource email

Room
resource email

Endpoint Group

System Location

Room
resource email

Endpoint Group

Room
resource email

OTJ Profile

Q@

Room
resource email

Room
resource email
Meeting Meeting
Processing Rule Processing Rule
(Pexip Service) (Google Meet)

Room
resource email

Endpoint Group

System Location

Room
resource email

Prerequisites

Before you start configuring Pexip Infinity, you must first do one of the following, depending on your calendar/email service:
e Configure Google Workspace for One-Touch Join, including Adding a One-Touch Join Google Workspace integration on Pexip
Infinity, or

¢ Configure Exchange on-premises for One-Touch Join, including Adding a One-Touch Join Exchange integration on Pexip Infinity

e Configure Office 365 for One-Touch Join, including Adding a One-Touch Join Graph integration on Pexip Infinity.

@ Existing customers may have previously implemented One-Touch Join in a Microsoft Office 365 environment using a service
account authenticated using OAuth and the EWS API. The EWS APl is being deprecated by Microsoft, so we do not recommend its
use for new deployments; for existing customers, these deployments are described in Adding a One-Touch Join Exchange

integration on Pexip Infinity.

Adding a One-Touch Join profile

In this step you create a profile that you will use to link together all the components for this particular deployment: the Exchange or
Google Workspace integration, the endpoint groups (and therefore endpoints), and the rules to be used to process meeting invitations.

A single Pexip Infinity One-Touch Join profile is associated with a single integration type — Exchange, Google Workspace, or 0365
Graph. However, a One-Touch Join profile can contain a mixture of Cisco and Poly endpoints.

An endpoint group, and therefore an endpoint (and its room resource), can belong to only one One-Touch Join profile. If you do not
assign an endpoint group to a One-Touch Join profile, the endpoints in that group will not be used for One-Touch Join.
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To add a One-Touch Join profile, from the Pexip Infinity Administrator interface, go to One-Touch Join > OTJ Profiles.

Option
Name
Description

No. of upcoming days

Enable non-video meetings

Enable private meetings

Process alias for private
meetings

Replace subject

Replace subject string

Replace empty subject

Description

The name of this One-Touch Join profile.
An optional description of this One-Touch Join profile.

The number of days of upcoming One-Touch Join meetings to be shown on endpoints. This will also be the
number of days of future meetings shown on the One-Touch Join Status page.

Enabled: If One-Touch Join has not been able to obtain a video address from the meeting, then the meeting
will still appear on the endpoint as a scheduled meeting, showing the information that was able to be
parsed, but the Join button will not appear.

Disabled: If there is no video address, the available meeting information will not appear on the endpoint.
Note that the meeting will still exist in the room resource's calendar, so conflicting meetings cannot occur.

Determines whether or not meetings flagged as private are processed by the One-Touch Join service.
Enabled: Private meetings will be processed in the same way as any other meeting.

Disabled: Private meetings are not processed by One-Touch Join, and therefore the meeting information
will not appear on the endpoint. Note that the meeting will still exist in the room resource's calendar, so
conflicting meetings cannot occur.

Note that if this is set to Enabled, you can still prevent private meeting details from being displayed on
individual Poly endpoints by disabling the endpoint's Show Private Meeting Information setting.

(Applies if Enable private meetings has been selected)
Enabled: For private meetings, the meeting alias will be extracted from the invitation in the usual way.

Disabled: For private meetings, the available meeting information — apart from the meeting alias — will
appear on the endpoint and therefore the Join button will be disabled.

Always: For all meetings, the endpoint will display either the text in the Replace subject string (if present)
or the organizer's name, in place of the meeting subject.

Never: For all meetings, including private meetings, the endpoint will display the meeting subject in the
usual way.

Private meetings only: For private meetings, the endpoint will display either the text in the Replace subject
string (if present) or the organizer's name, in place of the meeting subject. For all other meetings, the
endpoint will display the meeting subject in the usual way.

For more information and examples, see Hiding or changing the meeting subject.

(Applies if Replace subject is set to Always or Private meetings only)

A Jinja2 snippet that defines how the subject should be replaced (when this has been enabled). If this field
is left blank, the subject will be replaced with the name of the organizer.

For more information and examples, see Hiding or changing the meeting subject.

Enabled: For meetings that do not have a subject, the endpoint will display the organizer's name in place of
the subject.

Disabled: For meetings that do not have a subject, the endpoint will display a blank field in place of the
subject.
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Option

Exchange integration

Google Workspace integration

0365 Graph integration

Endpoint Groups

Description

(Applies if this OTJ profile is for an Exchange on premises integration, or an Office 365 integration that uses
the EWS API)

The Exchange integration used by this One-Touch Join profile.

You should already have created this as part of either Configuring Exchange on-premises for One-Touch

Join or Configuring Office 365 using EWS for One-Touch Join, but you can configure it now by selecting the

green plus symbol + to the right of the field.

(Applies if this OTJ profile is for a Google Workspace integration)

The Google Workspace integration used by this One-Touch Join profile.

You should have already created this as part of Configuring Google Workspace for One-Touch Join, but you

can configure it now by selecting the green plus symbol + to the right of the field.
(Applies if this OTJ profile is for an Office 365 integration that uses the Graph API)
The Exchange integration used by this One-Touch Join profile.

You should already have created this as part of Configuring Office 365 using Graph for One-Touch Join, but

you can configure it now by selecting the green plus symbol + to the right of the field.

The Endpoint Groups used by this One-Touch Join profile.

Cisco OBTP endpoint configuration

Start buffer

End buffer

Default APl username

Default APl password

Verify endpoint certificates by
default

Use HTTPS for endpoint API

The number of minutes before a meeting's scheduled start time that the "Join" button on the endpoint will
become enabled for that meeting.

An endpoint can offer more than one "Join" button if there is an overlap between different meetings' start
and end buffers.

The number of minutes after a meeting's scheduled end time that the "Join" button on the endpoint will
become disabled for that meeting.

The user name and password used by One-Touch Join to access a Cisco OBTP endpoint's API. The APl is
used by the Conferencing Node to configure the endpoint with meeting information. The account being
used must have a role of either User or Admin.

The Default APl username and password is only used if the configuration for the Cisco OBTP endpoint in
within One-Touch Join does not include an API username and password. A default is offered because some

deployments will have the same username and password for all endpoints.

Whether or not to verify the TLS certificate of a Cisco OBTP endpoint by default when accessing its API. Can
be overridden per endpoint using the endpoint's Verify endpoint API TLS certificate setting.

For more information, see Managing trusted CA certificates.

Whether or not to use HTTPS by default when accessing a Cisco OBTP endpoint's API. Can be overridden
per endpoint using the endpoint's Use HTTPS setting.

Enabled: Use HTTPS to access an endpoint's API.

Disabled: Use HTTP to access an endpoint's API.

Cisco Webex Cloud configuration

Enable Webex Cloud

Client ID

Select this option to if you have endpoints that are registered to Webex or Webex Edge for devices, and
you want to enable them to use One-Touch Join. Note that you must first create a Webex Integration.

The Client ID that was generated when you created a Webex Integration.
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Option Description
Client secret The Client Secret that was generated when you created a Webex Integration.
Redirect URI The Redirect URI you entered when you created a Webex Integration. This must point to the IP address or

FQDN of the Management Node, and be in the format https://<Management
Node Address>/admin/platform/mjxintegration/oauth_redirect/

Hiding or changing the meeting subject

In some cases, you may not want the subject of upcoming meetings to be displayed on an endpoint. One-Touch Join allows you to
replace the subject for either all meetings, or only those meetings flagged as private. When replacing the subject, you can elect to
replace it with the name of the meeting organizer, or you can use a Jinja2 snippet to re-write the meeting subject. Note that this
method does not affect the meeting invitation, just what is displayed on the endpoint for that meeting.

Where a meeting subject has been changed or hidden, the original subject is not shown on the Management Node Administrator
interface — it will only display the altered subject.

The Jinja2 snippet used in the Replace subject string has the same access to calendar_event information as the Custom meeting type,
including the meeting subject and organizer's name. For more information on using Jinja2 with Pexip Infinity, see Jinja2 templates and
filters.

@ Hiding meeting subjects on endpoints is done on a per-profile basis. Therefore, if you want to hide the subject for just some of the
endpoints in your deployment, you should create a separate profile for these endpoints with Replace subject enabled, and then
add the endpoints to an Endpoint Group that you associate with that profile.

Example: Add text after organizer's name for private meetings

In this example we want to replace the meeting subject for all private meetings with the name of the organizer followed by the text 's
meeting

To do this, we set Replace subject to Private meetings only, and enter the following Jijna2 snippet in the Replace subject string field:

{{ calendar_event.organizer_full name }}'s meeting

Example: add text to meetings with an external organizer

In this example, we want to check the email address of the meeting organizer and, if the organizer is not from our own example.com
domain, prepend the subject of the meeting with the text External:

To do this, we set Replace subject to Always, and enter the following Jijna2 snippet in the Replace subject string field:

{% set domain = pex_regex search("@([a-z0-9.-]+.com)", calendar event.organizer email) %}
{%$ if domain[0] != "example.com" %}

External: {{ calendar event.subject }}

{% endif %}

Adding One-Touch Join endpoint groups

In this step you create endpoint groups, and optionally add endpoints to each group. Each endpoint can belong to only one endpoint
group; an endpoint group can contain a mix of Cisco OBTP and Poly OTD endpoints. In general, we recommend that all endpoints in the
same physical location are assigned to one endpoint group.

Each endpoint group is associated with a system location; if there are more than 5 Conferencing Node in one location, only 5 will be
actively running One-Touch Join. This is because each Conferencing Node will be connecting to Exchange, and the messaging overhead
needs to be limited.

From the Pexip Infinity Administrator interface, go to One-Touch Join > OTJ Endpoint Groups.
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Option Description
Name The name of this One-Touch Join endpoint group.
Description An optional description of this One-Touch Join endpoint group.

System location

OT!J profile

Disable web proxy

Endpoints

The system location of the Conferencing Nodes which will provide One-Touch Join services for this
endpoint group.

The One-Touch Join profile to which this endpoint group belongs.

Select this option to bypass the web proxy (where configured for this system location) when sending
requests to Cisco OBTP endpoints in this this One-Touch Join endpoint group.

The endpoints that belong to this One-Touch Join endpoint group.

Adding One-Touch Join endpoints

In this step you add details of the endpoints that will be used for One-Touch Join, and the room resource that each endpoint is
associated with. You can add endpoints individually, or in bulk using a CSV import.

After you have added details of your One-Touch Join endpoints to Pexip Infinity, you will also need to configure the settings on each
endpoint to support One-Touch Join. We recommend that you do this after you have completed the following configuration.

If there are multiple endpoints in a single room, you should associate each endpoint with the same room resource, so that each
endpoint will receive the same meeting details.

Adding endpoints individually

From the Pexip Infinity Administrator interface, go to One-Touch Join > OTJ Endpoints.

Option
Endpoint name
Description

Endpoint type

Description
The name of this One-Touch Join endpoint.
An optional description of this One-Touch Join endpoint.

The type of "click to join" feature supported by this endpoint.

Cisco OBTP: an endpoint that supports Cisco's One Button to Push (OBTP) and is located on the same
network as the OTJ Conferencing Nodes. You should ensure that this endpoint has already been set up in
accordance with Configuring OBTP endpoints on the same network.

Webex Cloud registered: an endpoint that supports Cisco's One Button to Push (OBTP) and is located on a
different network as the OTJ Conferencing Nodes. The endpoint must be registered to Webex or Webex
Edge for Devices. You must also complete the steps described in Configuring Cisco Webex Cloud registered

endpoints.

Poly OTD: an endpoint that supports Poly's One Touch Dial (OTD). You must complete the steps in this
Adding One-Touch Join Endpoints section before you set up your Poly endpoints in accordance with

Configuring Poly OTD endpoints for OTJ.

Configuration options for Cisco OBTP endpoints

Endpoint address

Endpoint API port

The IP address or FQDN of the endpoint's API.

The port of the endpoint's API.

Default: 443 if HTTPS is used, otherwise 80 for HTTP.
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Option
Endpoint APl username

Endpoint API password

Verify endpoint API TLS
certificate

Use HTTPS

Description

The user name and password used by One-Touch Join to access a Cisco OBTP endpoint's API. The APl is
used by the Conferencing Node to configure the endpoint with meeting information. The account being
used must have a role of either User or Admin.

Either both these fields must be configured, or both these fields must be left blank.

If both these fields are left blank, the One-Touch Join profile's Default API username and password will be

used.

Whether to enable TLS verification when accessing this endpoint's API. Only applicable if using HTTPS to
access this endpoint's API.

Use OTJ profile default: Use the Verify endpoint certificates by default setting configured for the One-

Touch Join profile that this endpoint is associated with.
On: Enable TLS verification.
Off: Do not use TLS verification.

For more information, see Managing trusted CA certificates.

Whether to use HTTPS to access this endpoint's API.

Use OTJ profile default: Use the Use HTTPS for endpoint API setting configured for the One-Touch Join
profile that this endpoint is associated with.

On: Use HTTPS to access this endpoint's API.

Off: Use HTTP to access this endpoint's API.

Configuration options for Poly OTD endpoints

Poly Calendaring Username

Poly Calendaring password

The username the endpoint will use when connecting and authenticating to the calendaring service on the
Conferencing Node, to obtain meeting information.

This must be the same as the User Name or User (the field name will vary) configured on the Poly
endpoint, and must be unique.

This field is case-sensitive.

The password the endpoint will use when connecting and authenticating to the calendaring service on the
Conferencing Node, to obtain meeting information.

This must be the same as the Password configured on the Poly endpoint.

This field is case-sensitive.

Configuration options for Webex Cloud registered endpoints

Webex Device ID

The Webex endpoint's unique identifier. You can find the IDs for all devices in your Webex deployment by
going to https://developer.webex.com/docs/api/vl/devices/list-devices and from the right-hand panel

selecting Run.

Configuration options for all endpoints
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Option

Raise alarms

Room resource email

Endpoint Group

Description

When enabled, an alarm will be raised:

e for Poly endpoints: when this endpoint has not contacted the calendaring service on the Conferencing

Node in the last 10 minutes

e for Cisco OBTP endpoints: when an attempt to push calendar updates to the endpoint was

unsuccessful

« for Webex Cloud registered endpoints: when an attempt to push calendar updates from the

Conferencing Node to Webex Cloud, or from Webex Cloud to the endpoint, was unsuccessful.

Default: enabled.

The email address of the room resource associated with this endpoint. This must match an email address

that has been configured in Exchange or Google Workspace.

For Poly endpoints, this must be the same as the Email or Mailbox (where this setting is available)

configured on the Poly endpoint.

The Endpoint Group to which this endpoint belongs.

Adding OTJ endpoints in bulk

You can add multiple One-Touch Join endpoints by importing a CSV file.

When formatting your import file:

o Aheader row in the CSV file is optional. If included, it must use the same field names as shown in the following sections, but you

may change the order of the fields. If a header row is not used, fields must be in the same order as shown.

¢ All non-blank fields must contain valid data.

e If non-ASCII characters are used, the file must be encoded as UTF-8 text.

o All fields are case-sensitive.

* Values may optionally be enclosed in double quotation marks; any strings containing commas must be enclosed in double
quotation marks e.g. "description for x, y and z".

Note that you can perform an export of existing data to produce an example file in the correct format.

To add multiple endpoints by importing a CSV file:

1. Create the CSV file, using the following format:

name,description,endpoint_type,api_address,api_port,api_username,api_password,poly username,poly password,poly raise alarms_
for this endpoint,webex device id,verify cert,use_https,room resource email,mjx endpoint group name

where
Field name Content Required field
for...

name @ This field cannot be blank. Cisco
The name of this One-Touch Join endpoint. Poly
You should ensure there are no duplicate names, either within the CSV file, or Webex
between the CSV file and the existing endpoints (unless you wish the existing
configuration to be overwritten).

description An optional description of this One-Touch Join endpoint.
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Field name Content Required field
for...
endpoint_type The type of "click to join" feature supported by this endpoint. Cisco
Valid values are: Poly
° dsco Webex
o POLY
o  WEBEX
api_address The IP address or FQDN of the Cisco OBTP endpoint's API. Cisco
api_port The port of the Cisco OBTP endpoint's API.
If this is left blank, the defaults (443 if HTTPS is used, otherwise 80 for HTTP) will be
used.
api_username The username used by OTJ to access the Cisco OBTP endpoint's API.
api_password The password used by OTJ to access the Cisco OBTP endpoint's API.
poly_username The username the endpoint will use when connecting and authenticating to the Poly
calendaring service on the Conferencing Node, to obtain meeting information.
poly_password The password the endpoint will use when connecting and authenticating to the Poly
calendaring service on the Conferencing Node, to obtain meeting information.
poly_raise_alarms_for_this_  Whether to raise an alarm if OTJ is unable to provide this endpoint with meeting
endpoint information. (Note that despite the field name, this applies to all endpoint types.)
Valid values are:
o TRUE
o YES
o  FALSE
o NO
If this is left blank, the default TRUE (enabled) will be used.
webex_device_id The Webex endpoint's unique identifier. Webex
verify_cert Whether to enable TLS verification when accessing the Cisco OBTP endpoint's API.
Only applicable if using HTTPS to access this endpoint's API.
Valid values are:
©  GLOBAL: Use the Verify endpoint certificates by default setting configured for the
One-Touch Join profile that this endpoint is associated with.
©  YES: Enable TLS verification.
©  NO: Do not use TLS verification.
use_https Whether to use HTTPS to access the Cisco OBTP endpoint's API.
o GLOBAL: Use the Use HTTPS for endpoint API setting configured for the One-
Touch Join profile that this endpoint is associated with.
o YES: Use HTTPS to access this endpoint's API.
o NO: Use HTTP to access this endpoint's API.
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Field name Content Required field
for...
room_resource_email @ This field cannot be blank. Cisco
The email address of the room resource associated with this endpoint. This must Poly

match the email address that has been configured in Exchange or Google Workspace. Webex

mjx_endpoint_group_name  The endpoint group to which this endpoint belongs.

If this field is set, it must contain the name of an existing endpoint group.

2. From the Pexip Infinity Administrator interface, go to One-Touch Join > OTJ Endpoints and from the bottom right of the screen,
select Import.

From the Import OTJ Endpoint Configuration page, select Choose file and then navigate to the CSV file you have created.

4. Select Save.
The imported endpoints will be added to your One-Touch Join configuration.
Duplicates

If any records in the CSV file have the same name field (regardless of whether or not any of the other fields are different), only one
endpoint with that name will be created. This endpoint will use the last record that was imported.

If any records in the CSV file have the same name as an existing endpoint, the existing configuration will be overwritten by the
imported endpoint's configuration.

Adding One-Touch Join meeting processing rules

In this step you create a prioritized set of rules that specifies each of the meeting types you expect users in your deployment to
encounter, and how the invitations for these meetings should be processed in order to obtain the alias that the endpoint must dial in
order to join the meeting.

One-Touch Join supports meetings from a number of different providers. For each of these supported meeting types, One-Touch Join
knows what information to look for in the meeting invitation, and how to use what it finds to derive an alias that the endpoint can dial
in order to join that meeting. In most cases, you can simply use the default processing for each supported meeting type. However, you
also have the option to override the default processing with your own transform pattern to change how the alias is constructed. You
can also write your own regex and custom rules if you wish to enable One-Touch Join for other meeting types or conferencing
providers not currently supported.

A single One-Touch Join profile will normally have multiple meeting processing rules associated with it — we recommend that you
create one rule for each Meeting type you expect users in your environment to encounter, including any invitations received from
external contacts where users may wish to use an internal meeting room to join the meeting. The Priority option should be used to
ensure that all rules for supported meeting types are processed before any Domain, Regex or Custom rules. (Note that the order in
which the supported meeting types are prioritized between themselves is not important.)

When One-Touch Join processes a meeting invitation, it goes through each meeting rule in order of priority to find a match.

o If a match is found, it uses the information in the invitation, processed in accordance with the rule's settings, to derive an alias to
use to join the meeting.

» If none of the meeting processing rules match (or there are no meeting processing rules configured or enabled), One-Touch Join
will search the invitation for a URI or address with a sip:, sips: or h323: prefix, and use that as the alias.

One-Touch Join then provides the endpoint with the alias, along with other meeting information such as the start time, end time,
subject, and organizer's name.

If no alias has been obtained, One-Touch Join may still provide the meeting information to the endpoint, depending on the Enable non-
video meetings and Enable private meetings settings for the profile being used.

Each meeting processing rule is associated with a single One-Touch Join profile, and therefore will apply to either an Exchange
integration or a Google Workspace integration, but not both.
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To view, edit and create meeting processing rules, from the Pexip Infinity Administrator interface, go to One-Touch Join > OTJ Meeting
Processing Rules.

Option Description

Name The name of this One-Touch Join meeting processing rule.

Description An optional description of this meeting processing rule.

OT!J profile The One-Touch Join profile associated with this meeting processing rule.

Priority The priority of this rule. Rules are checked in ascending priority order (starting at 1) until the first matching

rule is found, and it is then applied.

We recommend that meeting types other than Domain, Regex or Custom are given highest priority. You
can then use lower Priority options to determine the order in which any Domain, Regex and Custom rules
are applied, particularly if you are using more than one of these meeting types.

Meeting type The type of meeting invitation to which this rule applies. You can select one of the supported meeting
types from the drop-down list, or select Regex or Custom if you wish to define your own meeting
processing rule.

For a full list of available meeting types, and guidance on which to use in your deployment, particularly
when joining Teams or Skype for Business meetings, see Supported meeting types.

Include password (Available when a Meeting type of Zoom has been selected)

Enable this option to search the meeting information for the meeting password, and if found, include the
password to the alias used to join the meeting, so that users do not need to enter the password
themselves.

Default processing enabled (Does not apply to Custom meeting types)
« For meeting types other than Regex:

o check this box to use the default transform pattern for the selected meeting type (for a list of the
default transform patterns for each meeting type, see Supported meeting types), or

o clear this box to write your own Transform pattern for this meeting type.
¢ For Regex meeting type:

o check this box to use the matched string, unchanged, as the alias that the endpoint will dial to
join the meeting, or

o clear this box to use a regex Replace string to transform the matched string into the alias to dial.

For more information, see Regex meeting type.

Transform pattern (Available and required when Default processing is disabled and any Meeting type option other than
Custom or Regex has been selected.)

A Jinja2 snippet that is used to process the meeting information from calendar events of the selected
Meeting type in order to derive the meeting alias.

If you disable Default processing after creating and saving the rule, this field will show the default
transform pattern, which you can then edit.

For a list of the valid variables for each meeting type, see Supported meeting types.

Match string (Available and required when a Meeting type of Regex has been selected.)

The regular expression that defines the string to search for in the invitation.
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Option Description
Replace string (Available and required when Default processing is disabled and a Meeting type of Regex has been
selected.)

A regular expression that defines how to transform the matched string into the alias to dial.

Domain (Available and required when a Meeting type of Domain, Microsoft Teams Meeting Properties or Google
Meet SIP Guest Join has been selected.)

e For a Meeting type of Domain, this is the domain that OTJ will search for in the meeting body, in
order to match this rule.

* For a Meeting type of Microsoft Teams Meeting Properties, this is the domain that OTJ will append to
the meeting ID after the rule has been matched, in order to create the alias that the endpoint will dial
to join the meeting.

« For a Meeting type of Google Meet SIP Guest Join, this is the domain that OTJ will append to the
meeting ID after the rule has been matched, in order to create the alias that the endpoint will dial to
join the meeting. In this case it should be the domain of the service providing the Pexip Google interop
— for the Pexip Service this is google.pexip.me.

Custom template (Available and required when a Meeting type of Custom has been selected.)

A Jinja2 script which is used to process the meeting information from calendar events in order to extract
the meeting alias.

For more information, see Custom meeting type.

Enabled Determines whether or not the rule is enabled. Any disabled rules still appear in the rules list but are
ignored. Use this setting to test configuration changes, or to temporarily disable specific rules.

Testing the rule

When you have created and saved a meeting processing rule, a Test OTJ Meeting Processing Rule button will appear at the bottom of
the page. This will take you to the Test Meeting Processing page, which allows you to test that the rule works as expected for the
selected deployment and meeting type, and also allows you to edit the configuration for that rule until you get the desired results.

When searching a meeting invitation for the text to transform into an alias, OTJ will search either the invitation's properties, or the
invitation's body (depending on the selected Meeting type) — and so when testing a rule, you will see either a Calendar event
properties field or a Calendar event body field as appropriate. These fields will in most cases contain some example text in the format
expected by OTJ, but you can enter other text here to help you test the rule, for example if you know that the format will be different
in your deployment. However, since these two fields are there purely to assist you when testing the rule, and do not make up part of
the rule itself, any changes to these fields will not be saved.

To test the rule:
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1. Review and complete the following fields:
Option Description
Read-only fields

Integration type This read-only field shows whether the rule will be applied to a Google Workspace or Exchange
integration. This is based on the integration option selected in the OTJ profile associated with the rule.

Meeting type This read-only field shows the meeting type associated with this rule.
Configuration that can be edited and saved

@ The available fields will depend on the selected meeting type.

You can edit these fields and re-test the rule until you get the desired results.

Domain The Domain currently configured for this rule.

Match string The Match string (and Replace string, where applicable) currently configured for this rule.
Replace string

Transform pattern The pattern that will be used to transform specific text in the meeting invitation into an alias to dial.

o If you selected Default processing enabled, this will be the default transform pattern for this
meeting type.

o If you did not select Default processing enabled, this will be the Transform pattern you entered.
Custom template The Custom template currently configured for this rule.
Example text used when testing the rule

Calendar event properties (Available for some meeting types)

A JSON field representing the event properties that OTJ expects to find for the selected Meeting type
(for Google Workspace integrations, this will contain a subset of the Google Event Properties; for
Exchange integrations, this will be the Exchange MAPI Properties). This data will be used to generate
the meeting alias.

In most cases this field will be populated automatically, but you can edit it if you know that the format
used in your deployment will be different.

Calendar event body (Available for some meeting types)

An example of the text that OTJ expects to find in the body of the invitation for the selected Meeting
type, and which will be used to generate the meeting alias. In most cases this will be populated
automatically, but you can paste in the full text from an actual meeting invitation used in your
deployment and test the rule against this.

2. Select Test OTJ Meeting Processing Rule.
The Result field shows the meeting alias that would be extracted based on the rule's current configuration and the example
calendar event properties or body.
o If this is blank, the example calendar event properties / body did not contain any text that could be matched and transformed
according to the rule as currently configured.

o If the result is not as expected, edit the fields above as appropriate.

3. When the configuration is producing the desired result, to save the changes you have made, select Save changes and return.

Next steps

You should now complete the steps in Configuring endpoints to support One-Touch Join for each endpoint.
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Configuring endpoints to support One-Touch Join

This topic describes how to configure each of the supported endpoint types — Cisco OBTP (either when on the same network as the
One-Touch Join Conferencing Nodes, or when on a different network), or Poly OTD — so they can be used with Pexip Infinity One-
Touch Join.

Prerequisites

We recommend that you have already completed the steps in Configuring Pexip Infinity for One-Touch Join. In particular, you will need

some of the information that you previously entered when Adding One-Touch Join endpoints to Pexip Infinity, in order to complete the

configuration on each endpoint.

Configuring Cisco OBTP endpoints for OT)J

For endpoints on the same network as the One-Touch Join Conferencing Node, we recommend you configure the endpoint to allow
the Conferencing Node to connect directly to it, as per the instructions in Configuring OBTP endpoints on the same network.

For endpoints on a different network to the One-Touch Join Conferencing Node, these endpoints must be registered to Webex Cloud,
and One-Touch Join must be configured to connect to the endpoint via Webex Cloud. For full instructions, see Configuring Cisco Webex

Cloud registered endpoints.

Configuring OBTP endpoints on the same network

In order for Cisco OBTP endpoints to obtain One-Touch Join meeting information, the Conferencing Node associated with the endpoint
uses the endpoint's API to push the information out to the endpoint.

The endpoint must have an account set up with a role of either Admin or User that can be used by One-Touch Join to access the
endpoint's API.
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Configuring Cisco Webex Cloud registered endpoints

In order for endpoints registered to Cisco Webex Cloud to obtain One-Touch Join meeting information, the Conferencing Node
connects to the Webex Cloud, which then uses the endpoint's API to push the meeting information to the endpoint. To enable this, you
must set up a Webex integration to be used for OTJ, and then configure Pexip Infinity OTJ with details of the integration.

Prerequisites

Webex Cloud registered endpoints must be:

e registered to either Webex or Webex Edge for Devices
* running one of the following software versions:

o CE(9.14 or later)

o TC (any version supported by Webex Cloud)

© RoomOS
» have Cloud Calendar disabled

¢ be running in Room mode (not Personal mode).

Creating a Webex Integration
In this step, you create a new Webex integration to be used for One-Touch Join.

1. Go to https://developer.webex.com/my-apps/new/integration and sign in with your account.

2. Configure the following fields as follows (all other fields can be configured as appropriate for your environment):
o Redirect URI(s): this should point to the IP address or FQDN of your Management Node, and be in the format
https://<Management Node_address>/admin/platform/mjxintegration/oauth_redirect/

@ The OAuth Redirect URI is the page on the Pexip Infinity Administrator interface to which the administrator will be
returned after they have successfully signed in to the Webex Integration. Because it is a page on the Management Node,
this URI is internal to your deployment and only needs to be accessible from the administrator's web browser; you do not
need to make it externally accessible.

o Scopes: select spark:xapi_commands
3. Select Add Integration.
Your integration will be created.
4. Take note of the Client ID and Client Secret (which will be generated for you after the integration has been created) and the

Redirect URI (which you entered in step 2 above). These will be required when you are Enabling a One-Touch Join profile to use
Webex Cloud.

Enabling a One-Touch Join profile to use Webex Cloud

1. Onthe Management Node, go to One-Touch Join > OTJ Profiles and either select an existing profile, or create a new profile.

2. Inthe Cisco Webex Endpoint Config Options section, select Enable Webex Cloud and in the fields that then appear, enter the
Client ID, Client Secret and Redirect URI from the previous steps.

3. Select Save.
You will be taken back to the main OTJ Profiles page.
4. Select the profile you have just edited/created, and at the bottom of the page select Authorize Webex Cloud API access.

From the Authorize Login to Webex Integration page, select Authorize:
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Status +  History& Logs ~  System~  Platform~  Call Control »  Services~  Users & Devices~  One-Touch Join =  Utilities =

Authorize Login to Webex Integration

Webex Username

Authorize link

Authorize

https://webexapis.com/v1/authorize?scope=spark%3Axapi_commands&state=oauth_state%3D02a

6. Sign in to Webex, and accept the permissions being requested.
You are redirected back to the Management Node.

7. You may be asked to sign in to the Management Node again. If so, you must sign in to the Management Node (using your
Management Node credentials) to complete the authorization process.

When complete, you see the message Successful sign in to Webex Cloud.

Adding a Webex endpoint

On the Management Node, go to One-Touch Join > OTJ Endpoints and select Add OTJ Endpoint.
2. Select an Endpoint type of Webex Cloud registered.
3. Enter the Webex Device ID.

You can find the IDs for all devices in your Webex deployment by going to https://developer.webex.com/docs/api/vl/devices/list-
devices and from the right-hand panel selecting Run.

4. Enter the Room resource email associated with this endpoint.

Disabling the calendar

1. Signin to https://admin.webex.com/

2. From the panel on the left, select Workspaces.

3. Ensure that for each workspace containing an endpoint to be used for OTJ, the Calendar column shows Not configured.
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o If a calendar is listed, select Actions > Edit Calendar and from the Calendar drop-down menu select Off:

Add Calendar -
Calendar service enables One Button To Push for the Workspace.
Calendar Off NV

Off

Microsoft Exchange/Office 365

Google Calendar

Cancel
Configuring Poly OTD endpoints for OTJ
Page 80 of 123
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In order for Poly OTD endpoints to obtain One-Touch Join meeting information, each One-Touch Join Conferencing Node emulates a
Microsoft Exchange server. The Poly endpoint then connects to the Conferencing Node and registers to the calendaring service on the
node in order to pull meeting information, as shown in the diagram below.

Note that this emulation of an Exchange calendaring service on the Conferencing Node is purely to provide the Poly endpoint with its
meeting information. It is completely separate to the process by which the Conferencing Node initially obtains the meeting information
from the calendar/email service being used for One-Touch Join — which can be either Exchange or Google Workspace.

It is important that you do not set up your Poly endpoints until after you have completed the steps to add the endpoint details to Pexip

Infinity.

Meeting room 1

Service account \
&

T
1 G Suite m
_©\ / rooml@example.com

Conferencing Node

2

Meeting Processing
Rule

3 N
\ Registration / request Poly Endpoint 1
to calendaring service
on Conferencing Node

Enabling the client API

In order to use Poly endpoints with One-Touch Join, you must ensure that the Client APl is enabled on Pexip Infinity, via the global
setting Enable support for Pexip Infinity Connect clients and Client API.

© If you are deploying One-Touch Join as a dedicated stand-alone platform that includes Poly endpoints, you must still enable the
client APIl. However, for added security you can disable some or all call protocols (i.e. SIP, SIP UDP, H.323, WebRTC and RTMP). For
more information, see Enabling and disabling SIP, H.323, WebRTC and RTMP.

DNS records

If you have a One-Touch Join deployment that includes Poly endpoints in a location with more than one Conferencing Node, you
should spread the Poly endpoint registrations across all nodes in the location to maximize performance and provide redundancy. To
achieve this, we recommend that all Poly endpoints in a location register to a single FQDN which uses round-robin DNS to resolve to
each Conferencing Node in turn. This will require you to set up appropriate DNS records for all Conferencing Nodes in the location, and
ensure that your DNS server is configured to round-robin between these records.

For more information and examples, see Enabling Poly endpoints to register to One-Touch Join.
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Poly authentication

In normal Pexip Infinity usage Poly endpoints authenticate to One-Touch Join using digest authentication, with the exception of HDX
endpoints which require NTLMv2.

When Pexip Infinity has been deployed in a secure mode of operation (and therefore FIPS compliance has been enabled), NTLMv2 and
digest authentication are disabled and basic authentication is used. As a result, when in this mode:

o HDX endpoints are not supported

e Trio endpoints must be configured to allow basic authentication.

Deployments with a load balancer

If there is a load balancer between the Poly endpoints and the One-Touch Join Conferencing Node, the load balancer should be
configured to set the x-rorwarded-ror header. This preserves the endpoint's IP address in communications, allowing requests and
subsequent responses to be directed to the correct endpoint.

Configuring Poly RealPresence Group series

One-Touch Join supports Poly RealPresence Group Series endpoints running v5.0.0 or later.

To configure a Poly RealPresence Group Series for One-Touch Join, use the following settings (which can be found on the endpoint
under Admin settings > Servers > Calendering service):

Field Poly configuration Matching Infinity Additional info
configuration
Email The email address of the room resource This must be the same as
configured in Exchange or Google Workspace the Room resource email
that is associated with this endpoint. configured on Pexip

Infinity for this endpoint.

Domain Leave blank. This is the Exchange domain, and is not
required for One-Touch Join.

User Name The username the endpoint will use when This must be the same as  This field is case-sensitive.

connecting and authenticating to the the Poly Calendaring . .
X i i —_— Each Poly endpoint must have a unique
calendaring service on the Conferencing Node,  Username

User Name.
to obtain meeting information. § X
configured on Pexip
Infinity for this endpoint.
Password The password the endpoint will use when This must be the same as  This field is case-sensitive.
connecting and authenticating to the the Poly Calendaring
calendaring service on the Conferencing Node,  password configured on
to obtain meeting information. Pexip Infinity for this
endpoint.
Auto Discover Do not select this button. Auto Discovery is not supported.
Using Instead, you should manually configure

the Microsoft Exchange Server settings.
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Field

Microsoft
Exchange Server

Secure Connection
Protocol

Meeting Reminder
Time in Minutes

Play Reminder
Tone When Not in
a Call

Show Information
for Meetings Set to
Private

Poly configuration Matching Infinity
configuration

* If you have a single Conferencing Node in
this location, enter the IP Address or FQDN
of the node (in the format 192.168.0.0 or
host.example.com).

e If you have multiple Conferencing Nodes in
this location, you should use DNS round
robin; therefore this will be the FQDN of
the DNS record for this location (in the
format host.example.com).

In both cases, the location is the Pexip Infinity
location associated with the Endpoint Group to
which this endpoint belongs.

Select Automatic.

Optional

Optional

Optional

Additional info

Can still be used in conjunction with
One-Touch Join.

Can still be used in conjunction with
One-Touch Join.

Enable private meetings must be
enabled on the One-Touch Join Profile
associated with this endpoint in order
for this setting to apply.

If Enable private meetings has been
disabled on the One-Touch Join Profile,
this setting will have no effect.

To confirm that the Poly RealPresence Group Series endpoint has registered successfully with the calendaring service:

1. On the endpoint, go to Admin Settings > Servers > Calendaring Service.

2. Confirm that the Registration Status is showing as Registered.

Configuring Poly Trio series

When configuring Poly Trio series endpoints for One-Touch Join, you should use a Generic base profile unless your deployment
specifically requires you to use a Skype for Business base profile. Configuration instructions for each are given below.

Configuring Poly Trio using a generic base profile

1. Open the endpoint's web Ul at https://<ipaddress>, select Admin, and log in using the admin password.

2. From Simple Setup > Base Profile select Generic and then select Save.

3. Edit the config file as follows (this can be done via Utilities > Import & Export Configuration):

© add the following:

feature.contactPhotoIntegration.enabled="0"

o if the Trio is running software version 5.9.1.11135 or later and Pexip Infinity has been deployed in a secure mode of operation

(and therefore FIPS compliance has been enabled), you must allow the Trio to use basic authentication by adding:
feature.exchange.allowBasicAuth="1"

4. From Settings > Applications, configure the Poly trio as follows:
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Field

Poly configuration Matching Infinity

configuration

Exchange Applications

Exchange
Calendar

Auto Discover
Using

Exchange Server
URL

Exchange Sign-In *
Exchange Email

Domain

User

Password

Select Enable.

Select Disable.

Enter
https://<address>/EWS/Exchange.asmx

For <address>:

o If you have a single Conferencing Node in
this location, enter the IP Address or
FQDN of the node.

© If you have multiple Conferencing Nodes
in this location, you should use DNS
round robin; therefore this will be the
FQDN of the DNS record for this location.

In both cases, the location is the Pexip Infinity
location associated with the Endpoint Group
to which this endpoint belongs.

Leave blank.

Leave blank.

The username the endpoint will use when
connecting and authenticating to the
calendaring service on the Conferencing
Node, to obtain meeting information. Pexip Infinity for this

endpoint.

The password the endpoint will use when
connecting and authenticating to the
calendaring service on the Conferencing
Node, to obtain meeting information. Pexip Infinity for this

endpoint.

This must be the same as
the Poly Calendaring
Username configured on

This must be the same as
the Poly Calendaring
password configured on

Additional info

Auto Discover is not supported.
Instead, you should manually configure
the Exchange Server URL settings.

Note that the URL is case-sensitive; in
particular, ensure that EWS and
Exchange are capitalised as shown.

This is the Exchange domain, and is not
required for One-Touch Join.

This field is case-sensitive.

Each Poly endpoint must have a
unique User name.

This field is case-sensitive.

* Available for endpoints running version 5.9.2.7727 or later. For earlier versions, you must have physical access to the endpoint's touch
screen; use this to log in using the User and Password credentials as described above.

To confirm that the Poly Trio endpoint has registered successfully with the calendaring service:

1. On the endpoint, go to Diagnostics > Exchange Status.

2. Confirm that Exchange Calendar is showing as Synchronized.

Configuring Poly Trio using Skype for Business base profile

You should only use the Skype for Business base profile if specifically required in your deployment (for example, if you wish to place
PSTN calls via Skype for Business server); otherwise use the generic base profile.
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When the Trio is configured as described below, it will still register with the calendaring service on the Conferencing Node to obtain
meeting information, but it will also register with Skype for Business and use that to place outbound calls.

1.
2.
3.

Open the endpoint's web Ul at https://<ipaddress>, select Admin, and log in using the admin password.

From Simple Setup > Base Profile select Skype for Business and then select Save.

Edit the config file (this can be done via Utilities > Import & Export Configuration) by adding:

feature.exchangeVoiceMail.enabled="0"
exchange.showSeparateAuth="1"
feature.exchangeContacts.enabled="0"

From Settings > Skype For Business Signin, configure the Poly trio as follows:

Field Poly configuration

Skype for Business

Use User Select Enable.

Credentials

Authentication
Type

Select User Credentials.

Sign-in Address The endpoint's Skype for Business address.

Domain The endpoint's Skype for Business domain.

User The name the endpoint will use to
authenticate with Skype for Business.

Password The password the endpoint will use to

authenticate with Skype for Business.
Microsoft Exchange Server Configuration

Exchange Email The email address of the room resource that

is associated with this endpoint.

Exchange Domain  Leave blank.

Exchange User The username the endpoint will use when
connecting and authenticating to the
calendaring service on the Conferencing

Node, to obtain meeting information.

Exchange The password the endpoint will use when

Password connecting and authenticating to the
calendaring service on the Conferencing

Node, to obtain meeting information.

Matching Infinity
configuration

This must be the same as
the Exchange target
mailbox configured on
the endpoint, and Room
resource email
configured on Pexip
Infinity for this endpoint.

This must be the same as
the Poly Calendaring.
Username configured on
Pexip Infinity for this
endpoint.

This must be the same as
the Poly Calendaring
password configured on
Pexip Infinity for this
endpoint.

Additional info

This field is case-sensitive.

Each Poly endpoint must have a

unique User name.

This field is case-sensitive.
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Field Poly configuration

Exchange Target The email address of the room resource that
Mailbox is associated with this endpoint.

Matching Infinity Additional info
configuration

This must be the same as
the Exchange Email
configured on the
endpoint, and Room
resource email
configured on Pexip
Infinity for this endpoint.

5. From Settings > Applications, configure the Poly trio as follows:

Field Poly configuration Matching Infinity
configuration

Exchange Applications

Exchange Select Enable.
Calendar
Auto Discover Select Disable.

Exchange Server Enter
URL https://<address>/EWS/Exchange.asmx

For <address>:

o If you have a single Conferencing Node in
this location, enter the IP Address or
FQDN of the node.

o If you have multiple Conferencing Nodes
in this location, you should use DNS
round robin; therefore this will be the
FQDN of the DNS record for this location.

In both cases, the location is the Pexip Infinity
location associated with the Endpoint Group
to which this endpoint belongs.

Additional info

Auto Discover is not supported.
Instead, you should manually configure
the Exchange Server URL settings.

Note that the URL is case-sensitive; in
particular, ensure that EWS and
Exchange are capitalised as shown.

To confirm that the Poly Trio endpoint has registered successfully with the calendaring service:

a. On the endpoint, go to Diagnostics > Exchange Status.

b. Confirm that Exchange Calendar is showing as Synchronized.

Configuring Poly HDX series

To configure the Poly HDX for One-Touch Join, go to the endpoint's IP address.
From Admin Settings > Global Services > Calendaring Service, enter the following:
Field Poly configuration Matching Infinity
configuration

Enable Calendaring Select this option.
Service

Additional info
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Field

Microsoft
Exchange Server
Address

Domain

User Name

Password

New Password
Confirm Password

Mailbox

Reminder Time in
Minutes

Play Reminder
Tone

Show Private
Meeting
Information

To confirm that the Poly HDX endpoint has registered successfully with the calendaring service:

Poly configuration Matching Infinity
configuration

* If you have a single Conferencing Node in
this location, enter the IP Address or FQDN
of the node (in the format 192.168.0.0 or
host.example.com).

e If you have multiple Conferencing Nodes in
this location, you should use DNS round
robin; therefore this will be the FQDN of
the DNS record for this location (in the
format host.example.com).

In both cases, the location is the Pexip Infinity
location associated with the Endpoint Group to
which this endpoint belongs.

Leave blank.

The username the endpoint will use when This must be the same as

connecting and authenticating to the the Poly Calendaring

calendaring service on the Conferencing Node,  Username configured on

to obtain meeting information. Pexip Infinity for this
endpoint.

Select this option. The following two fields will

appear:
The password the endpoint will use when This must be the same as
connecting and authenticating to the the Poly Calendaring

calendaring service on the Conferencing Node, = password configured on
to obtain meeting information. Pexip Infinity for this
endpoint.

For Exchange integrations: the email address of ~ For Exchange

the room resource configured in Exchange that  integrations, this must be
is associated with this endpoint. the same as the Room

. . resource email configured
For Google Workspace integrations: the User s — )
on Pexip Infinity for this

Name entered above. X
endpoint.

Optional

Optional

Optional

Additional info

This is the Exchange domain, and is not
required for One-Touch Join.

This field is case-sensitive.

Each Poly endpoint must have a unique
User Name.

This field is case-sensitive.

Can still be used in conjunction with
One-Touch Join.

Can still be used in conjunction with
One-Touch Join.

Enable private meetings must be
enabled on the One-Touch Join Profile
associated with this endpoint in order
for this setting to apply.

If Enable private meetings has been
disabled on the One-Touch Join Profile,
this setting will have no effect.

© 2023 Pexip AS

Version 32.a June 2023

Page 87 of 123


https://docs.pexip.com/admin/dns_records#poly_otj
https://docs.pexip.com/admin/dns_records#poly_otj

Ipexip|[

Pexip One-Touch Join Deployment Guide

Configuring endpoints to support One-Touch Join

1. On the endpoint, go to Admin Settings > Global Services > Calendaring Service.

2. Confirm that there is a green tick next to Enable Calendaring Service.

Configuring Poly Studio X series and Poly G7500 series

To configure the Poly Studio or Poly G7500 for One-Touch Join, go to the endpoint's IP address and sign in to the endpoint if required.

From Servers > Calendaring Service, enter the following:

Field

Enable Calendaring
Service

Email

Domain

User Name

Password

Microsoft
Exchange Server

Meeting Reminder
Time in Minutes

Play Reminder
Tone When Not in
a Call

Poly configuration

Select this option.

The email address of the room resource
configured in Exchange or Google Workspace
that is associated with this endpoint.

Leave blank.

The username the endpoint will use when
connecting and authenticating to the
calendaring service on the Conferencing Node,
to obtain meeting information.

The password the endpoint will use when
connecting and authenticating to the
calendaring service on the Conferencing Node,
to obtain meeting information.

o If you have a single Conferencing Node in

this location, enter the IP Address or FQDN

of the node (in the format 192.168.0.0 or
host.example.com).

e If you have multiple Conferencing Nodes in

this location, you should use DNS round
robin; therefore this will be the FQDN of
the DNS record for this location (in the
format host.example.com).

In both cases, the location is the Pexip Infinity

location associated with the Endpoint Group to

which this endpoint belongs.

Optional

Optional

Matching Infinity
configuration

This must be the same as
the Room resource email
configured on Pexip

Infinity for this endpoint.

This must be the same as
the Poly Calendaring
Username configured on
Pexip Infinity for this
endpoint.

This must be the same as
the Poly Calendaring
password configured on
Pexip Infinity for this
endpoint.

Additional info

This is the Exchange domain, and is not
required for One-Touch Join.

This field is case-sensitive.

Each Poly endpoint must have a unique
User Name.

This field is case-sensitive.

Can still be used in conjunction with
One-Touch Join.

Can still be used in conjunction with
One-Touch Join.
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Field Poly configuration Matching Infinity
configuration

Show Information ~ Optional
for Meetings set to
Private

Additional info

Enable private meetings must be
enabled on the One-Touch Join Profile
associated with this endpoint in order
for this setting to apply.

If Enable private meetings has been
disabled on the One-Touch Join Profile,
this setting will have no effect.

To confirm that the Poly Studio / Poly G7500 endpoint has registered successfully with the calendaring service:

1. Onthe endpoint, go to Servers > Calendaring Service.

2. Confirm that the Registration Status is showing as Registered.

Configuring Poly Debut series

To configure the Poly Debut for One-Touch Join, from Server Settings > Calendar, enter the following:

Field Poly configuration Matching Infinity
configuration

Enable Calendar Select Enable.

Microsoft « If you have a single Conferencing Node in

Exchange Server this location, enter the IP Address or FQDN

of the node (in the format 192.168.0.0 or
host.example.com).

o If you have multiple Conferencing Nodes in
this location, you should use DNS round
robin; therefore this will be the FQDN of
the DNS record for this location (in the
format host.example.com).

In both cases, the location is the Pexip Infinity
location associated with the Endpoint Group to
which this endpoint belongs.

Domain Leave blank.

User Name The username the endpoint will use when This must be the same as
connecting and authenticating to the the Poly Calendaring
calendaring service on the Conferencing Node,  Username configured on
to obtain meeting information. Pexip Infinity for this

endpoint.

Password The password the endpoint will use when This must be the same as
connecting and authenticating to the the Poly Calendaring
calendaring service on the Conferencing Node, = password configured on
to obtain meeting information. Pexip Infinity for this

endpoint.

Additional info

This is the Exchange domain, and is not
required for One-Touch Join.

This field is case-sensitive.

Each Poly endpoint must have a unique
User Name.

This field is case-sensitive.

To confirm that the Poly Debut endpoint has registered successfully with the calendaring service:
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1. On the endpoint, go to the Device Status page.

2. Inthe Calendar row of the table, check that the Status is showing as Registered.
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One-Touch Join meeting types and transforms

This topic details the meeting types, transform patterns and variables that are supported when Adding One-Touch Join meeting
processing rules.

You must configure One-Touch Join with information about all the different types of meeting invitations you expect to encounter in
your deployment, and rules for how the information in each of these invitations should be used to derive the alias that the endpoint
will dial to join the meeting.

You can select from the currently supported meeting types (which you can edit if necessary), or create your own regex or custom rules
if you wish to enable One-Touch Join for other meeting types or conferencing providers not already supported. There are also some
non-configurable fallback settings that are used when no other rules match.

You must also ensure that your deployment has appropriate Call Routing Rules to enable the OTJ endpoint to dial the meeting aliases
that are derived for each meeting type.

Fallback alias matching

If One-Touch Join cannot find a valid meeting alias because none of the meeting processing rules match, or because there are no
meeting processing rules configured or enabled, as a fallback it will always search the body and the location of the invitation for one of
the following patterns to use as the alias to dial:

e sip:<uri>
e sips:<uri>
e h323:<address>

Supported meeting types

The table below lists the currently supported configurable Meeting types. For each type, the Default transform pattern shows how,
when default processing is enabled, One-Touch Join uses the information it finds in the meeting invitation to derive the alias that the
endpoint will dial to join the meeting. The table also lists the Valid variables that can be used when creating a custom transform
pattern for this meeting type.

@ These meeting types are supported by the current version of Pexip Infinity at the time of its release, but sometimes conferencing
providers change the format of their meeting invitations. Until these changes are incorporated into a subsequent release of Pexip
Infinity, you may need to use a custom rule in order to continue to use One-Touch Join for these meeting types. Where possible
we will provide these for you in the Custom meeting type section of the Pexip documentation, so we suggest that you check this
content regularly between upgrades.

Meeting type Usage and notes Default transform pattern Valid variables
(if not using
default transform)

Pexip Infinity For meetings scheduled using Pexip's VMR Scheduling  {{meeting_id}}@{{domain}} e meeting_id
for Exchange feature, and which use the default « domain
Joining instructions template. These meetings typically

include a join link in the format pexip://<meeting_
id>@<domain>.

If your VMR Scheduling for Exchange deployment does
not use the default template, or uses an alias in a
different format, you should select a Meeting type of
Domain or Custom instead.

© 2023 Pexip AS Version 32.a June 2023 Page 91 of 123


https://docs.pexip.com/admin/configuring_gateway_rules.htm
https://docs.pexip.com/admin/scheduling_overview.htm
https://docs.pexip.com/admin/scheduling_overview.htm
https://docs.pexip.com/admin/scheduling_infinity_config.htm#join_instructions

Ipexip|[

Pexip One-Touch Join Deployment Guide

One-Touch Join meeting types and transforms

Meeting type

Pexip Service

Microsoft Teams Meeting
Properties

Microsoft Teams SIP
Guest Join

Microsoft Teams Meeting
Body for Pexip Infinity

Microsoft Teams Meeting
Body for Pexip Service

Microsoft Teams Meeting
Body for Poly

Microsoft Teams Meeting
Body for BlueJeans

Microsoft Teams Meeting

Usage and notes

For meetings held in Pexip Service VMRs.

By default, the resulting alias will use the domain
pexip.me

(Not currently supported for Google Workspace
integrations)

For meetings hosted in Microsoft Teams. This rule
should be sufficient if all your Teams meetings are
internal; otherwise we recommend that you also add
any relevant Microsoft Teams Meeting Body for ...
rules.

You must provide the Domain that will be used when

deriving the alias — this should be the domain from
which the meeting invitation was sent.

For Microsoft Teams meetings hosted on another
domain where the hosting domain does not have
Pexip Teams interop but your organization does have
access to Pexip Teams interop through the Pexip
Service.

Leave Default processing enabled checked.

If you expect users in your deployment to receive
invitations to Microsoft Teams meetings sent from
domains other than your own, where the meeting
organizer is using a Pexip Infinity — Teams integration.

If you expect users in your deployment to receive
invitations to Microsoft Teams meetings sent from
domains other than your own, where the meeting
organizer is using a Pexip Service — Teams integration.

If you expect users in your deployment to receive
invitations to Microsoft Teams meetings sent from
domains other than your own, where the meeting
organizer is using a Poly — Teams integration.

By default, the resulting alias will use the domain
t.plcm.vc

If you expect users in your deployment to receive
invitations to Microsoft Teams meetings sent from
domains other than your own, where the meeting
organizer is using a BlueJeans — Teams integration.

By default, the resulting alias will use the domain
teams.bjn.vc

If you expect users in your deployment to receive

Default transform pattern

{{meeting_id}}@pexip.me

{{meeting_id}}@{{domain}}

{{base32_encoded_blob}}.
{{tenant_id}}@pex.ms

{{prefix}}{{meeting_id}}@
{{domain}}

{{meeting_id}}@{{domain}}

{{tenant_id}}.{{meeting_
id}}@t.plcm.vc

{{tenant_id}}.{{meeting_
id}}@teams.bjn.vc

{{conf_id}}.{{tenant_key}}@

Valid variables

(if not using

default transform)
e meeting_id

e domain

¢ meeting_id

e domain

¢ meeting_id
e domain

o prefix

e meeting_id

e domain

e meeting_id
e domain

e tenant_id

e meeting_id
e domain

e tenant_id

e conf_id

Body for Cisco invitations to Microsoft Teams meetings sent from {{domain}} o tenant_key
domains other than your own, where the meeting .
e domain
organizer is using a Cisco — Teams integration.
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Meeting type

Google Meet

Google Meet SIP Guest
Join

Skype for Business

Skype for Business
Meeting Body for Poly

Webex

Zoom

Usage and notes

For meetings scheduled using Google Meet.

This is supported in Google Workspace integrations,
and in Exchange integrations (on-premises or 0365) if
the Google Meet invitation uses Long meeting IDs
(which automatically include a SIP dial-in address).

This option is not supported in Exchange integrations
(on-premises or 0365) if the Google Meet invitation
uses Short meeting IDs only, because the SIP dial-in
address is not automatically included in these
invitations.

For Google Meet meetings hosted on another domain
where the hosting domain does not have Pexip Google
interop but your organization does have access to
Pexip Google interop through the Pexip Service.

Leave Default processing enabled checked, and enter
the Domain of the service providing the Pexip Google
interop — for the Pexip Service this is
google.pexip.me.

For Skype for Business meetings.

The domain used is the domain of the organizer’s
email address.

You must also ensure you have a Call Routing Rule
configured that includes the following settings
(replacing example\ .com in the example below with the
domain of the organizer’s email address):
« Destination alias regex match:
__sfb__ ([a-2z0-9]+)\. ([a-z\.\-]+)@ (example\.com)
* Regex replace string:
sip:\2@\3;gruu;opaque=app:conf:focus:id:\1

e Call target:

Lync / Skype for Business clients, or meetings via
a Virtual Reception

For Skype for Business meetings, where the meeting
organizer is using a SfB — Poly integration.

By default, the resulting alias will use the domain
v.plcm.vc

For Webex meetings.

For Zoom meetings.

By default, the resulting alias will use the domain
zoomcrc.com

Optionally, the meeting password (PIN) can be
included in the alias (not supported for Google
Workspace integrations).

Default transform pattern

{{meeting_id}}@{{domain}}

{{meeting_id}}@{{domain}}

_ sfb__{{focus_id}}.{{user}}@
{{domain}}

{{tenant_id}}.{{meeting_
id}}@v.plcm.vc

{{meeting_id}}@{{domain}}

{{meeting_id}}@zoomcrc.com

{{meeting_id}}.
{{pin}}@zoomcrc.com

Valid variables
(if not using
default transform)

meeting_id

domain

meeting_id

domain

focus_id

domain

meeting_id
domain

tenant_id

meeting_id

domain

meeting_id
domain

pin

© 2023 Pexip AS

Version 32.a June 2023

Page 93 of 123


https://docs.pexip.com/admin/configuring_gateway_rules.htm

] pele [ Pexip One-Touch Join Deployment Guide One-Touch Join meeting types and transforms

Meeting type Usage and notes Default transform pattern Valid variables
(if not using
default transform)

BlueJeans For BlueJeans meetings. {{meeting_id}}@bjn.vc e meeting_id
By default, the resulting alias will use the domain ¢ domain
bjn.vc

GoToMeeting For GoToMeeting meetings. {{meeting_id}}@{{domain}} * meeting_id

e domain

Domain If you expect users in your deployment to receive {{meeting_id}}@{{domain}} e meeting_id

invitations for meetings that do not fall into any of the o domain

above categories, you can use this rule to enable
meetings where the alias is from a known domain.

We recommend that Domain rules are given a lower
priority than any of the other rules.

You must provide the Domain that will be searched for

in order to match this rule.

This rule will search the body and the location for a
match.

The search will result in a match even if the URI
includes one or more subdomains of the domain being
searched for. The domain can also include
subdomains. When there is a match, the full URI will
be used as the meeting alias. For example, if the
domain is sales.example.com, that will match
alice@sales.example.com and
alice@us.sales.example.com but not
alice@example.com.

Regex See Regex meeting type

Custom See Custom meeting type

Regex meeting type

A Meeting type of Regex enables you to use a regular expression to search for a particular Match string in the body and location of the
invitation. You can then either:

o select Default processing enabled to use the matched string as the alias that the endpoint will dial to join the meeting, or

o disable Default processing enabled to use a regex Replace string to transform the matched string into the alias to dial.

For more information on using regular expressions with Pexip Infinity, see Regular expression reference.

Examples

Matching without a transform

This example searches the invitation for any alias in the format of <name>.vmr@example.com, and uses that as the alias to dial:

Meeting type Regex
Default processing enabled Yes
Match string [\w+].vmr@example.com
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In this example, if the meeting body contains the following text:

From a video system (SIP/H.323): alice.vmr@example.com

then the alias that will be dialed to join the meeting will be alice.vmr@example.com

Transforming a URL into an alias

This example searches the invitation for a URL in the format https:://<domain>/meet/<name>and transforms that into an alias in the
format <name>@<domain>:

Meeting type Regex

Default processing enabled No

Match string https:\/\/(["\/]+)/meet\/(\d+)
Replace string \2@\1

In this example, if the meeting body contains the following text:

From web browser & other ways to join:
https://pexip.me/meet/123456

then the alias that will be dialed to join the meeting will be 123456 @pexip.me

Custom meeting type

A Meeting type of Custom enables more advanced processing by allowing you to use a Jinja2 template with access to all calendar_
event information, which you can then use to generate the alias that the endpoint will dial to join the meeting. For more information
on using Jinja2 with Pexip Infinity, see Jinja2 templates and filters.

A custom meeting type can be used to enable meeting types or conferencing providers not listed above, or to provide a workaround if
any supported providers change their current implementations. (Any known workarounds will be given in the Examples section below.)

You can use the following calendar event dictionary items, in conjunction with any other literal values if required (e.g. if the domain is
always a known quantity), to create the Jinja script:

Item Type Additional information

subject string

organizer_full_name string

organizer_first_name string

organizer_last_name string

organizer_email string

start_time dictionary Properties:

end_time e year
e month
e day
e hour
e minute
e second

is_private boolean

body string
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Item Type Additional information
location string
properties dictionary Google Workspace

A Google Workspace calendar_event will contain a Google Calendar Event resource. For
more information, see https://developers.google.com/calendar/v3/reference/events.

Exchange

An Exchange calendar_event may contain any EWS MAPI properties from the following
list:

o item_class (string): for options, see https://docs.microsoft.com/en-

gb/office/vba/outlook/Concepts/Forms/item-types-and-message-classes

o sensitivity (string): for options, see https://docs.microsoft.com/en-

us/dotnet/api/microsoft.exchange.webservices.data.sensitivity?view=exchange-ews-
api

e is_recurring (boolean): True if the meeting is part of a recurring series, otherwise

False.

o calendar_item_type (string): for options, see https://docs.microsoft.com/en-

us/exchange/client-developer/web-service-reference/calendaritemtypettext-value

e teams_vtc_conference_id: available for Teams meetings only.
« online_meeting_conf_link: available for Skype for Business meetings only.

e uc_capabilities: available for Webex meetings only.

Examples

The following examples show basic jinja templates that can be used in the Custom template field.

Searching by partial alias

This first example searches the calendar_event.body (i.e. the text in the body of the meeting invitation) for an alias that includes
.vmr@example.com. It then uses the full alias as the meeting alias to dial:

{% set matches = pex_regex search(" ([\w.-]+\.vmr@example\.com)", calendar event.body) %}
{$ 1f matches %}

{{matches[0] }}

{% endif %}

In the above example, if the meeting body contains alice.vmr@example.com, this will be used as the alias for the meeting.

Searching by top-level domain

This next example searches the calendar_event.body (i.e. the text in the body of the meeting invitation) for an alias that includes a
domain ending in .com. It then uses the full alias as the meeting alias to dial:

{% set groups = pex_regex search(" ([a-z0-9.-1+)@([a-2z0-9.-]+.com)", calendar_event.body) %}
{% if groups %}
{{ groups[0] }}€{{ groups[l] }}

% endif %}

In the above example, if the meeting body contains alice.vmr@example.com, this will be used as the alias for the meeting.

Searching the location for a partial alias

This example searches the calendar_event.location (i.e. the text in the location field of the meeting invitation) for an alias that includes
.vmr@example.com. It then uses the full alias as the meeting alias to dial:

{% set matches = pex regex search (" ([\w.-]+\.vmr@example\.com)", calendar event.location) %}
{% if matches %}

{{matches[0]}}
{% endif %}

In the above example, if the meeting location contains alice.vmr@example.com, this will be used as the alias for the meeting.
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Lifesize Cloud example

This example searches a standard Lifesize Cloud meeting invitation and converts the URL into a meeting alias:

{% set matches = pex_regex_search("https://call.lifesizecloud.com/([0—9.—]+)", calendar_event.body) %}
{% if matches %}
{{matches[0]}}Q@lifesizecloud.com
{% endif 3%}
In the above example, if the meeting body contains https://call.lifesizecloud.com/123456, the alias that will be used to join the
meeting will be 123456@lifesizecloud.com.

Skype for Business example: different organizer and endpoint domains

This example can be used if you have Skype for Business meeting invitations where the domain of the organizer's email address is not
the same as the domain of the alias of the SIP endpoint to be used for the meeting.

{% set matches = pex_regex search ("https:\/\/meet\.pajusa\.com\/([a-2z0-9-.]+)\/([a-2z0-9]+)\/ ([A-Z0-9]+)", calendar_ event.body) %}
{%$ 1f matches %}

__sfb_ {{matches[2]}}.{{matches[1]}}@{{matches[0]}}

{% endif %}

In the above example, if the meeting body contains https://meet.pajusa.com/pexample.com/alice/ABC123, the alias that will be used
to join the meeting will be __sfb__ABC123.alice@pexample.com.

Extracting an alias from a URL that has been rewritten for security

This example can be used if you expect that some meeting invitations sent to One-Touch Join room resources may include URLs that
have been rewritten for security reasons. This rule matches URLs for Microsoft Teams meetings on the Pexip Service (which are in the
format https://pexip.me/teams/<domain>/<meeting_id>) that have been rewritten by either:

o Safe Links in Microsoft Defender for Office 365, which start with something like
https://nam06.safelinks.protection.outlook.com/?url=https

e Proofpoint's URL Defense, which start with something like
https://urldefense.proofpoint.com/v2/url?u=https

{% set matches =
21{2,1)) (_I%2F) (\
{% if matches %}

{{matches[8]}}€@{{matches[3]}}
{% endif %}

ex regex_search ("https (-3A_|%3A%2F%2F)pexip\.me(_|%2F) teams (_|%2F) (([a-2RA-Z20-9-]1+) (\.[a-2A-Z0-9-]+) {0, }\. ([a-zA-

p
d+)", calendar event.body) %}

In the above example, If the original meeting invitation contained a URL in the format
https://pexip.me/teams/pexample.com/123456 and that URL was subsequently rewritten by either Safe Links or URL Defense, the
alias that will be used to join the meeting will be 123456@pexample.com.
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Deploying a dedicated One-Touch Join platform

In most cases, One-Touch Join will be implemented as a feature within a wider Pexip Infinity deployment, and run on Conferencing
Nodes alongside other Pexip Infinity services. However, you can also set up separate OTJ locations within your deployment that contain
Conferencing Nodes used solely for One-Touch Join. A third option appropriate in some situations is to implement a separate Pexip
Infinity deployment purely for One-Touch Join, for example if you are a Pexip Service customer wishing to use One-Touch Join, or you

are a large enterprise wishing to separate the resources used for your One-Touch Join deployment.

If you are implementing a dedicated One-Touch Join deployment alongside but separate from a Pexip Infinity deployment, they do not
need to be running the same software version, as there is no interaction between the two deployments. This means that existing Pexip
Infinity environments can implement a dedicated One-Touch Join deployment without having to upgrade their existing software.

Minimum hardware requirements

A dedicated One-Touch Join deployment consists of one Management Node and at least one Conferencing Node. Further Conferencing
Nodes can be deployed for redundancy.

For dedicated One-Touch Join-only deployments, the resource requirements are minimal, therefore you may use the minimum server
specifications outlined below. However, if you expect to broaden your deployment to implement some of the wider Pexip Infinity
features in the future, you will need to increase the specifications of your hardware.

On-premises deployments

When setting up a dedicated One-Touch Join deployment using servers in your own datacenters, we recommend the following as a
minimum:
e Management Node:
© 4 cores
°© 4 GBRAM
©o AVX or later processor
© 100 GB SSD storage
©  The Pexip Infinity VMs are delivered as VM images (.ova etc.) to be run directly on the hypervisor. No OS should be installed.
e Conferencing Nodes:
© 4 cores
© 4 GBRAM
o AVX or later processor
o 50 GB SSD storage per Conferencing Node, 500 GB total per server (to allow for snapshots etc.)

© The Pexip Infinity VMs are delivered as VM images (.ova etc.) to be run directly on the hypervisor. No OS should be installed.

For more information, see server design guidelines.

Cloud deployments

When setting up a dedicated One-Touch Join deployment using a cloud service, you can generally use the same sized server for the
Conferencing Node(s) as you do for the Management Node. We therefore recommend the following as a minimum:

GCP

e Management Node: a machine type with 4 vCPUs (n1-standard-4) or larger

e Conferencing Node: a machine type with 4 vCPUs (n1-standard-4) or larger

AWS

e Management Node: an m5.xlarge instance

» Conferencing Node: an m5.xlarge instance
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Azure

e Management Node: an F4s v2 instance

o Conferencing Node: an F4s v2 instance

Minimum Pexip Infinity platform configuration

You must ensure the following components of the Pexip Infinity platform are configured and working appropriately:

e DNS servers

e NTP servers

e Locations (note that you do not need to configure any media overflow locations, as this concept is not used by One-Touch Join).
e Licenses: you will need an OTJ license for each endpoint that will use the One-Touch Join feature.

e Custom CA certificates: only required if you are using One-Touch Join with Exchange on-premises, and your Exchange server does
not use a globally trusted certificate.

Call Routing Rules are not required on the dedicated One-Touch Join deployment, because these deployments do not handle any calls.
However, you must ensure that your call control system is configured so that calls being placed by the endpoints to each of the
supported meeting types can be routed appropriately.

One-Touch Join configuration

The process of configuring One-Touch Join in a dedicated environment is the same as when configuring it as part of a wider Pexip
Infinity deployment, namely:
1. Configuring your calendar/email service:

o Configure Google Workspace for One-Touch Join, including Adding a One-Touch Join Google Workspace integration on Pexip
Infinity, or

o Configure Exchange on-premises for One-Touch Join, including Adding a One-Touch Join Exchange integration on Pexip
Infinity, or

o Configure Office 365 for One-Touch Join, including Adding a One-Touch Join Exchange integration on Pexip Infinity

Adding a One-Touch Join profile

Adding One-Touch Join endpoint groups

2
3
4. Adding One-Touch Join endpoints
5

Adding One-Touch Join meeting processing rules

For more information, see Configuring Pexip Infinity for One-Touch Join
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Scheduling and joining meetings using One-Touch Join

You can use One-Touch Join to join meetings via the videoconferencing endpoints in your meeting rooms, or via your own personal
endpoints.

Using One-Touch Join in meeting rooms

When the One-Touch Join feature has been enabled for meeting rooms in your environment, you don't need to do anything special in
order to use it — everything will happen automatically:

1. You or the meeting organizer create a meeting invitation in Outlook, Google calendar, or via the Teams client in your usual way.
This includes any invitations that are created by using add-in buttons, for example for Pexip scheduled meetings or for Webex.

2. Add the meeting room to the invitation as a room resource.

3. Each endpoint in each meeting room will display a list of scheduled meetings for that room. When a meeting is due to start, the
endpoint in the meeting room will show a Join or Join meeting button.

4. When you are ready to join the meeting, just press the Join button. The endpoint will dial in to the meeting.

Using One-Touch Join with your personal endpoint

If you have a personal videoconferencing endpoint that supports One-Touch Join, you may be able to link this with your own calendar,
so that you can use OTJ on the endpoint to join any meetings to which you are invited. This depends on your organization's policies and
network, so you'll need to contact your system administrator to see if this is possible.
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Viewing One-Touch Join status

You can check the status of your One-Touch Join deployment by viewing a list of all currently scheduled One-Touch Join meetings, and
by viewing a list of all endpoints enabled for One-Touch Join.

Viewing One-Touch Join meetings

To view a list of all currently scheduled meetings that use Pexip Infinity's One-Touch Join feature in your deployment, go to Status >
One-touch Join Meetings.

This page lists all One-Touch Join meetings with a start time from one day in the past up to the number of days in the future specified
by the associated One-Touch Join profile's No. of upcoming days setting. For recurring meetings, this page will list only those
recurrences of the meeting that fall within this timeframe.

This information is updated each time the OTJ process runs. The OTJ process obtains meeting information by reading the room
resources' calendars, and then processing the information based on the currently configured OTJ profile settings and meeting
processing rules. This means that any changes to room resources' calendars (e.g. adding meetings, canceling meetings, or changing the
meeting information), or any changes to the way the meeting information is processed (e.g. changes to the OTJ profile settings, or to
meeting processing rules) will be reflected in the status after the OTJ process next runs. This could be between 30 seconds and many
minutes, depending on the number of OTJ rooms in your deployment.

To view full details about a meeting, click on the meeting subject. The following information is available for each meeting:

Field Description
Meeting subject The text that appears in the subject line of the meeting invitation.

This field will show the organizer's name instead of the meeting subject if:
e Replace subject is set to Always, and the and the Replace subject string is empty, or

e Replace subject is set to Private, the meeting was flagged as private, and the Replace subject string is
empty, or

e Replace empty subject has been enabled and there was no subject.

Organizer name * The name of the person who created the meeting invitation.

Organizer email The email address of the person who created the meeting invitation.

Start time The scheduled start time of the meeting. This does not include the Start buffer.
End time The scheduled end time of the meeting. This does not include the End buffer.
Endpoint name The name of the endpoint, as configured in Pexip Infinity.

OTJ Profile name The name of the OTJ profile used when processing this meeting.

Meeting alias The alias that the endpoint will use to dial in to the meeting.

This will be blank if either:

e Process alias for private meetings has been disabled and the meeting was flagged as private, or

e Enable non-video meetings has been enabled, but OTJ was not able to obtain a valid alias for the

meeting.
Meeting room email * The email address of the room resource in whose calendar the meeting has been scheduled.
Matched meeting The name of the meeting processing rule that was matched and used to process this meeting.

rocessing rule *
P & This will be blank if the meeting information did not match any meeting processing rules, and Enable non-

video meetings has been enabled.

* Only displayed when you have selected an individual OTJ meeting to view.
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Viewing One-Touch Join endpoints

To view a list of all endpoints in your deployment that are actively available for use by Pexip Infinity's One-Touch Join feature, go to
Status > One-touch Join Endpoints.

This page lists all Cisco/Webex endpoints that One-Touch Join has successfully contacted, and all Poly endpoints that have successfully
contacted One-Touch Join. For both, it lists the date and time of the most recent contact.

Cisco and Webex endpoints are contacted once an hour, or sooner if the OTJ process detects a change in the room resource's calendar
when it next runs. Poly endpoints make contact at least every 5 minutes.

To view full details about an endpoint, click on the endpoint name. The following information is available for each endpoint:

Field Description

Endpoint name The name of the endpoint, as configured in Pexip Infinity.

Endpoint type The type of "click to join" feature supported by this endpoint.

Endpoint address The IP address of the endpoint.

Meeting room email The email address of the room resource associated with this endpoint.

OTJ Profile name The name of the OTJ profile used when processing this meeting.

Current node * The IP address and name of the Conferencing Node that last had contact with the endpoint.
Last contacted The date and time that contact was last made with the endpoint.

Number of meetings * The number of currently scheduled One-Touch Join meetings that will use this endpoint.

* Only displayed when you have selected an individual OTJ meeting to view.
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Configuring Google Workspace for domain user authorization

This topic describes an alternative method to configuring Google Workspace for One-Touch Join in environments where the
recommended method of using a service account for authorization is not desirable. This alternative method uses a domain user for
authorization (referred to as the "authorization user"), which authenticates to Google Workspace using 3-legged OAuth.

The process involves the following steps, described in more detail in the sections that follow:

Setting up OAuth authentication for One-Touch Join.

Creating a room resource for each physical room that will have a One-Touch Join endpoint in it.

Configuring the room resource with the necessary permissions and settings to support One-Touch Join.

Updating the quota for the number of user requests per 100 seconds.

Adding a One-Touch Join Google Workspace integration on Pexip Infinity.

1

2

3

4

5. For larger deployments, Requesting an increase to API limits.
6

i)

If you have already set up a One-Touch Join Google Workspace integration and simply wish to add an existing room to it, you need
only configure the room resource in Google Workspace and then add the endpoint to the Google Workspace integration in Pexip
Infinity.

Prerequisites

You must have already created a user account specifically to be used as the Google Workspace authorization user. This user account
does not need to have any special privileges; as part of the configuration described below you will grant this user access to all the One-
Touch Join room resource calendars.

Enabling authorization using OAuth

In this step you create a project to use for One-Touch Join. You then enable the Calendar API for this project, and create the OAuth
credentials to be used when One-Touch Join accesses the API as the authorization user.

1. Creating a new project:

a. Go to https://console.developers.google.com (logged in as a Google Workspace administrator).

b. From the top left of the page, select the down arrow:

= GoogleAPIs g MyFirstProjecE

c. Select New Project.
d. Enter a Project name (e.g. One-Touch Join) and select Create.
2. Enabling the Calendar API for the project:

a. Go to https://console.developers.google.com

b. From the top left of the page, select the down arrow, select your newly-created project, and select Open. Your new project
should now be showing at the top left of the page:

= Google % Pexip OTJ w

c. From the navigation menu on the left of the screen, select APIs & Services > Library, then scroll down and select the Google
Calendar API tile:
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Google Calendar API
Google

Integrate with Google Calendar
using the Calendar API.

d. Select Enable:
= Google APIs % pexipony v Q

& APILibrary

Google Calendar API

Google

e

3. Creating an OAuth consent screen:

a. From https://console.developers.google.com, from the left-hand panel select OAuth consent screen. Select a User Type of

Internal and then select Create:

= Google APIs 8 pexip 0TJ v
API APIs & Services
e Dashboard

Library

O Credentials

Q Search for APIs and Services v

OAuth consent screen

User Type

Choose how you want to configure and register your app, including your
target users. You can only associate one app with your project.

e OAuth consent screen

Domain verification

@® Internal @

Only available to users within your organization. You will not need to
submit your app for verification.

Z»  Page usage agreements

O External @

b. From the OAuth consent screen page:

®  under Application name, enter a name for your OTJ application

Available to any user with a Google Account.

CREATE

® under Authorized domains, enter the domain of the Management Node.
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Select Save:

= Google APls 2o pexipoty «

Q,  Search for APls and Services

API APIs & Services

«»  Dashboard
it Library
o  Credentials

OAuth consent screen

Domain verification

Page usage agreements

<l

4. Creating the OAuth credentials:

OAuth consent screen

Before your users authenticate, this consent screen will allow them to choose
whether they want to grant access to their private data, as well as give them a link
to your terms of service and privacy policy. This page configures the consent
screen for all applications in this project.

Application type
Public
Any Google Account can grant access to the scopes required by this app.
Learn more about scopes

Internal
Only users with a Google Account in your organization can grant access to the scopes
requested by this app.

Application name
The name of the app asking for consent

Pexip OTJ

pplication logo
An image on the consent screen that will help users recognize your app

Local file for upload Browse

Support email
Shown on the consent screen for user support

juliet@pexip.com =
Scopes for Google APls
scopes allow your application to access your user's private data. Learn more
If you add a sensitive scope, such as scopes that give you full access to Calendar or Drive,
Google will verify your consent screen before it's published
email

profile

openid

Add scope

Autherized domains

To protect you and your users, Google only allows applications that authenticate using
OAuth to use Authorized Domains. Your applications’ links must be hosted on Authorized
Domains. Learn more

pexip.com

Type in the domain and press Enter to add it

Application Homepage link
Shown on the consent screen. Must be hosted on an Authorized Domain.

https:// or httpz//

Application Privacy Policy link

Shown on the consent screen. Must be hosted on an Authorized Domain.
https:// or http://

Application Terms of Service link
Shown on the consent screen. Must be hosted on an Authorized Domain

https:// or hitp://

Save ancel

About the consent screen

The consent screen tells your users who is
requesting access to their data and what kind of data
you're asking to access

QAuth verification

To protect you and your users, your consent screen
and application may need to be verified by Google.
Verification is required if your app is marked as
Public and at least one of the following is true:

Your app uses a sensitive and/or restricted
scope

Your app displays an icon on its OAuth consent
screen

Your app has a large number of authorized
domains

You have made changes to a previously-verified
0Auth consent screen

The verification process may take up to several
weeks, and you will receive email updates as it
progresses. Learn more about verification

Before your consent screen and application are
verified by Google, you can still test your application
with limitations. Learn more about how your app will
behave before it's verified

Let us know what you think about our OAuth
experience.

OAuth grant limits

Token grant rate

Your current per minute token grant rate limitis 100
grants per minute. The per minute token grant rate
resets every minute. Your current per day token grant
rate limit is 10,000 grants per day. The per day token
grant rate resets every day.

Raise limit
Th 6h 1d 7d 30d

Apr 22,2020 2:22 PM

No data for this time interval

a. From https://console.developers.google.com, from the left-hand panel select Credentials and then select Create Credentials

> OAuth client ID:
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Google APIs 8o pexipoTy v

Credentials + CREATE CREDENTIALS @ DELETE

API APIs & Services
«»  Dashboard
M Library
Or  Credentials
v OAuth consent screen
Domain verification
Sz Page usage agreements

b. From the Create OAuth client ID page:, select an Application type of Web application.

Q  Search for APIs and Services

APl key

Create credentials to act  |dentifies your project using a simple API key to check quota and access

OAuth client ID
Remember Requests user consent so your app can access the user's data

CONFIGURE CONSENT SCREEN

Service account

Enables server-to-server, app-level authentication using robot accounts

API Keys

O Neme Help me choose

Asks a few questions to help you decide which type of credential to use

No API keys to displa

OAuth 2.0 Client IDs

O Name

No OAuth clients to display

Service Accounts

0O  Emai

Creation date ,

Name 4 Usage with all services (last 30 days) @

No service accounts to display

B Enter a Name for the application

B ynder Authorized redirect URIs, enter https://<Management Node
FQDN>/admin/platform/mjxgoogledeployment/oauth_redirect/

Jsage with all services (last 30 days) @

Client ID

Manage service accounts

© This must use the Management Node's FQDN; it cannot use its IP address. You must therefore ensure you have

i ]

appropriate internal DNS records set up for the Management Node.

The OAuth Redirect URI is the page on the Pexip Infinity Administrator interface to which the administrator will be

returned after they have successfully signed in to the Google Workspace integration. Because it is a page on the
Management Node, this URI is internal to your deployment and only needs to be accessible from the administrator's

web browser; you do not need to make it externally accessible.

Select Create:
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= Google APIs 8 docsotj w @ ; a

< Create OAuth client ID

For applications that use the OAuth 2.0 protocol to call Google APls, you can use an OAuth 2.0 client ID to
generate an access token. The token contains a unique identifier. See Setting up OAuth 2.0 for more information.

Application type
(®) Web application

Chrome App Learn more
i0S Learn more
Other

Name
Web client 1

Restrictions
Enter JavaScript origins, redirect URIS, or both Learn More
Origins and redirect domains must be added to the list of Authorized Domains in the OAuth consent settings
Authorized JavaScript origins
For use with requests from a browser. This is the origin URI of the client application. It can't contain a wildcard
(https://*.example.com) or a path (https://example.com/subdir). If you're using a nonstandard port, you must include it
in the origin URL.
https://www.example.com

Type in the domain and press Enter to add it

Authorized redirect URIs

For use with requests from a web server. This is the path in your application that users are redirected to after they have

authenticated with Google. The path will be appended with the authorization code for access. Must have a protocol

Cannot contain URL fragments or relative paths. Cannot be a public IP address.
https://pexip.com/admin/platform/mjxgoogledeployment/oauth_redirect/

Type in the domain and press Enter to add it

c. The following OAuth client created screen will appear. Take note of the Your Client ID and Your Client secret; you will need
these when Adding a One-Touch Join Google Workspace integration on Pexip Infinity on the Management Node:

OAuth client created

The client ID and secret can always be accessed from Credentials in APIs &

Services
QAuth access is restricted to users within your organization
unless the OAuth consent screen is published and verified.
Your Client ID

953256980346-3girlk9isqcp2157391g29m286km3ris.apps.gc D

Your Client Secret
SErHm3girlk9HTwywEké6gNJg [a]

OK

Creating a room resource

(Required only if your room resources do not already exist - otherwise you can skip this step.)
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In this step, you create a room resource in Google Workspace for each physical room that is to be used for One-Touch Join. Google
Workspace will automatically assign an email address to the room.

1. If a building for the room resource does not already exist, create one as follows:

a. Goto https://admin.google.com (logged in as a Google Workspace administrator).

b. Select the Buildings and resources tile, and then from the Resource management section select Open:

= Google Admin Q, Search for users, groups or settings

Buildings and resources

Resource management 9

E Buildings and
resources

Manage and create resources (e.g. meeting rooms), features and buildings

OPEN

Room Insights Dashboard (7]

Learn about usage and booking rates of meeting rooms

OPEN

From the drop-down along the top left of the screen, select Buildings:

Google Admin Q_ Search for users, groups or se

Buildings and resources > Resource management > | Buildings | «

Resources
Buildings Buildings
+ |
\_'_/.. Id Name

c. Select +to Add new building:
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= Google Admin Q, Search for users, groups or settings

Buildings and resources > Resource management > | Buildings | «

Buildings
-
\.,_—/id Name Floors Address
1+ Bulk upload buildings
. 2sl0 Oslo 1,23 Address not set
—
ruscombe Ruscombe G, 1 Ruscombe, GB

d. Enter a Name and the list of Floors, and select Add Building.
2. Create the room resource:

a. Go back to the Resources page and Select + to Add new resource:

= Google Admin Q, Search for users, groups or settings

Buildings and resources > Resource management > | Resources | ~

Buildings < Resources
-
Search tree oy L Add a filter
! Bulk upload resources
~  Allbuildings M Resources Building Floor
Building not set
Bullseye Ruscombe 1
Oslo
Ruscombe Carl-desk Ruscombe 1
Demo Room Oslo 1
Juliet EX60 Ruscombe 1

b. For the Category, select Meeting space (room, phone booth,...).
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c. Select the Building and Floor in which the room is located, enter a Name and the room's Capacity, then select Add Resource:

Add resource

I;v;re;tin; iace (room, phone booth,...) r_'neieting room

Oslo * 2 ' Floor section
B;:nard }o;r;l * 20 -
[—n— features first to add the

User visible description

Add description (internal)

* indicates a required field

n Setting resource information, such as building, floer or capacity, affects the auto-generated resource names and room search. Learn
more.

CANCEL | ADD RESOURCE

The resource will be created and added to the list. You can click on the new resource to view information about it, such as the email
address it was automatically assigned.

@ For more information on setting up buildings and other resources in Google Workspace, including how to add buildings and
resource in bulk and using CSV imports, see https://support.google.com/a/answer/1033925.

Configuring the room resource

In these steps, you allow the authorization user to access each calendar of each room resource that you want to use for One-Touch
Join, and set the calendar to auto-accept invitations. We also recommend that you make the calendar available to all users in your
domain in such a way that allows them to book meetings using the resource, without being able to view the details of any other
meetings in the resource's calendar.

Sharing individual calendars with the authorization user

Note that the Google calendar API limits the number of calendars that can be shared within a 24 hour period to 750 (for more
information, see https://support.google.com/a/answer/29054867hl=en). This means that if you have more than 750 room resources
that you wish to use for One-Touch Join, they will need to be set up over a period of days.

To share calendars with the authorization user:

1. Goto https://calendar.google.com (logged in as a Google Workspace administrator so that you have permission to share the
calendars).

2. From the left-hand panel, select the + next to Other calendars and then select Browse resources.
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3.

Expand the sections if necessary, and tick the boxes of all the room resources whose calendars you want to share with the
authorization user.

This will add the room resources to the Settings for other calendars section in the left-hand panel.

For each of the rooms:

a.
b.

[oR

From the Settings for my calendars section, select the room resource and then select Share with specific people.
Select Add people.

In the Share with specific people dialog, enter the email address of the One-Touch Join authorization user. Ensure the
Permissions are set to either:

®  Make changes to events (if you want users to be able to use OTJ to join all meetings, including private meetings, from
this endpoint)

B See all event details (if you don't want to offer OTJ for private meetings on this endpoint).

If your deployment includes personal endpoints that are associated with a user's personal calendar, then either you or the
end user will need to ensure that their calendar allows the One-Touch Join authorization user to Make changes to events if
they wish to use OTJ to join their own private meetings from their endpoint.

€ Settings

General
Share with specific people
Add calendar v

ofj-calendar-reader@pexip-otj-270111.iam.gserviceaccount. Make changes to events ~ X
Import & export

+ Add people

Settings for my calendars
Learn more about sharing your calendar with someone

® Alex Morson

@ Birthdays ©
calendar-reader@obtp-2471.. Event notifications
@ Oslo-1-Demo Room (4) + Add notification

® Ruscombe-1-Carl-desk (1)

® Ruscombe-1-desk-juliet_test...
) All-day event notifications
Ruscombe-1-Juliet EX.. A

Calendar settings + Add notification

Auto-accept invitations

@ For more information on sharing room and resource calendars in Google Workspace, see

https://support.google.com/a/answer/1034381.

Auto-accepting invitations

By default, when creating room resources in Google Workspace, calendar processing is set to Auto-accept invitations that do not
conflict. You must ensure you keep this setting for all room resources, so that the room will automatically accept meeting requests if it
is available, and automatically decline an invitation if it is already booked.

To check this setting:

1. Go to https://calendar.google.com (logged in as a Google Workspace administrator so that you have permission to share the
calendars).

2.

From the left-hand panel, select the room resource and select Settings and sharing.
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3. Inthe Auto-accept invitations section, ensure that Auto-accept invitations that do not conflict is selected:

& Settings
General Calendar settings
Add calendar v Name

Ruscombe-1-Juliet EX60 (1)

Import & export

Description
Settings for my calendars
@® Alex Morson
@® Birthdays [ 5] Time zone B

(GMT+00:00) United Kingdom Time
calendar-reader@obtp-2471... Organization

devtesting1.pexip.com
@® Oslo-1-Demo Room (4)

Export calendar
® Ruscombe-1-Carl-desk (1) P
Learn more about exporting your calendar

@® Ruscombe-1-desk-juliet_test...

Ruscombe-1-Juliet EX... ~

| calendar settings Auto-accept invitations
Auto-accept invitations Auto-accept invitations that do not conflict <
Access permissions Calendars for resources can auto-accept invitations. Learn more about auto-accept invitations

Share with specific people

Allowing users to book resources

We recommend that you configure your Google Workspace calendar settings to allow end users to book a room resource without
seeing details of the room's other bookings. To do this, you configure the room resource's calendar so that all users in your domain
have permission to see its free/busy status, without being able to see the invitation details. You then on a global basis permit users to
book resources to which they have free/busy access.

To do this:

1. Go to https://calendar.google.com (logged in as a Google Workspace administrator so that you have permission to share the
calendars).

2. From the left-hand panel, select the room resource and select Settings and sharing.

3. Inthe Access permissions section, select Make available for <your domain>, and ensure that See only free/busy (hide details) is
selected:
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Auto-accept invitations
Auto-accept invitations that do not conflict -

Calendars for resources can aute-accept invitations. Learn more about auto-accept invitations

Access permissions

Secalleventdetails ~

Make available for devtesting1.pexip.com See only free/busy (hide details) ~

Get shareable link

Learn more about sharing your calendar

Share with specific people
otj-calendar-reader@pexip-otj-270111.iam.gserviceaccount.co.. See all event details ~ X

+ Add peocple

Learn more about sharing your calendar with someone
Go to admin.google.com (logged in as a Google Workspace administrator).

From the left-hand menu, select Apps > Google Workspace > Calendar.

Scroll down to General Settings and select Resource Booking Permissions.

N o u s

Ensure that Allow users to book resources that are shared as See only free/busy is set to ON:

General settings ~

7 calendar

External sharing options for Outside devtesting1.pexip.com - set user ability for secondary calendars
secondary calendars

Share all information, and outsiders can change calendars

Internal sharing options for Within deviestingl.pexip.com - set default

secondary calendars Share all information

Resource booking permissions Allow users to book resources that are shared as "See only free/busy” Learn more
ON

Updating the per-user request quota

In this step you increase the limit on the number of queries per 100 seconds per user to the Google Calendar API.
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The default number of queries per 100 seconds per user is 500. In this context, the "user" is the authorization user. In deployments
with fewer than around 180 rooms, each room resource calendar is queried every 30 seconds by two conferencing nodes (both using
the same authorization user account), resulting in 5,760 queries per room per day. (In larger deployments, room resource calendars
are queried less frequently.)

We recommend that you increase the number of queries per 100 seconds per user to 10,000 to provide sufficient processing overhead
and room for expansion (there is currently no additional cost to this increase).

To increase this quota to 10,000:

1. Go to https://console.developers.google.com (logged in as a Google Workspace administrator).

2. From the top left of the page, select the project you created for One-Touch Join:

= Google APIs) 8 pexip 0Ty =

From the navigation menu at the top left of the page, select IAM & Admin > Quotas.

4. From the Quotas page, select Edit Quotas and then select Google Calendar API - Queries per 100 seconds per user.
You will be taken to the Google Calendar API > Quotas page.

5. Change Queries per 100 seconds per user to 10,000:

APIs & Services

Google Calendar AP Quotas

Il Overview
0 Request more guota limits or view quotas for your other services on the Quotas page, found in IAM & admin.

] Metrics

Daily quotas reset at midnight Pacific Time (PT)
uotas .
CR Queries
o Credentials Queries per day ~ 2
Quota limit
800K
600K
400K
- | n
May 31 Jun? Jun 14 Jun21
Quota Name Limit
Queries per day 1,000000 4
| Queries per 100 seconds per user 10,000 Vi |

<l

@ You may also need to request an increase to the number of Queries per day for larger deployments - for more information,
see Requesting an increase to API limits.

Requesting an increase to API limits

This optional step applies to larger deployments only (more than around 170 room resources), and should be performed if you wish to
reduce the amount of time taken for endpoints to be updated with additions or changes to their corresponding room resource
calendar.

The maximum frequency with which an endpoint will be updated with meeting information is every 30 seconds. For deployments with
more than around 170 endpoints, this frequency will decrease in line with the number of endpoints (up to around 20 minutes for
deployments with around 6,000 endpoints). This is due to a limit on the number of Calendar API requests permitted by Google in a 24-
hour period — for more information, see https://developers.google.com/calendar/pricing.

To reduce the time taken to update endpoints in these larger deployments, you can request an increase to the number of Calendar API
requests One-Touch Join can make.
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@ When your request has been implemented by Google, you must then increase the Maximum Google Workspace API requests on
Pexip Infinity in order to take advantage of the increase.

To request an increase to the API limits:

1. If you do not already have one, create a Cloud Billing Account (note that this is different from a Google Workspace billing account).

Full instructions are available via https://cloud.google.com/billing/docs/how-to/manage-billing-account#create_a_new_billing_
account.

2. Link the Cloud Billing Account to the project you created when Creating a service account:

a. Goto https://console.developers.google.com (logged in as a Google Workspace administrator).

b. Ensure that the project shown in the top left corner is the one you created for One-Touch Join when Creating a service
account.

c. Select the burger menu from the top left of the page and select Billing. When the following message appears, select Link a
billing account:

Billing
This project has no billing account

This project is not linked to a billing account

(N ENIEEREGT @M or Manage billing accounts

d. Select the account to link to:

Set the billing account for project “Quickstart”

Billing account
There is only one billing account currently available to link this project to

My Eilling Account

CANCEL SET ACCOUNT

3. Request an increase to your quota:
a. From the navigation menu at the top left of the page, select IAM & admin > Quotas.
b. From the Quotas page, select Edit Quotas and then select Google Calendar API.

In the panel that appears on the right, enter the New quota limit that you wish to request, and in the Request description
field, enter the reason for requesting the increase:
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e IAM & admin Quotas EDIT QUOTAS

=AM Quota type Service Metric Location
All quotas, ~ | Allsenvices ~ | Al metics ~ | Alllocations
©  identity & Organization
~ Senvice Location Curent Usage 7Day PeakUsage ~
X Policy o o v “
~ Google Calendar API Global 5058 . 233717
B  Organization policies Queries per day

- Gmail API Global 0 0
= Quotas Queries per day

°3 Service accounts Gmail API Global 0 o
Queries per 100 seconds

@ Labels Gmail API Global 0 0
Discovery requests per 100 seconds

& settings

& Google Calendar APl Global - -

Queries per 100 seconds per user

®  Cryptographic keys
Gmail APl Global - -

L]

Identity-Aware Proxy Queries per 100 seconds per user

®

Roles

Audit Logs

c. Select Submit request.

Quota increase requests typically take two business days to process.

Limit

1,000,000

1,000,000,000

2,000,000

17,000

100,000,000

25000

Clear

X 1 quota selected

Google Callendar AP 5 A

Quota: Queries per day

New quota limit
Enter a new quota limit. A imit above 1,000,000 will require approval from your service:
provider.

[ 2000007]

Request description
Required

Y

Done  Cancel

Adding a One-Touch Join Google Workspace integration on Pexip Infinity

In this step you configure Pexip Infinity with details of the Google Workspace deployment configured above. You must then log in to
Google Workspace as the authorization user and grant the One-Touch Join app access to the room resource calendars.

Configuring the Google Workspace integration

From the Pexip Infinity Administrator interface, go to One-Touch Join > OTJ Google Workspace Integrations.

Option Description

Name The name of this One-Touch JoinGoogle Workspace integration.

Description An optional description of this One-Touch JoinGoogle Workspace integration.

Account email If you are authorizing using a service account, enter the email address of the service account that One-Touch Join will

use to log in to Google Workspace.

If you are authorizing using a Google Workspace domain user, enter the email address of the user.

Enable user If you are authorizing using a service account — the recommended method — this should be left blank.

authorization

Select this option only if you will be authorizing using a Google Workspace domain user.

Client ID (Available when user consent authorization has been enabled)

The client ID of the application you created in the Google API Console, for use by OTJ.

Client secret (Available when user consent authorization has been enabled)

The client secret of the application you created in the Google API Console, for use by OTJ.

Redirect URI (Available when user consent authorization has been enabled)

The redirect URI you configured in the Google API Console. It must be in the format:
https://<Management Node FQDN>/admin/platform/mjxgoogledeployment/oauth_redirect/

@ This must use the Management Node's FQDN; it cannot use its IP address. You must therefore ensure you have

appropriate internal DNS records set up for the Management Node.

Advanced options
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Option Description
Maximum Google The maximum number of APl requests that can be made by One-Touch Join to your Google Workspace Domain in a 24-
Workspace API hour period.
requests

Google OAuth 2.0
endpoint

Google
authorization
server

We recommend you set this value to 90% of your total permitted requests. Google's default is 1,000,000 so by default
this is set to 900,000 on Pexip Infinity. If you increase the number of API requests, you should also increase this setting
to 90% of that number.

For more information, see Frequency and limitations on calendar requests.

The URI of the Google OAuth 2.0 endpoint.

The URI of the Google authorization server.

When you have completed the above fields, select Save. You will be returned to the main OTJ Google Workspace Integration page. You
must now authorize calendar API access to the Google Workspace Integration using the account details you have just created, using

the following steps.

Authorizing calendar access

If you have enabled OAuth for the first time, after saving the configuration of the One-Touch Join Google Workspace integration you
must sign in to Google Workspace as the authorization user.

You may also need to re-sign in to the authorization user account if:

¢ you disable and then subsequently re-enable OAuth

* you update any of the following configuration for the One-Touch Join Google Workspace integration:

©  Account email

o ClientID

o Client secret
© Google OAuth 2.0 endpoint

o Google authorization server

o the refresh token has expired (for more information about when this might happen, see
https://developers.google.com/identity/protocols/oauth2#expiration).

To sign in to Google Workspace as the authorization user:

1. Ensure you have signed out of all Google accounts on your device.

2. From the Management Node, go to One-touch Join > OTJ Google Workspace Integrations and select the Google Workspace
integration you have just created. At the bottom of the Change OTJ Google Workspace Integration page, select Authorize
calendar API access:
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Enable user consent 4
authorization

Enable this option to authorize google api access through user consent OAuth 2.0. Leave this option disabled to continue using service account to access google ap
Client ID 953250980346-3girlk3isqecp2157391g29m2i

The client ID for the application you created in the Google AP| Console Credentials page. Maximum length: 250 characters.

Client secret aran

The client secret for the application you created in the Google API Console Credentials page

Redirect URI Currently: https://pexip.com/admin/platform/mjxgeogledeployment/oauth_redirect/
Change: https://pexip.com/admin/platform/mjxgoogledeployment/oauth_n

The redirect URI you configured in your client’s APl Console Credentials page. It should be in the format 'hitps:/[Management Node Address]/admin/platform/mjxgeo

Advanced options (Show)

“ I Save and add another ]

3. You will be taken to the Authorize Calendar API access page. Select Authorize:

] peXIp[ Infinity Conferencing Platform

Status + History& Logs +  System~  Platform~  Call Control +  Services v  Users & Devices +  One-Touch Join ~  Utilities +

Authorize Calendar API access
Please open the link below. It will take you to a Google consent page where you must sign in as the google account

with username juliet@pexip.com.
You can then consent to grant canlendar access requested by the G Suite Integration.

Authorize link

Authorize

https://accounts.google.com/o/oauth2/v2/auth?prompt=consent&access_type=offline&state=oautl

4. Enter the email address of the authorization user (which you previously entered as the Account email) and sign in.

5. Atthe consent screen, Allow the Pexip OTJ app to View your calendars:
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G signin with Google

Pexip OTJ wants to access your
Google Account

63. juliet@pexip.com
This will allow Pexip OTJ to:

View your calendars ®

Make sure that you trust Pexip OTJ

You may be sharing sensitive info with this site or app. Find
out how Pexip OTJ will handle your data by reviewing its
terms of service and privacy policies. You can always see
or remove access in your Google Account.

Find out about the risks

6. You may be asked to sign in to the Management Node again. If so, you must sign in to the Management Node (using your
Management Node credentials) to complete the process of signing in as the authorization user.

When complete, you are returned to the Authorize Calendar API access page and see the message Successfully authorized.

Next steps

You must now configure the remainder of the One-Touch Join components on Pexip Infinity, as described in Configuring Pexip Infinity
for One-Touch Join.
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Troubleshooting One-Touch Join

This section provides guidance on troubleshooting issues with Pexip Infinity's One-Touch Join feature, including issues specific to Cisco

or Poly endpoints.

For guidance on the troubleshooting of general issues, see Troubleshooting the Pexip Infinity platform.

Symptom
One-Touch Join issues

A meeting has been scheduled and is
showing on the room endpoint, but
there is no Join button.

A meeting has been scheduled and is
showing on the room endpoint, but
either there is no Join button, or the
Join button appeared and then
disappeared.

Meetings are being deleted from an
endpoint that is managed by TMS,
without TMS XE.

Possible cause

One-Touch Join has not been able to obtain a
meeting room alias from the invitation because
it does not match a meeting processing rule
and does not contain a URI or address prefixed
with sip:, sips: or h323:.

The meeting processing rule that you expected
to match is associated with a different OTJ
profile than the endpoint. For example, the
endpoint has an Exchange email address and is
associated with an Exchange integration, but
the rule that the meeting matches is associated
with a Google Workspace integration, or vice
versa.

The meeting is not a video meeting.

One-Touch Join has not been able to obtain a
meeting room alias because the URL in the
invitation has been rewritten for security
reasons (for example, by Safe Links in Microsoft
Defender for Office 365, or Proofpoint's URL
Defense) and therefore does not match the
default rule.

The meeting was scheduled using the
Microsoft Teams plugin for Google Workspace.

The endpoint is being managed by Webex
Cloud Calendar or TMS XE, and these systems
are overriding the meeting information from
One-Touch Join.

There is a known bug (CSCvv93408) with TMS
version 15.9 and later whereby TMS will
erroneously replace meetings that have been
pushed to the endpoint using the endpoint's
API.

Resolution

Review the meeting processing rules.

1. Check that the OTJ Endpoint has been
associated with an OTJ Endpoint Group.

2. Check that the OTJ Endpoint Group is
associated with the same OTJ Profile as
the Meeting Processing Rule that you
expected to match.

If you do not want non-video meetings to
appear on the room endpoint, you can disable
the Enable non-video meetings option.

« Modify your Safe Links policy using the "Do
not rewrite the following URLs" list so that
URLs in meeting invitations sent to OT)J
room resources are not rewritten.

e Add a custom rule to match the rewritten
URLs. See Extracting an alias from a URL

that has been rewritten for security for an

example.

This is due to a known issue with the
Microsoft Teams plugin for Google Workspace
whereby it does not include the required CVI
information in the meeting body.

Ensure that any endpoints used for One-Touch
Join are not also registered to the calendaring
service on other systems such as the cloud-
based Webex Hybrid Calendar Service, or Cisco
TMS XE.

Ensure that the following configuration for the
endpoint has been made in TMS:

« Disable Allow booking for the endpoint
e Change Meeting Type to Reservation.

If the problem persists, we recommend
removing the endpoint from TMS until this bug
is fixed by Cisco.
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Symptom

A meeting has been scheduled and is
showing on the room endpoint, but
there is no Join button. The support log
shows the message:

Could not find an alias for this
meeting which had no body. This could
be a meeting room configuration issue.

An external Microsoft Teams meeting
has been scheduled but there is no Join
button.

There is a delay between a meeting
invitation being sent and it appearing on
the room endpoint.

On the status page and logs, the Alias
field is blank.

On the status page and logs, the Subject
field is showing the organizer's name.

Possible cause

One-Touch Join has not been able to obtain a
meeting room alias from the invitation because
the meeting information supplied in the body
("description") of the invitation has been
stripped by Exchange prior to One-Touch Join
processing the meeting.

Your Microsoft Exchange environment uses a
security application (such as Office 365 ATP, or
Mimecast) to re-write URLs, meaning that One-
Touch Join has not been able to obtain the join
URL. For more information, see Allowing
forwarding of external invitations (for Exchange

on-premises) or Allowing forwarding of

external invitations (for 0365).

A short delay is expected due to internal
processing, and the actual time taken will
depend on the number of endpoints in your
One-Touch Join deployment, and the number
of daily API requests you are allowed to make
to your calendar service. Limits are also
imposed so that Conferencing Nodes do not
become overloaded with One-Touch Join
requests.

For more information, see Frequency and
limitations on calendar requests.

Process alias for private meetings has been

disabled and the meeting was flagged as
private.

Enable non-video meetings has been enabled,

but OTJ was not able to obtain a valid alias for
the meeting.

This may be because Exchange is using default
calendar processing, which removes the header
and body of the invitation, and replaces the
subject with the organizer's name.

Replace subject has been set to either:

e Private meetings only (and the meeting
was flagged as private), or

e Always

and the Replace subject string was empty.

Replace empty subject has been enabled and

there was no subject.

This may be because Exchange is using default
calendar processing, which removes the header
and body of the invitation, and replaces the
subject with the organizer's name.

Resolution

Change the calendar processing rules for the
room to ensure that the meeting body is not
deleted. For instructions on how to do this, see
either Configuring calendar processing (for

Exchange on-premises) or Configuring calendar
processing (for 0365).

Ensure that the security application's URL re-
write rules include an exception for any URL
starting with the domain
https://teams.microsoft.com/

For larger Google Workspace integrations you
can ask for an increase to the number of
calendar API requests you can make in a 24-
hour period, thus allowing you to update
endpoints more frequently. For more
information, see Requesting an increase to API

limits.

You could also consider Deploying a dedicated

One-Touch Join platform.

Review whether these settings are appropriate
for your deployment.

Ensure that Exchange calendar processing
properties are changed from the default, as per
the instructions in Configuring calendar
processing on room resource mailboxes.

Review whether these settings are appropriate
for your deployment.

Ensure that Exchange calendar processing
properties are changed from the default, as per
the instructions in Configuring calendar
processing on room resource mailboxes.
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Symptom

An endpoint has been deleted from the
Pexip Infinity configuration but its
details are still appearing on the OT)J
Endpoints status page.

A meeting that has been canceled is still
appearing on the OTJ Meetings status
page.

When configuring Exchange you are
getting the following errors or warnings:

ErrorCode="InvalidUser"

ErrorMessage="Invalid user"

An endpoint is not appearing on the OTJ
Endpoints status page.

Cisco endpoint issues

One-Touch Join cannot contact an
endpoint via its API. The following

appears in the alarms and logs:
Non-200 status code returned when
trying to upload OBTP bookings to

endpoint and
StatusCode="307"

A Cisco SX series endpoint running TC
software may display the "Meeting will
automatically connect" message if there
is no URI in the meeting invitation.

Webex endpoint issues

Meetings are not appearing on the
Webex endpoint.

Poly endpoint issues

Possible cause

The status page is refreshed once an hour.

The status page is refreshed once an hour.

The service account being used for One-Touch
Join does not exist, or does not have a valid
license.

Endpoints appear on this page after the initial
contact between the endpoint and One-Touch
Join has been made. For Cisco endpoints, this
happens when a meeting has successfully been
pushed to the endpoint. For Poly endpoints,
this happens when the Poly endpoint has
successfully polled the Conferencing Node.

One-Touch Join is configured to communicate
with the endpoint via HTTP and the endpoint
redirects to HTTPS.

This is a known issue with the Cisco endpoint
when running this software.

The endpoint is configured to use a Webex
Calendar service. This will prevent Pexip One-

Touch Join from being able to push meetings to

the endpoint.

Resolution

Wait up to one hour for the endpoint's details
to be removed.

Wait up to one hour for the meeting's details to
be removed.

e Ensure that the service account has been
added correctly, with the correct
username and password/authentication
information.

e Ensure that the service account has an
appropriate Exchange license, such as
Office 365 Enterprise E1, Office 365
Business Basic (formerly Essentials) or one
of the Exchange Online plans.

Wait until a meeting has been created to which
the endpoint is invited. Then check again to
confirm that the endpoint is appearing on the
status page.

Configure One-Touch Join to use HTTPS to
communicate with the endpoint.

Disable the calendar.
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Symptom

Meetings are not appearing on the Poly
endpoint.

Possible cause

The configuration for the endpoint on Pexip
Infinity or on the endpoint itself is incorrect.

The Poly endpoint is registered to the
calendaring service but One-Touch Join hasn't
found any meetings.

The Poly endpoint has lost connection with the
OTJ calendaring service and has become
unregistered, meaning it is no longer receiving
updated meeting information.

To check if there is still contact with the
endpoint:

e If Raise alarms is enabled for this endpoint,

an OTJ Poly Endpoint Error alarm will
appear on the Pexip Infinity Administrator
interface if it has been more than 10
minutes since there was contact with the
endpoint.

e If this option is not enabled, view the
Endpoint status and check the last contact
time. If this is more than 10 minutes ago
the endpoint may have lost connection.

Resolution

Ensure that the configuration for endpoint on-
Pexip Infinity and on the endpoint itself is
correct, in particular that the username and
password configured on both match.

Ensure that the endpoint is showing as
registered to the calendaring service.

View the Meeting status page to see if any
meetings have been found for this endpoint.

Check for any Google Gatherer/Exchange
Gatherer alarms, which would indicate issues
with reading specific calendars.

On the Poly endpoint, disable and re-enable
the calendaring service.
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