Creating a Mac Developer Certificate
Customization Guide

Introduction

Many corporate users of the Pexip Infinity Connect desktop client produce a customized and rebranded version of the client
application for their own use.

If the Mac OS X version of the application is rebranded, the repackaged application will, by default, be unsigned and will require
explicit permissions to run. To allow the application to run by default, it must be signed with an Apple developer certificate.

This guide explains how to create an Apple developer certificate and how to use it to sign a rebranded Infinity Connect desktop
client for Mac OS X to allow easier redistribution. See Customizing the Infinity Connect desktop client for more information.
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Creating the certificate

1. You need to register with the Mac Developer Program at https://developer.apple.com/programs/mac/.

2. Create a new certificate at https://developer.apple.com/account/mac/certificate/certificateList.action.

a. For the type of certificate you need, select a production Developer ID certificate.

b. Select Continue.

Certificates, Identifiers & Profiles Nicolas Carmier
Mac Apps - | Add Mac Certificate [a]
i Certificates Reguest /:: Generate . Download
d A i
All
Pending 2, 7

3

What type of certificate do you need?

Development

Production

(B Identifiers
App IDs Development

Wehsite Push IDs

Mac Development

IGloud Gontlners Sign development versions of your Mac app.

M Devices Apple Push Notification service SSL (Sandbox)
All Establish connectivity between your notification server and the Apple Push Notification service

sandbox environment. A separate certificate is required for each app you develop.
[ Provisioning Profiles

All

Development %
Production
Distribution
~1 Mac App Store

Sign yeur Mac app and Mac Installer Package for submission to the Mac App Store.

" Apple Push Notification service SSL (Production}
Establish connectivity between your notification server and the Apple Push Notification service
production environment. A separate certificate is required for each app you distribute.

1 Website Push ID Certificate
Sign ard send updates for Websites.

© Developer ID

Sign versions of your Mac application and Mac Installer Package for distribution outside of the
Mac App Store.

Intermediate Certificates

To useyour certificates, you must have the intermediate signing certificate in your system
keychain. This is automatically installed by Xcode. However, if you need to reinstall the
intermediate signing certificate click the link below:

& Worldwide Developer Relations Certificate Authority

@ Developer ID Certificate Authority

| N
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c. For the type of certificate you want to generate, select Developer ID Application.

d. Select Continue.

Nicolas Cormier v

Certificates, Identifiers & Profiles

Add Mac Certificate

(@

Mac Apps -
|

¥: Certificates Request Generate Download
All
Pending Bitoatc .
R | Select the certificates you want to generate.
Production

0| Identifiers
App IDs 3 g 5

Important: Xcode is the preferred method for requesting and automatically

Website Push IDs g installing these certificates on a Mac. Learn how
iCloud Containers

B Devices © Developer ID Application

All This certificate is used to code sign your app for distribution outside of the Mac App Store.

' Develaper ID Installer
This certificate is used to sign your app's Installer Package for distribution outside of the Mac
App Store.

1 Provisioning Profiles
All
Development

Distribution

Cancel

e. The next page tells you to create a Certificate Signing Request (CSR):

Nicclas Cormier =

Certificates, Identifiers & Profiles

Add Mac Certificate

Mac Apps - ‘
¥: Certificates Select Type Request Generate ® Download
All
Pending 7 ]

About Creating a Certificate Signing Request (CSR)

Development

Production

0| Identifiers
To manually generate a Certificate, you need a Certificate Signing Request (CSR) file from your

App IDs
Mac. To create a CSR file, follow the instructions below to create one using Keychain Access.

Website Push IDs
Create a CSR file.
In the Applications folder on your Mac, open the Utilities folder and launch Keychain Access.

iCloud Containers

| Devices
Al Within the Keychain Access drop down menu, select Keychain Access > Certificate Assistant >
Reqguest a Certificate from a Certificate Authority.
[ Provisioning Profiles
® In the Certificate Information window, enter the following information:
- In the User Email Address field, enter your email address.
- In the Common Name field, create a name for your private key (e.g., John Doe Dev Key).
- The CA Email Address field should be left empty.
- In the "Request is" group, select the "Saved to disk" option.
« Click Continue within Keychain Access to complete the CSR generating process.

All
Development

Distributicn

Cancel

£

f. In the Applications folder on your Mac, open the Utilities folder and launch the Keychain Access application.
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g. Go to Keychain Access > Certificate Assistant > Request A Certificate From A Certificate Authority.

& LOT IV File Edit View Window Help
| About Keychain Access ‘

Preferences... £

Keychain First Aid A
Oen...

Ticket Viewer NHK Create a Certificate...

| Create a Certificate Authority...

| Create a Certificate For Someone Else as a Certificate Authority...
Hide Keychaln Access _ 3¢H
Hide Others TEH Set the defaull Certificate Authority...
Show All Evaluate “Developer |D Application: Pexip AS (U7E3T6C254)"...

Services >

Quit Keychain Access  3#Q

h. Enter the certificate information:
i. User Email Address: this is your Apple Developer Account email address.
ii. Common Name: this is your name.
iii. Ensure that you select Saved to disk
i. Select Continue.

e 0 Certificate Assistant

Certificate Information

Enter information for the certificate you are requesting. Click
Continue to request a certificate from the CA.

User Email Address: nico@paxip,corﬂ .

Common Name: Nicolas CORMIER

CA Email

Request is: Emailed to the CA
° Saved to disk

| Let me specify key pair information

Continue

j. Save the file to your hard drive and then select Done.

k. You can now return to the Generate Your Certificate section that is still active in your browser.

|. Select Choose File and select the newly created .certSigningRequest file that you have just saved to your Mac.
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m. Select Generate.

Certificates, Identifiers & Profiles Nicslas Cormier =
Mac Apps v | Add Mac Certificate (a]

¥ Certificates Select Type ; Request Generate Dovnload

All

Pending 7

Certifate 5
Generate your certificate.
Development -

Production

D Identifiers
App IDs With the creation of your CSR, Keychain Access simultaneously generated a public and private
key pair. Your private key is stored on your Mac inthe login Keychain by default and can be

Website Push IDs viewed in the Keychain Access application under the "Keys" category. Your requested

iCloud Containers certificate will be the public half of your key pair.
1 Devices
All Upload CSR file.

Select .certSigningRequest file saved on your Mac
[1 Provisioning Profiles
All
Choose File...

Development

Distributicn

Cancel Back |

Your certificate will now be generated and be ready for use.

n. Download the certificate from the list of production certificates and open it to ensure that it is added to your keychain for

future use.
Certificates, Identifiers & Profiles Nicolas Cormier
Mac Apps - Mac Certificates (Production) +|[a
¥: Certificates | 3 Certificates Total
All Name Type Expires
Pending Pexip AS Developer 1D Application Nov 18, 2019
[Eve ot Pexip AS Developer ID Application MNov 18, 2019
Production 1 |

Pexip AS Developer ID Applicat.. Jun 05, 2019

10| Identifiers
App IDs Name: Pexip AS

Type: Developer ID Application

Website Push IDs

iCloud Containers xR 1m0, 2039

Download

L. Devices

All

[ Provisioning Profiles
All
Davelopment

Distribution

3. Sign your Infinity Connect desktop client application. Open a terminal and type the following command:
codesign —-deep --force —--verify —--verbose --sign "Pexip AS" pathtoyour/App.app

Where you should replace "Pexip AS" with the Name of your certificate as shown on the Mac Certificates download page, and

replace pathtoyour/App.app with the relevant path and application name.
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